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1 DAY 1: October 30 | West School Building 1F West Hall

1.1 D1-S1-1 Opening

Satoru Tezuka (Project Professor, Keio University,
Keio University Global Research Institute)

Fix 1B (BEEZ2KRTE BEE2ARFI0-/IIS-
FAVRAT4T1— b FHEHUR)

Overview
The
summary of the 14th International Cybersecurity

document provides a comprehensive
Symposium, focusing on key themes such as

national, economic, and societal security. It
highlights the symposium's structure, discussions
on digital cybersecurity, infrastructure and trust,
and future trends in cybersecurity cooperation.
The document concludes with a consolidated list
of action items derived from the symposium's
agenda.
Overview of the Symposium
Introduction

e The 14th

Symposium, titled "Digital Cybersecurity

International Cybersecurity

for National Security, Economic Security,
and Societal Security," is hosted by Keio

University Global Research Institute,
Cyber Civilization Research Center,
Cybersecurity Research Center, and
MITRE Corporation.

e The symposium aims to explore
international cybersecurity issues,

focusing on the digital dependencies of
critical infrastructure such as power,

telecommunications, railroads, finance,
healthcare, and water.

e The event will examine differences and
gaps

countries, regions, G7, and G20, and

in cybersecurity policies among

explore multilateral partnerships to
harmonize global security.
Symposium Structure
e The
keynotes, presentations, and panels held

with

three-day program consists of

in the main hall, interpretation
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between English and Japanese.
e Afternoon sessions on days two and three
include parallel sessions in different
buildings on campus.
e Today's sessions will conclude at 6:50 PM.
Key Themes and Discussions
Digital Cybersecurity
e National Security: Emphasizes the need
for strong determination to protect one's
land and people amidst geopolitical
Essential include

challenges. systems

government cloud systems, cyber
intelligence systems, and active defense
systems.

e Economic Security: Highlights the role of
the private sector in protecting critical
infrastructure, such as power and

telecommunications, especially in light of

geopolitical issues like the Ukraine
problem.

the

concept of Data Free Flow with Trust

(DFFT),

Minister Abe, which is crucial for realizing

e Societal Security: Focuses on

proposed by the late Prime

Society 5.0 and digital transformation

(DX).
Infrastructure and Trust
e The symposium  underscores the
importance of building digital

infrastructure as the default for national,
economic, and societal security.

e Trustin digital systems is paramount, with
the establishment of international mutual
recognition mechanisms to enable global
data and digital trade.

e The development of a trust service

electronic

infrastructure, including

signatures and  authentication, is
underway and needs acceleration.

Future Trends and Cooperation

like-

and public-private

e Multilateral cooperation among

minded countries
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partnerships are deemed more necessary
than ever.

e The symposium aims to discuss future
trends in cybersecurity and their global
impact, with the hope that the discussions
will have significant importance

worldwide.

Action Items

[ ] Attend speeches and panel discussions on
national security topics this afternoon.

[ ] Participate in discussions on protecting
critical infrastructure on day two.

[ 1 Engage in sessions on international mutual
recognition and trust service infrastructure on

day three.

1.2 D1-S1-2 Opening

Wen Masters (Vice
Technologies, MITRE)

President, Cyber

J1>+XYAF—X (MITRE, BN\ -HAiE LRI R)

Cybersecurity, AI, Quantum Computing

Theme

This speech emphasizes the importance of digital
cybersecurity for national, economic, and societal
security. It addresses the unique cybersecurity
needs of critical infrastructure and the OT
environment, the threats posed by quantum
computing to current cryptographic algorithms,
and the necessity of transitioning to quantum-
safe cryptos. Additionally, it highlights the risks
associated with the malicious use of Al and the
vulnerabilities within AI systems that need to be
addressed.

Takeaways

1. Digital cybersecurity is crucial for national,
economic, and societal security.

2. Critical infrastructure cybersecurity faces
threats from potential cyberattacks using
quantum computers.

3. The OT
cybersecurity needs.

the
targeted

environment has unique

4. Growing cyber workforce and

developing capabilities are

FIHNDERIRE, Al DL, EFIE1-45—
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essential.

5. Malicious use of Al poses significant safety
and security challenges.

6. Al systems have vulnerabilities that need
to be understood and addressed.

7. Quantum computing can potentially break
current cryptographic algorithms.

8. Transition to quantum-safe cryptos is
necessary to secure data and information
systems.

Highlights

e "Digital cybersecurity is a central enabler
for achieving national security, economic
security, and societal security."

Chapters & Topics

Critical Infrastructure Cybersecurity

The protection of critical infrastructure from
cyberattacks, especially those using advanced
technologies like quantum computers.

o Keypoints

o Critical infrastructure cybersecurity is

essential for national security.

o Quantum computers pose a significant
threat to current cybersecurity measures.
o The OT
cybersecurity requirements.

environment has unique
o Considerations
e Develop targeted capabilities to defend
against cyber threats.
e Grow the cyber workforce to address
these challenges.
Malicious Use of Al
The potential for AI technologies to be used for
harmful purposes, posing risks to safety and
security.
e Keypoints
o Al can be used for both beneficial and
malicious purposes.
o Understanding Al system vulnerabilities is
crucial for cybersecurity.
o Developing safe and secure Al algorithms
is urgent.

(CIRTUFRBRVEDEWNDECRBDNIFTY "
BLhEYY
TIINDRRRE
FIINDEEREFIERZEFRE. BEZERE. 1+
SREZHER T DDA RIREZRTHD.
« ER
o BEAIZOUAN-tF1U71
o Al DERHIHEA
o E2FIVE1-4-%ZFERULLEHAN-IREN>DT
—9RE
Al DE(LEERDTIREME
AL DRENHSRISELLTED. ZOBADBIEEMEICOVNT
DREEN'®DD.
« ER
o Al A7 LAOESSHEDIRRR
o BETEFIUT/OFEWL AL 7ITIVXLDHEE
e Examples
o Al EFILVINITIA=IRIIER(TIEMRI>INY
BOEEZ AL, BIZE ) —NIVECEBU,
EFAVE1-5-LtIESHER
EFE1-5-FEROIDE1-F-LDEERBETEN
BIEETHD. FHIIES RtV TRERBRIETRD,
« EXR
o =EFIVEI-F-miES
o MEFESOHFROLEE
BRELER




o Considerations
e Focus on foundational approaches to build
secure Al algorithms.

Quantum Computing and Cryptography

The impact of quantum computing on current

cryptographic algorithms and the need for

quantum-safe cryptos.
o Keypoints
o Quantum computing can perform
calculations much faster than classical
computers.

o Current cryptographic algorithms are
vulnerable to quantum computing.

o Transitioning to quantum-safe cryptos is
necessary to secure data.

o Considerations

e Start

cryptos now.

transitioning to quantum-safe

Assighments & Suggestions

1.3 D1-R2-1 Remarks from Keio University

Jun Murai (Distinguished Professor, Keio | /3 #f (BEZEZKE HIK)

University)

Cybersecurity, Quantum Computing, Digital | 2F#ili

Infrastructure EFIVE1-5-DFMIROEIS

Theme o EFIEI-I-OFMKRNEIHBTE.

This speech, held on October 30, 2024, at Keio
University, covered various topics including the
introduction of Keio University's president and his
the
Quantum Internet Task Force as part of the

involvement in quantum computing,

Moonshot Project, Japan's recent weather
patterns and significant earthquake, and Prime
Minister Kishida's warning about misinformation
The

infrastructure in disaster recovery, the role of Al

during disasters. importance of digital
in protecting critical infrastructure, and the need
for secure data sharing for Al applications were
also discussed. Emphasis

was placed on

horizontal collaboration among government,
academia, and industry for cybersecurity.

Takeaways
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FERRL. 7 —FTIF v DERCEDIEA TS,
BRI OHERD#H
o EFEMIEA->2aybTOZ 1 ML THAFNER
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1. Cybersecurity symposium at Keio
University

2. Introduction of Keio University's president
and his involvement in quantum
computing

3. Quantum internet task force and the
Moonshot Project

4. Japan's unusual weather patterns in late
October 2024

5. Significant earthquake in Japan on
January 1, 2024

6. Prime Minister Kishida's warning about
misinformation and fake news during
disasters

7. Importance of digital infrastructure in
disaster recovery

8. Role of AI and digital technology in
protecting critical infrastructure

9. Need for secure sharing of digital data for
Al

10. Horizontal collaboration among
government, academia, and industry for
cybersecurity

Highlights

e "We should develop the secure way to
sharing those data, and then utilizing
those data."
Chapters & Topics
Quantum Internet Task Force
A task force focused on distributed processing
with quantum elements, part of the Moonshot
Project.

e Keypoints
o Distributed processing with quantum
elements
o Architecture definition
o Part of the Moonshot Project
Digital Infrastructure in Disaster Recovery
The role of digital infrastructure in recovering
from natural disasters and its importance in
saving lives.

Keypoints

FHEEXEDRR
FHREERENEIRISERITDLIFUNT .
BE(VISETIINTH/OS5—
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o Critical for lifeline infrastructure

o Complicated to maintain
o Utilizes AI and digital technology
Secure Sharing of Digital Data for Al
The necessity of securely sharing digital data for
Al applications while preventing abuse.

o Keypoints
o Fear of data abuse
Need for secure data sharing
Utilization of data for AI

Horizontal Collaboration for Cybersecurity

(o]

(o]

The importance of collaboration among different
sectors to ensure cybersecurity and maintain
digital infrastructure.

o Keypoints
o Involvement of government, academia,
and industry
o Joint efforts for cybersecurity

o Maintaining digital infrastructure

Assighments & Suggestions

[ 1 FSONT D17 BIE T E R,
[ 1 FINASTFANSIFr—ORDUEIRRT 510
DEEERA.

1.4 D1-R2-2 Remarks from Keio University

David Farber (Guest Professor, Keio University)

TAEYR-Tr— - (BERRKRF BEHR)

Cyber Civilization Research Center, Security
Issues, Technology Governance

Theme

This speech introduces the Cyber Civilization
Research Center (CCRC) and its focus on societal
changes in hardware, software, governance,
economics, and technical planning. Key topics
include security issues in the early internet,
challenges with inherently insecure computing
hardware, and the distinction between managing
and governing technology, particularly the
internet and Al.

Takeaways

1. Introduction to the Cyber Civilization

Research Center (CCRC)
2. CCRC's focus on societal changes in
hardware, software, governance,

economics, and technical planning

Security issues in the early days of the

1>9-2yheF a5, ALANTOR, S5
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internet
with insecure

computing hardware

4. Challenges inherently
5. Difficulties in designing secure systems
due to unreliable hardware and software
6. Need for trustable hardware and software
7. Challenges in

governing technology,

particularly the internet and Al

8. Distinction between managing and
governing technology
Highlights

o "It's very hard to govern technology."
Chapters & Topics
Cyber Civilization Research Center (CCRC)
The CCRC is a research center focused on
understanding and supporting societal changes in
various domains such as hardware, software,
governance, economics, and technical planning.
o Keypoints
o Formed seven years ago
o Co-chaired by Jim Moriah and the speaker
o Aims to preserve the economy and
freedom of the future
Security Issues in Early Internet
In the early days of the internet, security was not
a primary concern, leading to fundamental
security issues baked into the network's
structure.
o Keypoints
o Initial focus was on making the network
work
o Security issues were not prioritized
o Fundamental security problems are now
hard to eliminate
Inherently Insecure Computing Hardware
is not

Most computing hardware inherently

secure, making it difficult to design secure
systems.
e Keypoints
o Few machines are trusted to be secure in
the hardware sense

o Software is built on unreliable hardware
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o Endless patches to software create
additional security challenges
Governance vs. Management of Technology
There is a distinction between managing and
governing technology, with governance being a
more challenging issue.
o Keypoints
o Managing the internet has been relatively
successful
o Governing the internet remains difficult
o Similar challenges are expected with Al

Assighments & Suggestions

1.5 D1-R2-3 Remarks from Keio University

Kohei Ito (President, Keio University)

FiE Q¥ (BESZ2KRF 2R)

Overview

The 14th International Cybersecurity
Symposium, hosted by Keio University on
October 30, 2024, brought  together

distinguished speakers, panelists, and guests
from around the world. The symposium focused
on themes such as national, economic, and
societal security, with significant contributions
from various international delegations and
academic institutions.
Welcome and Introduction

e President Ito's Welcome Message

o President Kohei Ito of Keio University
the 14th

International Cybersecurity Symposium.

welcomed attendees to

o This is President Ito's fourth time hosting
the symposium as the president of Keio

University.
o Acknowledged the presence of
distinguished speakers, panelists,

audience, and guests from around the
world.
Delegation and VIP Acknowledgements
e European Union Delegation
o Ambassador John Eric Paquette
e French Embassy in Tokyo
o Ambassador Philippe Seton
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e U.S. Embassy Tokyo

o Deputy Chief of Mission, Catherine
Monaghan

e British Embassy Tokyo

o Minister and Deputy Head of Mission, Emil

e Embassy of Israel in Japan

o Asaf Segev

e Australian Embassy, Tokyo

o Minister-Counselor Claire Elias

o Kingdom of the Netherlands

o Deputy Head of Mission, Rob Anderson

e German Embassy

o Head of Economic and Scientific
Department, Peter Leferheit

e Republic of Lithuania

o Vice Minister, Magrias Avkevicius

o Embassy of Estonia in Tokyo

o Business and Investment Officer, Oliver
Ait

e United Nations

o Under-Secretary General and High

Representative for Disarmament Affairs,
Izumi Nakamitsu (online)

e VIP Reception

o Over 70 VIPs from around the world
attended a reception the previous day.

Symposium Themes and Discussions

o Digital Cybersecurity

o Focus on national, economic, and social
security.

o Discussions have become increasingly
relevant due to ongoing geopolitical
situations.

National Security
e Keynote Speaker: Retired Admiral
Dennis Blair

o Supported the symposium from its
inception.

o Influenced Japan's new national security
strategy.

o Continues to shape U.S.-Japan national

security based on his experience as U.S.
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Director of National Intelligence.
Economic Security

o Collaboration with U.S. Secretary of
State for National Security

o Strengthening critical infrastructure
systems.

o Conducting research on defense against
cyber attacks and global supply chains.

Societal Security

o Digital Trust Projects

o Initiated by Keio University.

o Focus on international mutual
recognitions for achieving DFFT proof of
concept with EU and India.

o Demonstrated at G7 in Japan and G20 in
India last year.

Research and Academic Contributions

e CAO Cyber Civilization Research
Center

o Distinguished Prof. Jun Murai

= Emphasized the need for next-generation
digital infrastructure.

o Prof. David Farber

« Influential in Internet and Al-related cyber
civilization.

¢ Symposium Leadership

o Led by Professor Satoru Tezuka.

o Focus on Digital Trust Issues in Japan.

o Expansion of the International Cyber
Security Center of Excellence (INCS-COE)
to EU, India, Indonesia, and Singapore.

Keio University's Contributions

e Philosophy and History

o Keio University's motto: "Jitsugaku"
(practical study).

o 166 years of history.

e International Cyber Security Center of
Excellence (INCS-COE)

o Initiated in November 2016.

o Collaborations with Imperial College
London, Northeastern University, UMBC,
Royal Holloway, QC University, Virginia
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Tech, and Queens University, Belfast.
with
University of Limoges,

Expanding affiliates  including

Edith Cohen,
Technion University, and others.

Action Items

[ ] None mentioned.

1.6 D1-R3-2 Remarks from Japanese Government (Ministerial)

HAYASHI Yoshimasa (Chief Cabinet Secretary)

# BIE (WEEBRRE)

Overview
This document summarizes the discussion on
enhancement

cybersecurity strategies,

measures, public-private partnerships,
the

implementation of active cyber defense. Each

international cooperation, and

section presents specific examples and
measures, with a list of action items at the end.
Importance of Cybersecurity Strategies
Thanks to Dr. Murai

Dr.

contributed to the Cyber Security

o Murai has participated and

Strategy Headquarters since its
early days.

o As general manager, he expressed

his gratitude to Dr. Murai.

Importance of Cyberspace

o Cyberspace has become an
essential social infrastructure for all
activities.

Ensuring a free, fair, and secure
cyberspace is more important than
ever.

Impact of Cyber Incidents

o When cyber incidents occur, they

have a significant impact on

people's lives, socioeconomic
activities, and national security.
Example: Container  terminal
management system at the Port of
Nagoya is down for 3 days.
Example: A hospital in Okayama is

feared to have leaked information

Overview
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on about 40,000 patients.
Strengthening Cyber Security

e Foreign Cyber Attacks

o Increased activity by foreign cyber

attack groups targeting Japan and

corporations.
o Geopolitical tensions have
increased since the Russian

invasion of Ukraine in 2022.
¢ National Security Strategy
National Security Strategy on
December 16, 2022.

The goal is to improve response

(©]

capabilities in the field of cyber
security to the same level or better
than major Western countries.
New Measures
In July 2023, the ASM business
was launched to enhance security

.
o
monitoring for government
agencies and other organizations.
Continuously examines and
evaluates the status of servers and
network devices exposed to the
Internet from an attacker's point of
view.
Public-Private Partnerships and International
Cooperation
Public-Private

e Strengthening
Partnerships
o Cooperation between the public
and private sectors is essential to
ensure a free, fair, and secure
cyberspace.
Co-sponsored with Keidanren to
with
including

strengthen  collaboration

various  companies,
critical infrastructure providers.
International Best Practices

o Co-signed an international

collection of best practices for
dealing with living off-the-land.

Padasl — 1

BR%RTE .
AN -Z2REDEF TOX LTI ZRR
KIFEBEFECRFL L(CE E2E3cE%8

i)
zJN0

FRIZRBESR

2023 F 7 BICBUA#EAZEOE+1)71
EsRoagfbiCrmlIfz ASM =Rt
WEEDRRT, 1>25—FyNCAREN
TOWEY - /N—PRYy D - IR DIRAEZ
B RE - 5.

EREELERED

ERE#OME

B - AENMDRZERYA/N\-ZEEOFER
(CE. EROBEHENIAEIR,
EEELHET. EECISEEREER
CHET BER A RIS DEEZ 1L,
EFREOBARNTSI971R

YES I ATHS> RADKIGCRET D E R
BIRNRRNT ST ZEICHREIESR,

o

o

o

o

o

o BEAVISEEENBLVZIMIERLIOC
ZADOHHEEBR M OYA N -t F1)74(C
I EICHHEER.
BEENEY Y N —BhEIDEBA
o HHERBODEII
o 2023 6 A(ERZSREEIEEEF
2. B#ESFEEI5 L,

BIERROFIA. WEEOY—/- D7
It BEL. EREZEOMEICONT
oo

EHIE DR

BREAREOFEREDT T, GEENRIHA/N
—BAAENICRE T BIEHIE DR Z NN
AJRERPRDBPHICREZRI FIE.

o

O
Action Item
[ 1] MEADRATO ASM SEDERARMIG
[ ] #REhEEOEER{LORDIEA
[ ] BEBIAYHA/\—BAMENCRE I 2iEHIE DIRET AR

17




o He also co-signed a document on
cybersecurity of equipment and
control

process Mmanagement

by
infrastructure providers.

technology  used critical
Implementing Active Cyber Defense

¢ Establishment of a Council of Experts
In June 2023,

National

based on the
the
Council of Experts was established.
the
communications

o

Security Strategy,

Discussed use of

information,

access to attacker's servers,
detoxification, and strengthening
public-private partnerships.

.

Legal System Considerations

o Accelerated consideration of
legislation on active cyber defense
under Minister Hira in the Ishiba
Cabinet.

o A draft will be presented as soon as

possible.

Action Item

[ ] Start of operation of the ASM business from
the attacker's point of view.
[ ] Efforts to strengthen cooperation with

Keidanren

[ ] Accelerate consideration of legal systems for

active cyber defense

1.7 D1-R3-1 Remarks from Japanese Government (Ministerial)

Satoshi MORIMOTO (Former Minister of Defense,
Japan, Chairman of JISS (Japan Institute for
Space and Security), Executive Adviser of

Takushoku University)

FR B (ThEAREGEE 11 ), —fiEEAN BA

FHEZERENFT =R AIEAFRERH)

Cyber Security, U.S.-Japan Collaboration, Critical
Infrastructure

Theme

This speech, held on October 30, 2024, delves
into the complexities of the digital information
society, highlighting issues such as malicious
exploitation, and critical

cyber defense,
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infrastructure vulnerabilities. It emphasizes the
inadequacy of Japan's cyber security measures
and the importance of U.S.-Japan collaboration.
Key topics include the need for proactive

prevention, centralized cyber security
organizations, and the enactment of the Security
Clearance Act. The role of NISC and the necessity

for active cyber defense legislation are also

discussed.
Takeaways
1. Sophisticated and complicated digital
information society
2. Malicious exploitation of digital
information
3. Cyber defense issues and cat and mouse

game
4. Critical infrastructure and cyber attacks
Interference in elections, ransomware,

and leakage of confidential information

6. Inadequate countermeasures in Japanese
cyber security

7. Focus on physical threats and
international relations

8. Retired Admiral Dennis Blair's
contributions

9. Close collaboration between the U.S. and
Japan

10.Centralized organization for cyber
security

Highlights

e '"It's not a matter of counterattack, but as
much as possible, it's necessary to be
proactive about preventing cyber attacks
from happening in the first place."
Chapters & Topics
Digital Information Society
The world we live in is characterized by a
sophisticated and complicated digital information
society.
e Keypoints
o Development of electronic and cyber

technologies
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o Malicious exploitation of digital
information by adversaries

Cyber Defense Issues
Cyber defense involves a continuous struggle
against adversaries, often described as a cat and
mouse game.

o Keypoints
o No definitive way to win over adversaries
Importance of living with cyber threats
Critical Infrastructure and Cyber Attacks

Cyber attacks on critical infrastructure can cause

(o]

tremendous damage.

o Keypoints

o Electricityy, gas, communication, and
healthcare systems are vulnerable

o Potential for interference in elections,

ransomware, and leakage of confidential

information
Inadequate Cyber Security Measures in
Japan
Japan's cyber security measures have been
inadequate compared to other security issues.

o Keypoints

o Focus has been on physical threats and
international relations
Need

measures

for improved cyber security
Collaboration Between the U.S. and Japan
Close collaboration between the U.S. and Japan
is necessary for effective cyber security.

e Keypoints
o Sharing of information
o Maintaining regional stability
Centralized Organization for Cyber Security
Efforts are being made to centralize an
organization to deal with various cyber security
issues.

e Keypoints
o Steps being taken in legislation
o Role of the Chief Cabinet Secretary
Security Clearance Act

The Security Clearance Act was enacted in May
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2024.
o Keypoints

o No legislation yet available for active cyber

defense

Obligations of Communication Carriers

Communication carriers in Japan have an

obligation to inform the government quickly

about cyber attacks.

Keypoints

Need for two-way communication

©]

o Utilization of information with consent
Role of NISC
NISC plays a crucial role in fulfilling cyber security
requirements.

o Keypoints
o Establishing organizational structure
o Proactive prevention of cyber attacks
Legislation for Active Cyber Defense
Legislation for active cyber defense is necessary
but has not yet been passed.
Keypoints

o Importance of political situation

o Hope for legislation in the next diet
sessions

Importance of U.S.-Japan Relationships

Active cyber defense is important for U.S.-Japan

relationships and international cooperation.

Keypoints

o Contribution to international order

o Need for peaceful and stable society

Assighments & Suggestions

1.8 D1-S7 Keynote Speech: Economic Secu

rity

Harry Coker (U.S. National Cyber Director, White
House Office of the National Cyber Director)

J\U=-0=H— CRERIAN\ORERN-KE)

Cybersecurity, Partnerships, Challenges
Theme

This speech highlights the importance of
international partnerships in cybersecurity, the
role of the White House Office of the National

Cyber Director, and the impact of cyber threats

on national security, economic stability, and
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personal security. It discusses the challenges
posed by increasing digitization, the need for
collaboration with the private sector, efforts to
and the
significance of information sharing and real-time

streamline regulatory frameworks,
threat mitigation. The speech also emphasizes
the U.S.-Japan partnership in cybersecurity and
efforts to enhance internet routing security and
prepare for a post-quantum future.
Takeaways
1. Importance of international partnerships
in cybersecurity
2. Role of the White House Office of the
National Cyber Director
3. Impact of cyber threats on national
security, economic stability, and personal

security

4. Challenges posed by increasing
digitization and interconnected global
infrastructure

5. Need for collective response and
collaboration with the private sector

6. Efforts to streamline regulatory
frameworks to reduce compliance

burdens

7. Importance of information sharing and
real-time threat mitigation

8. Role of the United States in promoting a
secure and rights-respecting digital
future

9. Significance of the U.S.-Japan partnership

in cybersecurity

Efforts

security and prepare for a post-quantum

10. to enhance internet routing
future
Highlights
e "Cybersecurity is national, economic, and
personal security."
Chapters & Topics
International Partnerships in Cybersecurity
The importance of international partnerships in

addressing cybersecurity challenges.

o IREENMEMIEREOREMRZERLLIELTL

50
o ERTHNRVEBEEHIEMIEESRATLICE
R FIEIEEME.

YAN-tF1VFT1ORE
o BAN-tFIVT(IERTZELRE. BELZDR
P&, BADBZEMEICEHOTEER,
o NIATT. &R ZEDEMFHIBON TV,
o  FUHAUITREDENTPELBTZ ABIREE
([CE<,
BBERSFRELYIN-tF+21UT1
o BAN-IRE(LLZRELTEISRIIXMYUBK,
o HAN-IEFEDIEM (FBI />9—RyMNETRIRES
(C&BE 22%1E00) .
o BAN—tFI)FFHREFLZLREZEIRT S,
DRZ2EETAN-tF1UT1
o BAN-FEERNSREPEEZENICLTLS.
o FEERICLZIBEZAN 2014 FELIK 15 fZ(CEMN
(FBI #j&5)
o REM_LLBRERAS I IFIVTATIITAAD
ERNMNE,
EBR/)— N F—2vTER N
o TFI1TTHEEIMDHZTSHINIISATLADIEE
ME,
o EBUII-HNEBRUBEHLLTEM,
o BRHBLERRZEBELCIN-N—-2vT %
1t
MBEAVTSAT YA
o EHOMHLEBIERRZSECRAUEEZERT
BCECLBIVTFATORA LDEE,
o I—Y—-OHFIHAN—CFIUFT(TIRI>TS
AT RIZ 30%h5 50%DEFREEE LTS,
o FHEIZMEMATIZHIRL. ESRXZAIXNETIFS
WHE,
Jo-NIistisetn
o AHA-XYRDI-INEYTAIT N—-TFT12FtF1
U4 Db, RANEFIE1—-T1>2J D,
o ERHSOBIIRUICAERTEREMIAIEERE,
o R=A=5—KITATONIVOVEZERIIA.
s e =B
o HARUIMEIE=ZEBRHRZITV. HIRK(CHIFS
BAN-RUT DA REREICEE T 217 1% %D D,

22




Keypoints
Collaboration with allies and partners is
crucial for effective cybersecurity.
The U.S. has strong partnerships with
many nations, including Japan.
International  cooperation  helps in
implementing digital solidarity.

Role of the Private Sector
The private sector's role in creating a secure and
resilient digital ecosystem.

o Keypoints
o The private sector owns and operates the
majority of critical infrastructure.
Collaboration with the private sector is
vital for collective cyber defense.
Efforts to reduce compliance burdens and
enhance cybersecurity posture.

Cybersecurity Challenges

The various challenges posed by increasing
digitization and interconnected global
infrastructure.
o Keypoints
o Threats to the digital ecosystem are
becoming more sophisticated and
diverse.

o Adversaries exploit complex relationships

between organizations and their
suppliers.
o Cyber vulnerabilities can create

opportunities for bad actors to affect
critical systems.
Regulatory Harmonization
Efforts to streamline regulatory frameworks to
reduce compliance burdens.
e Keypoints
o Challenges with compliance from multiple
regulators.
Efforts to develop a framework for
regulatory harmonization and reciprocity.
Collaboration with Congress on legislation
for a more thoughtful approach.

Cyber-Enabled Fraud
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The impact of cyber-enabled fraud on vulnerable
populations.
Keypoints

o Cyber-enabled fraud targets the elderly
and young people with online scams.
Significant increase in fraud losses
reported since 2014.

Protection relies on awareness and sound
online security practices.

Assighments & Suggestions

1.9 D1-R4-8 Remarks from each of the governments and United Nations

Jean-Eric Paguet (Ambassador, Delegation of the
European Union to Japan)

Sv>- Iy (BEERRMESHAREM SR EHERE)

Overview

This speech summarizes the key points from a
meeting held on October 30, 2024, focusing on
cyber security challenges, strategies, and global
partnerships. It also outlines upcoming events
and action items to be addressed.

Opening Remarks

Participants: Tezuka and Murai-sensei,

Morimoto-san, Ambassador Seton-
Philippe, colleagues, and friends.
Historical Context: The European Union
first participated in this event in 2018.
Current Challenges: Despite collective
efforts, cyber security challenges have
grown and evolved.

Cyber Security Landscape

Threat Landscape

Criminal and State Actors: Active as

ever, posing significant threats.

e European Network Security Agency
(ENISA):

Annual Threat Landscape Report:
Published on September 19.

Key Data: 80% of cyber attacks are
ransomware attacks.

Cyber Security Strategy

EU-Level
member states and EU institutions.

(o]

(o]

. Strategy: Developed with

Overview
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e Recent Developments:
Cyber
Raised

o Minimum Security

Requirements: for internet-
connected devices (e.g., home cameras,
fridges, TVs, toys).

o Implementing Rules for Critical

Entities: Issued ten days ago, covering

risk management and incident reporting

for services like cloud computing, data
centers, online marketplaces, search
engines, and social networking platforms.

Goals and Measures
e Enhancing Resilience: Against cyber
threats.

e Proactive Response Measures: In
cooperation with partners.

e Cyber Defense Cooperation: Building
capabilities to prevent, deter, and respond
to cyber attacks.

e EU Cyber Sanction Regime:

o Current Sanctions: 14 persons and 4
entities with asset freezes and entry
bans.

o Recent Applications: Sanctions against
Russian actors attacking Ukraine and EU
member states.

Global Partnerships

e Inclusive Approach: Cyber security
requires global cooperation.
e« UN and Partner Support: Including

Ukraine.
e EU-Japan Cyber Security Cooperation:

To be further developed under the
upcoming security and defense
partnership.
Broader Security Agenda
Economic Security
e Risk Assessments: Identifying and

assessing risks to economic security.
e Critical Technology and Supply Chain
risks and

Dependency: Reviewing

increasing understanding.
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e Economic Security Toolbox:

o Anti-Coercion Instrument

o Foreign Direct Investment Screening

o Dual-Use Export Control Measures

o Sanctions

o Outbound
collective management strategies.

Investments: Exploring
Upcoming Events
e EU-Japan Cyber Week: November 11-
15.
o High-Level EU-Japan Cyber Dialogue:
Kick-off event.
o Japan-US-EU
System Cyber Training:

Industrial Control
Participants
from East Asia sharing experiences.

o Kunoichi Cyber Games: Capture the flag
event featuring a team of European young
women.

Action Items
[ ] Prepare for EU-Japan Cyber Week events
from November 11-15.

[ ]

cooperation under the EU-Japan security and

Continue developing cyber security
defense partnership.

[ 1 Implement and monitor the new cyber
rules for critical

security requirements and

entities.

[ 1 EERYAN-N 2T 0SB MRERL.
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1.10 D1-R4-5 Remarks from each of the governments and United Nations

Philippe SETTON (Ambassador of France in
Japan)

J4UyT by (BERIFAKME)

Brief Overview:

This speech contains the meeting notes from the
International Symposium on Cybersecurity held
30, 2024. Ambassador
delivered the opening remarks, highlighting the

on October Seton

importance of cybersecurity in national,
economic, and societal contexts. The notes cover
various topics, including the Paris Appeal for Trust
and Security in Cyberspace, the French National
and  multilateral

Cybersecurity  Strategy,

engagement efforts. The current cybersecurity
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landscape, progress, and future commitments,

such as the United Nations Framework and the

Paul Mocker Initiative, are also discussed. The

document concludes with a consolidated list of

action items aimed at strengthening global

cybersecurity efforts.

Opening Remarks by Ambassador Seton

Introduction

e Ambassador Seton expressed gratitude

for the opportunity to speak at the
symposium.

e The French Embassy supports this annual
event, emphasizing its importance.
Challenges in Cybersecurity

Security:
crucial for protecting national interests.

¢ National Cybersecurity is
e Economic Security: Cyber threats can
have significant economic impacts.
e Societal Security: Ensuring the safety of
society from cyber threats is paramount.
e Interconnected Challenges: These
challenges are interlinked and require a
collective approach.
Collective Approach to Cybersecurity
e Paris Appeal for Trust and Security in
Cyberspace (2018):
o Largest multi-stakeholder
initiative.
o Supported by 81 states, 390 civil
and 705

private sector companies.

society organizations,
o Managed by the Paris Peace
Forum.
o Numerous workshops and projects

launched to enhance global
cybersecurity.
e French National Cybersecurity
Strategy (2021):
o Focuses on training, education,
research, innovation, and
promoting a global culture of

cybersecurity.
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o Integrated into the international

community.

e Multilateral Engagement:

o Active participation in the United

Nations, OECD, and the EU.

o Advocacy for including private
sector and civil society voices in
government discussions.

Current Cybersecurity Landscape

¢ Increasing Cyber Attacks:
o The number of cyber attacks rises
annually.

Expansion of attack surface due to

IoT and AI advancements.

Growing threats from malicious

actors, including state-sponsored

attackers.

e Progress and Success Stories:

Example: During the Olympic and

(©]

Paralympic Games in France,
millions of attacks were thwarted.
Collaboration with private sector,
and

international organizations,

state partners like Japan was
crucial.
Future Commitments and Initiatives
e United Nations Framework:
the

cyber framework.

o Strengthening multilateral
Launching a post-2025 programme

of action to build capacity and

consensus on sensitive issues,
including international law in
cyberspace.

Paul Mocker Initiative:

o Joint initiative with the United
Kingdom.

o Focus on combating the
proliferation of cyber offensive
tools.

o Japan's commitment to the
initiative acknowledged and
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appreciated.
Action Items

[ ] Strengthen the multilateral cyber framework
within the United Nations.

[ 1 Launch a post-2025 programme of action to
build capacity and consensus on international law
in cyberspace.

[ 1 Continue the Paul Mocker Initiative to
combat the proliferation of cyber offensive tools.

1.11 D1-R4-1 Remarks from each of the governments and United Nations

Katherine Monahan (Deputy Chief of Mission,
U.S. Embassy Japan)

FrHU> -\ (EEREAXEEEEREAE)

Brief Overview:

The meeting notes from October 30, 2024, cover
various aspects of cybersecurity, emphasizing the
urgency and responsibility of addressing cyber
threats. The notes highlight the nature and real-
world examples of cyber threats, the importance
of international cooperation, and the role of
academia and industry in cyber workforce
development. Attendees are encouraged to share
best practices and network to stay ahead of cyber
threats. The action items include networking
during the symposium and participating in the
Japan-U.S. Industrial Control Systems Week in
November.

Opening Remarks

Introduction and Acknowledgment

The speaker emphasized the gravity of
the current cybersecurity landscape.

o "Frankly, I hope you're scared, I'm

scared, it's really scary."

Acknowledged the collective expertise
present.

o "We have the best voices, we
have the best brains, we have the

best everything collectively here."

Responsibility and Urgency
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Highlighted the responsibility of the
attendees.

o "It's a huge responsibility, and it's
our responsibility. We really need

to do this."

Stressed the immediate impact of cyber
threats.

o Example: State Department losing
electricity after reclaiming a

Russian dacha.

Cybersecurity Threats
Nature of Cyber Threats

Cybersecurity affects all aspects of life
and future generations.

o "Cybersecurity or cyber insecurity

cuts across every aspect of our

n

lives, every hope for our children.

The increasing threat due to
technological advancements.

o "The more technology, the more
opportunity there is for cyber
criminals and foreign adversaries

to exploit connectivity."

Real-World Examples
Reference to the war in Ukraine.

"In 2022, Russia used
technologies and Al-enabled

o

capabilities to launch full-scale
war of aggression."

Potential impact on critical infrastructure.

"Imagine if the ATMs, if all the
digital payment systems went
down one day. Or worse, people
took the money out of the bank
accounts."

Collaborative Efforts
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International Cooperation
e Emphasis on global collaboration.

o "The United States will work with
any country or actor that is
committed to developing and
deploying technology that is open,
safe, and secure."

e Mention of specific partnerships.

o "The U.S. government will co-
sponsor the 7th annual Japan-
U.S. Industrial Control Systems
Week."

Role of Academia and Industry
e Importance of cyber workforce
development.

o "A key element of U.S. cyber
engagement, of course, in Japan
is cyber workforce development.”

e Collaboration with universities and
industry.

o "Thank you to Keio University and
MITRE Corporation, and along
with the 10 governments that are
hosting today."

Call to Action
Networking and Knowledge Sharing
e Encouraged attendees to share best
practices and network.

o "Please, today, throughout this
symposium, share your best
practices. Get to know each other.
Network. Keep in touch."

e Emphasized the importance of staying
ahead of cyber threats.
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o "Keeping ahead of this. Making it
not scary for our children is your
job."

Action Items

[ 1 Share best practices and network during the
symposium.

[ ] Participate in the 7th annual Japan-U.S.
Industrial Control Systems Week from November
12th through 15th.

1.12 D1-R4-2 Remarks from each of the governments and United Nations

Emil Levendoglu (Minister and Deputy Head of
Mission, British Embassy, Tokyo)

I3 LARYR=)— (BEHERENE)

Cybersecurity, UK-Japan Partnership,
Transparency

Theme

This speech, held on October 30, 2024, focused
on the UK-Japan cybersecurity partnership and
the importance of transparency in cybersecurity.
Key takeaways included the significance of

public-private partnerships, international
cooperation, and the disruption of ransomware
operations. Highlights emphasized that national,
economic, and social security are intertwined
with cybersecurity. The speech also covered the
memorandum of cooperation with Keidanren, the
Japan Cyber Fellowship, and the UK's Cyber First
competition.
Takeaways
1. International
Month

Keio University symposium

Cybersecurity Awareness

UK-Japan cybersecurity partnership
State-sponsored cyber activity
Public-private partnerships

o v sk wWwN

Memorandum of cooperation  with
Keidanren

7. Japan Cyber Fellowship

8. UK's Cyber First competition

9. Free, open, and secure internet

10. Disruption of ransomware operations

Highlights
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e "There is no national security, there is no
economic security, or even social security
without cybersecurity."

Chapters & Topics

UK-Japan Cybersecurity Partnership

The collaboration between the UK and Japan in
the field of cybersecurity, focusing on public-
private partnerships, international cooperation,
and transparency.

Keypoints

o Strengthening public-private
partnerships

Advancing shared international interests
Enhancing cyber capabilities

Examples

The UK signed a memorandum of
cooperation with Keidanren's committee
on cybersecurity in Japan.

Five Japanese cyber experts attended the
pilot Japan Cyber Fellowship held in the
UK.

Seven Japanese schools will take part in
the UK's Cyber

November.

First competition in
Transparency in Cybersecurity
The importance of transparency in facilitating
cooperation, building trust, and reducing the
possibility of misinterpretation or escalation in
cybersecurity.

o Keypoints
o Transparency facilitates cooperation
o Transparency builds trust
Transparency reduces misinterpretation
and escalation
Examples
In 2018, the UN Special Rapporteur for
Privacy recognized the UK's Investigatory
Powers Act as world-leading legislation for
balancing privacy and security.
In 2023, the UK was the first country to
release a publicly available primer on the

principles for conducting offensive cyber
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operations.
The Royal
independently

United Services Institute
reviewed the UK-Japan
is

cyber partnership, and the report

available online.

Assighments & Suggestions

1.13 D1-R4-4 Remarks from each of the governments and United Nations

Claire  Elias  (Minister-Counsellor,  Political,

Australian Embassy Tokyo)

L7 -TV7R (FEEA-ARSU7AIEEEIRFF S ME)

Brief Overview:

This speech, created on 2024-10-30, provides a
comprehensive summary of a meeting focused
on cyber security engagement between Australia
and Japan. It covers various aspects including
bilateral and multilateral cooperation, cyber
challenges and threats, Australia's cyber security
strategy, public-private partnerships, regional
The

document concludes with a consolidated list of

cooperation, and business engagement.
action items to be addressed.
Introduction

Speaker: Clare Elias, Minister-Councillor,
Political Australian Embassy, Tokyo.

e Acknowledgements: Thanks extended to
President Ito, Professor Tezuka, Professor
Murai, Noguchi-san, CAO, and MITRA for

the invitation.

Cyber Security Engagement

Bilateral and Multilateral Cooperation
e Roles and Responsibilities: Senior

Coordinator for Cyber Security

Engagement with Japan.
Frameworks:

Quad Framework: Increasing
importance in cyber cooperation.

AUKUS Pillar 2: Cooperation under
this pillar is becoming significant.
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e Trade and Investment: Increasing trade
and investment between Australia and
Japan, especially in research and
development in national security and

dual-use areas.

Cyber Challenges and Threats

Current Landscape:

o Record year of cyber engagement

between Australia and Japan.

o Challenges:

Increase in cybercrime and
state actors using cyber
domains for coercion.

Expansion of malicious
cyber actors due to
availability of online tools
and services.

Limited effectiveness of law
enforcement and sanctions
due to safe havens for
malicious actors.

o Technology Design: Current
technology design and
deployment decisions have

contributed to these challenges.

Digital Dependencies and National Security
e Interconnection: Digital dependencies
intersect with national and economic

security.

Emerging Technologies: Challenges and
opportunities posed by generative Al and
quantum technology.

Australia's Cyber Security Strategy
Overview

Launch: Strategy launched a year ago.
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e Approach: Whole-of-nation approach to
building resilience.

e Six Cyber Shields:
o Strong businesses and citizens.
o Safe technology.

o World-class threat sharing and
blocking.

o Protected critical infrastructure.
o Sovereign capabilities.
o Building a resilient region.

Investment and Collaboration
e Investment: $10 billion investment in
sovereign offensive, defensive, and cyber
intelligence capabilities (Red Spice).

e Collaboration:

o Government, researchers, and
private sector collaboration.

o Australian Cyber Security Center
provides intelligence and threat
briefings.

o Cyber Threat Intelligence Sharing
Platform (CTIS) for real-time
sharing of indicators of
compromise.

Legislative Reforms
e Need for Evolution: Legislative settings
must keep pace with evolving cyber
threats.

e Recent Reforms:

o Mandatory Reporting: Reporting
of ransomware payments.
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o Limited Use Protections:
Protections for voluntary reporting
from private sector.

o Mandatory Standards: Security
standards for Internet of Things
(IoT) devices.

o Cyber Incident Review Board: No-
blame post-incident reviews for
massive cyber breaches.

Public-Private Partnerships

Critical Infrastructure

Strengthened Requirements: Now
includes sectors like health, medical care,
and telecommunications.

Legislation: Upcoming legislation to cover
secondary systems holding sensitive
data.

Public-Private Playbooks: Development of
playbooks for better preparedness.

Norms and Attributions

Joint Attribution: Success of joint
attribution and technical advisory in
relation to APT40.

Government Systems: Sharing
information on hardening government
systems with Japan.

Regional Cooperation

Pacific Island Nations: Building resilience
in small government systems facing
cyber attacks.

Foreign and Defence Ministers:
Commitment to an expansive and deep
agenda.

Business Engagement
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e Australian Companies: Increasing
involvement in supporting cyber security
and information security uplift in Japan.

Action Items

[ 1 Discuss government cloud migration and
government cloud at a panel with the Digital
Agency and CyLogic.

1.14 D1-R4-6 Remarks from each of the governments and United Nations

Robbert Anderson (Deputy Head of Mission and
Head of PPC, the Kingdom of the Netherlands to
Japan)

07-7>5-V> (BIHASS A EEKREEELIENE)

Cyber Strategy, Internet Governance, Freedom
Online Coalition

Theme

This speech, held on October 30, 2024, at Keio
University, covered the Netherlands' international
cyber strategy for 2023-2028, emphasizing the
need for a borderless response to cyber threats.
Key objectives include combating cyber threats,
reinforcing democratic principles online, and
maintaining a secure internet. The speech also
highlighted the Freedom Online Coalition's efforts
the
involvement in internet governance.

and importance of multistakeholder
Takeaways

1. Introduction and greetings to Keio
University professors and staff.

2. Acknowledgment of the 14th symposium
and support from the Netherlands
government.

3. Delegation includes colleagues from the
Ministry of Foreign Affairs and the Dutch
Institute of Vulnerability Disclosure.

4. Cyber threats are borderless and require a
borderless response.

5. Netherlands' international cyber strategy
launched last year with three objectives
for 2023-2028.

6. First objective: Combat cyber threats

posed by states and criminals.

7. Second objective: Reinforce democratic
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and human rights principles online.
8. Third objective:
interconnected, open, free, and secure

Maintain a globally
internet.
9. Investment in intelligence capabilities and
diplomatic network.
10.Move from reactive to proactive strategic
approach to cyber threats.
Highlights
e "Cyber is borderless, and so should our
response to threats be."
Chapters & Topics
Netherlands' International Cyber Strategy
The Netherlands launched its international cyber
strategy last year with three main objectives for
the period of 2023 to 2028.
o Keypoints
o Combat cyber threats posed by states and
criminals.
o Reinforce democratic and human rights
principles online.
o Maintain a globally interconnected, open,
free, and secure internet.
Freedom Online Coalition
The Freedom Online Coalition was established by
the Netherlands 12 years ago and consists of 41
countries today. It campaigns for the recognition
of human rights online.
o Keypoints
o Issues joint statements in areas where no
international  consensus  has  been
reached.
o Netherlands is chairing the coalition this
year.
o Looking to expand membership with new
partners from the Indo-Pacific.
Internet Governance
The the

involvement of the multistakeholder community

Netherlands  considers active
in discussions on Internet governance a high
priority.

e Keypoints
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o Engagements with governments, private
industry, the technical community, and
academia.

Assighments & Suggestions

1.15 D1-R4-7 Remarks from each of the governments and United Nations

Peter Loeffelhardt (Minister, Head of Economic
and Scientific Department, German Embassy)

R=F—=-LITTIIULS (RAYRfEEE #BE-RIZFEFIR)

Cybersecurity, International Cooperation,
Germany

Theme

This speech, held on October 30, 2024, focused
on the increasing cybersecurity threats due to
global conflicts and hybrid warfare.
the
international cooperation, Germany's efforts to
and the

digital

Key

takeaways included importance

enhance national cyber resilience,

significance of technological and
sovereignty. Germany's initiatives in regulating
5G network components, collaborating with
Japan on 6G networks, and supporting cyber
capacity building in various regions were also
highlighted.
Takeaways

1. Cybersecurity threats are increasing due
to global conflicts and hybrid warfare.
International cooperation is essential to
mitigate cyber threats.
Germany is working to increase national
cyber resilience and invest in cyber
capacity building.
Technological and digital sovereignty is
crucial for reducing dependencies and
protecting critical infrastructure.
Germany has regulated the use of critical
components from untrusted suppliers in
5G networks.
Germany is collaborating with Japan to
establish a secure 6G network.
Transparency and calling out malicious
behavior in cyberspace are important.

Germany has published results of its

of
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national attribution process to hold states
responsible for cyberattacks.
Germany focuses on cyber capacity
building in Ukraine, Moldova, Armenia, the
Western Balkans, and Africa.
10.Japan works with Australia to strengthen
cybersecurity in the Pacific.
Highlights
e "Only together can we make the world a
safer place."-- Mr. Loffelholt
Chapters & Topics
Cybersecurity Threats
The increasing threats in cyberspace due to
global conflicts and hybrid warfare.
o Keypoints
o Espionage, sabotage, manipulation, and
disinformation are objectives of hostile
actors.
Cyber incidents in Germany are increasing
in both severity and frequency.
International Cooperation
The necessity of international cooperation to
mitigate cyber threats.
o Keypoints
Germany collaborates with partners and
allies in the EU, NATO, and the Indo-

Pacific.

(0]

Transparency and calling out malicious
behavior are important tools.
National Cyber Resilience
Germany's efforts to increase national cyber
resilience.

e Keypoints
o Investing in cyber capacity building to

empower other states.

o Reducing dependencies on critical
infrastructure and components.
Technological and Digital Sovereignty
The importance of technological and digital

sovereignty for national security.

Keypoints

o Germany's regulation on the use of critical
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components from untrusted suppliers in
5G networks.
o Collaboration with Japan to establish a
secure 6G network.
Cyber Capacity Building
Germany's focus on cyber capacity building in
various regions.
o Keypoints
o Support to Ukraine through the Tallinn
Mechanism.
o Capacity building efforts in Ukraine,
Moldova, Armenia, the Western Balkans,
and Africa.

Assighments & Suggestions

1.16 D1-R4-10 Remarks from each of the governments and United Nations

Margiris Abukevicius (Defence Adviser to Japan
and MOD Representative for Indo-Pacific,

Lithuanian Embassy to Japan)

RIWFVR-7TrI4F2Z (BEBYNZZ7HAEKEEE
PrfEEars 3k 1> RXIEFHESRHEEAR)

Overview
This speech summarizes the key points from a
held 2024-10-30

engagement in

meeting on regarding

Lithuanian cybersecurity,
particularly focusing on partnerships with Japan
and the Indo-Pacific region. The discussion
covered strategic partnerships, cyber initiatives,
information sharing, and the global cyber threat
identified to

enhance cooperation and security measures.

landscape. Action items were
Opening Remarks

e Introduction and Acknowledgment

o Mr. Aboukeviches congratulated for the
14th iteration of the conference.

o Recognition of the Lithuanian embassy
and government's support for the
conference.

Lithuanian Engagement with Japan and
Indo-Pacific Region

e Strategic Partnership and Cooperation

o Two years ago, Lithuanian and Japanese
prime ministers upgraded cooperation to

a strategic partnership.
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Cyber

Information Sharing and Regional

Signed a cooperation agreement on
security and defense.

Exchange of defense representatives.
Opening of four embassies in the region.
Launch of the Indo-Pacific strategy.

Core Areas of Engagement

Focus on cyber and economic security.
Building security and defense
relationships.

Exploring collaborative opportunities in
various security fields.

Initiatives and Cooperation
Lithuanian-Japan Cyber Dialogue
Hosted the first Lithuanian-Japan Cyber

Dialogue in September.

Basis for future cooperation in cyber
policy.

Cyber Champions Network and
Summit

Initiated in Vilnius, Lithuania.
First meeting held this year, second
summit hosted in Sydney.

Next summit scheduled in Seoul.

Platform for NATO and Indo-Pacific cyber
communities to discuss cyber issues.
Practical Cooperation and Exercises

in the

biggest Lithuanian cyber exercise next

Japanese team to participate

month.

Lithuanian team participated in a cyber
exercise in Japan this year.

Plans to increase cooperation within NATO
exercises.

Cyber

Defense

(o]

(o]

Importance of Information Sharing
Critical for effective cyber defense.
Working with Japan and like-minded
countries in the Indo-Pacific.

Regional cyber defense center as a
platform for information exchange.

Focus on Malicious Activities
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o Initially focused on Russian cyber
activities.

o Now also addressing Chinese cyber
activities.

o Collaboration with the U.S,,

Poland, Czech Republic, and invitation to

Ukraine,

Japan to join the platform.
Realistic Assessment of Cyber Threats
e Global Cyber Threat Landscape
o International rules and institutions are
being violated by autocratic regimes like
Russia, China, North Korea, and Iran.
o Cyber tools used against like-minded
countries for many years.
e Need for Enhanced Cyber Cooperation
stepping up
cooperation among countries.

o Importance of cyber
o Need to increase national cyber capacity
and work with partners.
o Proactive response to cyber threats.
o Deployment of secure technologies and
securing supply chains.
Action Items
[ 1 Increase cooperation within NATO cyber
exercises.
[ 1 Invite Japan to formally join the regional
cyber defense platform.
[ ] Focus on deploying secure technologies and
securing supply chains.
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1.17 D1-R4-11 Remarks from each of the governments and United Nations

Oliver Ait (Business and Investments Officer,
Embassy of Estonia in Tokyo)

AUN=-IAb (BEIXPZVHANEARELE ESRZ -
Bi84E)

Brief Overview:

This speech contains the notes from a conference
held on 2024-10-30. It includes opening remarks
by Mr. 8, discussions on the current geopolitical
context, the evolution of conference topics, and
detailed
cybersecurity cooperation between Japan and

sections on  digitalization  and

Estonia. The document concludes with an action
items section, which currently has no specific
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tasks listed.
Opening Remarks

Acknowledgments:

o Thanked guests and organizers for

the opportunity and the
importance of the conference.

Mentioned initial plans for a video
speech but expressed happiness
to take the stage in person.

Current Geopolitical Context
Russian Invasion in Ukraine:

o Highlighted the need for increased
concentration due to the ongoing

conflict.

Evolution of Conference Topics

Historical Perspective:

o Earlier conferences had narrower

topics.

Over the years, topics have
become more focused yet broader
and inclusive.

Future Security Dialogue:

o Expressed hope for the next
security dialogue to take place

soon.

Digitalization and Cybersecurity Cooperation
[ ]

Memorandum of Understanding
(MOU) in 2022

o Signatories:

Dr. Makishima Karen
(Digital Minister, Japan)

Estonian Ministry of
Economics

o Purpose:
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= Cooperation on
digitalization.

= Mutual learning and
societal digitalization.

o Outcome:

= Digital agency sent an
expert to Estonia to
analyze Estonia's iVoting
system.

= Emphasis on the need for
proper cybersecurity and
cyber defense.

International Center for Defense and
Security Report (2020)

o Title:"So Far, Yet So Close:
Japanese-Estonian Cybersecurity
Policy Perspectives and
Cooperations"

o **Authors:**Professors from
Japan and Estonia

o Focus:

= Areas of cooperation.

= Identification of challenges.

Japan's Participation in NATO
Cooperative Cyber Defense Center of
Excellence (2022)

o **Location:**Tallinn
o Activities:

= Collaboration with
international partners to
respond to cyber threats.

= Participation in NATO's
Lock Shields exercise,

Action Items
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simulating a war game
against a fictional country.

e Practical Cooperation
o [Estonian Companies:

= Example: Cybexer, involved
in cooperation and
activities in the United
States.
Action Items
[ ] None mentioned.

1.18 D1-R4-9 Remarks from each of the governments and United Nations

Izumi Nakamitsu (Under-Secretary-General and
High Representative for Disarmament Affairs,
United Nations)

s R (ERESSHRE SEES ERAR)

Brief Overview:
This speech contains the notes from the 14th
International Cybersecurity Symposium held on
October 30, 2024. The symposium, organized by
Keio University and Mitre Corporation, featured
discussions on cybersecurity strategies, digital
transformation, multi-stakeholder collaboration,
and the United Nations' efforts to ensure a secure
digital future. The document also includes a
consolidated section of action items derived from
the symposium.
Opening Remarks

o Introduction

o Addressed by Undersecretary General

Nakamitsu via video message.

the 14th
International Cybersecurity Symposium,

o Honored to speak at
organized by Keio University and Mitre
Corporation.

o This is the fourth time addressing this
forum.

Cybersecurity Strategy Reflecting Digital

Dependencies

o Importance of the Theme
o Timely national

theme focusing on
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security, economic security, and social

security.

Emphasis on the critical nature of security

stakeholder  dialogues in  tackling
cybersecurity challenges.

Digital Transformation

Opportunities

Digital transformation offers states the

©]
ability to serve citizens more efficiently
and effectively.

Opens new avenues for economic growth
and development.

Risks

Increased interconnectedness brings new
vulnerabilities and risks.

digital
technologies necessitates protection of

Growing dependence on
essential systems from interference and
exploitation.

Multi-Stakeholder Collaboration

o Private Sector

Crucial in developing ICT infrastructure.

Academia and Legal Experts

Provide valuable commentary and

solutions to challenges in cyberspace.

Non-Governmental Stakeholders

Their role in finding solutions cannot be

overstated.

The symposium exemplifies important
collaboration between these groups.

United Nations' Efforts

e Global Digital Compact

Encouragement to consider how the

Global Digital

individual and collective work.

O
Compact can support
Summit of the Future

Last month, world leaders gathered for a
one-day symposium at the Summit of the
Future.

Adoption of a path to address existing and
potential threats posed by emerging

technologies, including their misuse.
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e Commitment
o The United Nations remains a steadfast
partner in safeguarding the peace and
security of our digital future.
Action Items
[ 1 Consider how the Global Digital Compact
can support individual and collective work.

1.19 D1-S5 Keynote Speech from Japanese Industry

Jun Sawada (Chairman, NTT)

ER L (NTT EUffEER)

Cyber Security, System Integration, Japan
Theme

The speech discusses the challenges faced by
NTT.com as a subsidiary of NTT Group, the
integration of local government systems into a
the difficulties in
integrating disparate systems and EDI systems

government cloud, and
from various manufacturers. It also covers the
slow progress of the free data flow initiative
announced by former Prime Minister Abe and the
importance of establishing a trust platform for
government and private sectors.
Takeaways
1. Challenges faced by NTT.com as a
subsidiary of NTT Group.
2. Integration of 1,800 local government
systems into a government cloud in
Japan.
3. Disparate systems totaling 35,000 making
integration difficult.
4. 50% usage of e-medical records in Japan.
5. Difficulties in
systems from various manufacturers.

integrating different EDI

6. Dependence on paper-based systems
during COVID-19 at airports.

7. Integration of My Number card and health
insurance certificate since last year.

8. Issues and confusion caused by the
integration of My Number card and health
insurance certificate.

9. Initiative of free data flow announced by
former Prime Minister Abe in 2012.
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10.Slow progress of the free data flow

initiative.
Highlights

e "Cyber security may open to the trust

relationship."-- Mr. Sawada
Chapters & Topics
Challenges in Cyber Security and System
Integration
The speech discusses various challenges faced in
the field of cyber security and system integration,
particularly in Japan.

o Keypoints

o NTT.com faced numerous challenges as a
subsidiary of NTT Group.

o Japan's initiative to integrate 1,800 local
government systems into a government
cloud is hindered by 35,000 disparate
systems.

o Only 50% of e-medical records are used,
including individual clinics.

o Different manufacturers provide different
EDI systems, complicating integration.

o During COVID-19,
based systems at airports highlighted the

reliance on paper-

lack of digitization.
e Examples
e Since last year, Japan started integrating
the My Number card with health insurance
certificates to  streamline  medical
treatment certification from local clinics.
However, this led to significant trouble and
confusion due to system connectivity
issues.
o The system was expected to connect
seamlessly, but it did not.
o Manual labor was often required despite
the adoption of digital systems.
Free Data Flow Initiative
The initiative for free data flow, announced by
former Prime Minister Abe in 2012, aims to
facilitate the free and trusted flow of data.

e Keypoints
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o The progress of the initiative has been
slow.

o Europe's Gaia-X and other credit card
initiatives are comprehensive but not fully
effective.

o Keidanren proposed an industry data

space  model for more realistic
application.

Trust Platform for Government and Private

Sectors

for

Establishing a trust platform is crucial

promoting government cloud actions and
interconnection with other Asian nations.
o Keypoints
o A trust platform is imperative for both
government and private sectors.
o Government cloud actions are expected to
start in April.
o Interconnection with other Asian nations
is necessary for comprehensive
governance.

Assignments & Suggestions

o ERIRIELERRE
A-Ov)(EPZAVDDT =53 AT LADOIIR
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1.20 D1-S6 Keynote Speech: National Security

ADM(Ret.) Dennis Blair (Former Director of U.S.
National Intelligence)

TZA-JL7 (eREERBREE)

Cybersecurity, Japan, National Security

BAN—tF1U7¢ EFRHN BEROME

51




Theme

This speech discusses the interconnectedness of
national security and cybersecurity, focusing on
Japan's recent cybersecurity breaches and the
involvement of hostile nations. It highlights the
expanding cyber attack surface due to new
technologies like AI, IoT, 5G, and 6G, and
emphasizes the need for Japan to enhance its
cybersecurity measures and international
cooperation. The speech also addresses the
importance of implementing previous
the

necessity of clear authorities, legal frameworks,

cybersecurity recommendations  and
and resources for effective cybersecurity.
Takeaways

1. National security and cybersecurity are
interconnected.

2. Japan has faced significant cybersecurity
breaches in the past year.

3. Hostile nations are collaborating with
criminal organizations to conduct cyber
attacks.

4. The cyber attack surface is expanding with
new technologies like AI, IoT, 5G, and 6G.

data

national

5. Economic and personal

vulnerabilities can become
security threats.

6. Japan needs to enhance its cybersecurity
measures and international cooperation.

7. Previous recommendations for Japan's
cybersecurity have not been fully
implemented.

8. Political

cybersecurity advancements.

challenges should not hinder

9. Clear authorities and legal frameworks are
necessary for effective cybersecurity.
10. Resources, both human and financial, are
crucial for cybersecurity.
Highlights
e "Japan simply must do much more to
defend itself, even as it increases its

cooperation and partnership with many

o YAN-tFIUFT1DIRIR
o BARERNTHAN-IRENMEIIL TS, FFIR
B 2T LAPEAEREMENDN TVS,
o BRI
o BOHREZRVICITERMMELEL TWEEITOT
W37zsh, EFRAIBEBR DB ETH S,
o iDERLBRHOIBX
o AL IoT. 5G. 6G BEDFIMDERICLD, IE
MRBFNMEAL TS,
o BFROM
o« BXREYAN-tF1UFTsD(ECAIT TR
APV - ZADERNMVETHD.
o BEDRESLHIR
o 2FRIDRENTDCEITEINTHSSI . BREIDIL
KRISEWDNTULVRL,
o SEOBERIR
o  FYNI—I05{EPBIERRENIHEHDERED
WHETHD,
]
BARESAN—tF1)F7a8bnid. EHEHPYY -
ADFERNMDETHD, EFRRIBNEEETHD.
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other countries."-- Admiral Blair
Chapters & Topics
Interconnection of National Security and
Cybersecurity
The relationship between national security and
cybersecurity, highlighting how vulnerabilities in
cyberspace can impact national security.

o Keypoints

o Cyber attacks can target critical
infrastructure.

o Economic and personal data

vulnerabilities can be exploited for
national security threats.
Cybersecurity Threats to Japan
The specific cybersecurity challenges faced by
Japan, including recent breaches and the
involvement of hostile nations.

o Keypoints

o Recent cyber attacks on transportation
centers, government agencies, and the
space agency.

o Hostile nations like China, North Korea,
and Russia collaborating with criminal
hackers.

Expanding Cyber Attack Surface
The increasing scope of cyber attacks due to
advancements in technology.

o Keypoints

o New technologies like Al, IoT, 5G, and 6G
are expanding the cyber attack surface.

o Economic and personal data
vulnerabilities can be exploited by cyber
attackers.

Need for Enhanced Cybersecurity Measures
The necessity for Japan to improve its
cybersecurity measures and international
cooperation.

e Keypoints

o Japan needs to implement more
aggressive and comprehensive
cybersecurity legislation.

o International cooperation is essential to
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combat cyber threats.

Implementation of Cybersecurity
Recommendations
The  status of  previous  cybersecurity

recommendations for Japan and the need for
further action.

o Keypoints
o Previous recommendations have not been
fully implemented.
Political challenges should not hinder
cybersecurity advancements.

Necessary Resources for Cybersecurity

The importance of clear authorities, legal
frameworks, and resources for effective
cybersecurity.

o Keypoints

o Clear authorities and legal frameworks are
necessary.

Human and financial resources are crucial
for cybersecurity.

Assignments & Suggestions

1.21 D1-S8 Keynote Speech: Societal Secu

rity

Vinzenz HeuBler (Policy Officer, EU Commission)

= A
FER

TAIYIIY IRART— (BRI BERIBEE)

cybersecurity, EU legislation, cyber resilience
Theme

This speech, held on October 30, 2024, covers
the challenges and threats in cyberspace, the
need for a comprehensive to
the

Key topics

approach

cybersecurity, and impact of global

geopolitical tensions. include the
European Union's cybersecurity framework, the
NIS2 the

cybersecurity for cross-border electricity flows,

Directive, Network code on
the Cyber Resilience Act, and the Cyber Solidarity
Act. The speech also discusses the role of Al in
cybersecurity and the Cybersecurity Skills
Academy initiative to address the talent gap in
the EU.

Takeaways

1. Challenges and threats in cyberspace

2. Need for a comprehensive approach to

B4 N\—tF171, EU #EE, URIER
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cybersecurity
Rapid technological development and
digitalization
4. Impact of global geopolitical tensions
Cybercrime as a major threat to society
. European Union's cybersecurity
framework
NIS2 Directive
Network code on cybersecurity for cross-
border electricity flows
9. Cyber Resilience Act
10. Cyber Solidarity Act
Highlights
e "People are key to resilience."
Chapters & Topics
NIS2 Directive
A revised set of rules aiming to strengthen the
level of cyber resilience across the EU.
o Keypoints
o Entered into force in January 2023
o Expands the scope of previous rules
with
cybersecurity risks from the supply chain

Requires  entities to  deal
Allows for coordinated cybersecurity risk
assessments of critical supply chains
Network code on cybersecurity for cross-
border electricity flows
Aims to establish a recurrent process for
cybersecurity risk assessments in the electricity
sector.
e Keypoints
o Entered into force in June 2024
o Complements the NIS2 Directive
Focuses on digitalized processes in cross-
border electricity flows
Includes minimum advanced
cybersecurity controls in the supply chain
Cyber Resilience Act
First EU-wide legislation establishing horizontal
cybersecurity requirements for hardware and
software.

Keypoints
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Covers development and entire life cycle
of products
Requires manufacturers to be transparent
about cybersecurity aspects
Enhances baseline security of digitalized
devices

o Increases trust among operators
Cyber Solidarity Act
Aims to strengthen EU-level solidarity to better
detect, prepare, and respond to cybersecurity
threats and incidents.

o Keypoints
o Enables information exchange between
authorities and relevant entities
Creates a cybersecurity emergency
mechanism
Supports testing for vulnerabilities in
critical sectors
Establishes a cybersecurity reserve for
incident response
AI and cybersecurity
Al can be both a threat and an asset in
cybersecurity.

Keypoints

o Used by threat actors for network
penetration, data theft, and intelligent
viruses
Al Act ensures high-risk Al systems are
cybersecurity-proof
Cybersecurity is an essential requirement
for high-risk Al systems
Cybersecurity Skills Academy
A European policy initiative to close the
cybersecurity talent gap and strengthen the
workforce.

e Keypoints
o Aims to improve coordination of existing
cyber skills initiatives
Addresses the shortage of cybersecurity
professionals in the EU
the

cybersecurity regulations

Supports implementation
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Assighments & Suggestions

o HFHOMEL

BRELIESE
1.22 D1-S9-1 National Security
Satoru Tezuka Fix 1B
Cyber Security, KEIO JRAMP Cloud, National | EREZ2&FE, Y/N\-tF1U71—, I53TRIITA
Security T—~
Theme COBHETE. EREZEFRE. REZEFRE. HRE

This speech emphasized the importance of digital

cyber security for national, economic, and
societal security. It introduced three essential
digital systems: government cloud system, cyber
intelligence system, and active defense system.
The KEIO JRAMP Cloud, a high-security cloud
system equivalent to the U.S. FedRAMP Cloud,
was highlighted for its capability to exchange top-
secret information. Keio's collaboration with a
U.S. company to run this cloud system was also
discussed, along with upcoming tutorials and
interaction opportunities.
Takeaways
1. Digital

national, economic, and societal security.

cyber security is crucial for

2. Three essential digital systems for cyber
security: government cloud system, cyber
intelligence system, and active defense
system.

3. Establishing world-class standards in
cyber security is necessary.

4. KEIO JRAMP Cloud is a high-security cloud
equivalent to the U.S. FedRAMP Cloud.

5. KEIO JRAMP Cloud enables the exchange
of top-secret information digitally.

6. Keio is collaborating with a U.S. company
to run the KEIO JRAMP Cloud.

7. Tutorials on KEIO JRAMP Cloud will be
provided on October 31, 2024, and
November 1, 2024.

8. An environment to interact with KEIO
JRAMP Cloud will be available at Keio
starting the week of November 4, 2024.

Highlights
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"In the middle of the recent geopolitical
problems, it is necessary to have a strong
determination to protect one's own land
and the people, as well as to be prepared
for such a situation."

Chapters & Topics
Digital Cyber Security

The practice of protecting systems, networks,

and programs from digital attacks that aim to

access, change, or destroy sensitive information.

(o]

Keypoints

National security: Protecting a nation's
critical infrastructure and sensitive
information.

Economic security: Ensuring the stability
and integrity of financial systems and
economic data.

Societal security: Safeguarding personal
data and maintaining public trust in digital
systems.

KEIO JRAMP Cloud
A high-security cloud system developed by Keio

in collaboration with a U.S. company, equivalent
to the U.S. FedRAMP Cloud.

(0]

Keypoints

Enables the exchange of top-secret
information digitally.

Requires the Japanese-side cloud to be on
equal footing with the FedRAMP.
Examples

Keio, in cooperation with a U.S. company,
has started to run the KEIO JRAMP Cloud
and is investigating its application.

Keio is collaborating with a U.S. company
to ensure the KEIO JRAMP Cloud meets
high-security standards.

The cloud system will allow for the secure
exchange of top-secret information
between Japan and the U.S.

Assighments & Suggestions
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1.23 D1-S9-2 National Security

Barbara Grewe (National Security, MITRE)

N=N\5-J)l—1 (MITRE ERZRER)

National Security, Cybersecurity, Cyber Attacks
Theme

This speech, held on October 30, 2024, delves
into the intricate relationship between national
security and cybersecurity. Key takeaways
include the importance of cybersecurity in
protecting against both military and non-military
threats, the severe consequences of cyber
attacks on critical infrastructure, and notable
examples of significant cyber incidents. The
speech emphasizes that cybersecurity must be a
priority in national security strategies and
highlights  the

organizations in defending against cyber threats.

role  of non-government
Takeaways
1. National security and cybersecurity are
intertwined.
2. National security includes protection from
military and non-military threats.
involves

3. Cybersecurity protecting

networks, devices, and data from
unauthorized access or criminal use.
4. Effective cybersecurity is essential for

national security.

5. Cyber attacks can target critical
infrastructure and have severe
consequences.

6. Examples of significant cyber attacks

include the Colonial Pipeline attack,

Mitsubishi Heavy Industries attack,
NotPetya, SolarWinds breach, and Volt
Typhoon.

7. Cyber attacks can be considered acts of
war.

8. The digital space is a new battleground for
national security.

9. Cybersecurity must be a priority in
national security strategies.

10.Non-government

organizations are

expected to defend against cyber attacks,
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even from foreign nations.
Highlights

e "Cybersecurity cannot be an afterthought
to any efforts to address national
security."

Chapters & Topics

National Security

The ability of a state to protect and defend its
citizens from military and non-military threats,
including the preservation of the norms, rules,
institutions, and values of society.

o Keypoints

o Includes protection from military and non-
military threats.

o Involves the preservation of societal
norms, rules, institutions, and values.

e Examples

e In December 1988, Pan Am Flight 103
waSBOMbed over Lockerbie, Scotland. It
was a state-sponsored attack using
government and civilian attackers against
a civilian target, resulting in the deaths of
civiians and the destruction of a
commercial airline.

e On September 11, 2001, 19 non-state
actors from the Al-Qaeda terrorist group
carried out attacks in the United States,
targeting both civilian and military sites,
resulting in the deaths of civilians and
military personnel.

Cybersecurity

The art of protecting networks, devices, and data
from unauthorized access or criminal use and
the

availability of information.

ensuring confidentiality, integrity, and

e Keypoints

o Protects networks, devices, and data from
unauthorized access or criminal use.

o Ensures confidentiality, integrity, and
availability of information.

e Examples

e« In May 2021, a ransomware attack on the

2N, Z{OEMANMEEEROR.
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Colonial Pipeline resulted in a six-day
shutdown of a pipeline responsible for
45% of the oil and gas supplies along the
eastern seaboard of the United States.

2011,
manufacturer,

In Japan's largest
Mitsubishi

Industries, was targeted by a ransomware

weapons
Heavy

attack affecting many of its servers and
computers, including those at a shipyard
where destroyers are built and a facility
manufacturing submarines and parts for
nuclear power stations.
A piece of malware that masqueraded as
ransomware, NotPetya began in Ukraine
and spread worldwide, affecting various
factories,
food

entities including hospitals,
shipping,
companies, and construction.
In late 2019 or early 2020, the SolarWinds

breach led to intrusions into government

pharmaceuticals,

and private networks, affecting clients
including 425 of the Fortune 500
companies and various U.S. government
departments.

In 2021, an Advanced Persistent Threat
dubbed Volt Typhoon was reported in the
U.S., intended to collect information within
critical infrastructure networks and
potentially cause social chaos by shutting
down critical infrastructure.

Assighments & Suggestions

1.24 D1-P10 Panel: Active Cyber Defense: Meaning, needs, limitation, and
recommendations
Moderator: Jun Osawa (Sasakawa Peace | 5L —4— : KiZ F () FHEAE $FRIHATE)
Foundation) JCRZN
Panelists: - JLwJ -39kl A (Next Peak)

- Greg Rattray (Next Peak)
- Toru Tsuchiya (CEO, Cyber Defense Labs K.K.)
CybExer

Aare Reintam (Chief Operating,
Technologies OU)
- Giacomo Persi Paoli (UNIDIR)

- 1B B (kXS UAN\N—BEAZERR AR
#HR)

- 7—L-LA1>% L (CybExer Technologies OU Chief
Operating)

- SpIE-ARILS-/0AY (UNIDIR)
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Active Cyber Defense, Hybrid Warfare,
Cybersecurity Measures

Theme

This lecture, held on October 30, 2024, covered
key aspects of active cyber defense, Japan's
national security strategy, and hybrid warfare. It
highlighted the

cybersecurity measures, the role of public-private

importance of proactive

partnerships, and the need for international

cooperation in enhancing national cyber

the
significance of legal amendments, the challenges

resilience. Key takeaways included
of conducting offensive cyber operations, and the
importance of preparedness and training in cyber
defense.
Takeaways

1. Active cyber defense
Japan's national security strategy
Hybrid warfare
Cyber attacks
Information warfare
Legal amendments
Cybersecurity measures

Proactive cybersecurity

O o N U b WN

Passive defense
10. Military cyber attacks
Highlights
e "The concept of active cyber defense is
wide-ranging from technical measures

such as information sharing and
sandboxing to policy measures such as
international public attribution, sanctions,
and judicial prosecution."
e "The the

preparedness.”

failure is measure  of

e« "The moment in which states take
measures to implement the international
commitments that they have made, they

are not only putting in practice the

commitment that they've made at
international level, but they are actively
strengthening their national cyber

BEEBND AN\ -BA1H, EREEE, Y1/\—t+1)7
7T~
COEET(E. BEBINY AN —FHOEE . D751 18k
SFE)\(JUy REEDEE . HARODERZSRIEHE D
E. FROBUELARFIZEFBOVE Y. BREEDMRIL. 7
AHOHYAN-tF1UT1DEWIRF; BAN-IRE(CHH TS
TO7 974 T RBIRICOVTERINELULR.
BER
eI DA\ -BRTHDEE S
D54 FEGRE) A Ty Rk DS
HADEZRZEREEIZDNE
SEROUUE ARHIREOE
BEBNAY DA )\ —BATHOELZEZDEEHE
EREED(L
TRUNOGAN—-tF1U51DEWDFEH
BAN-IRE(HIBTO7 971 T RIIER
. BN -BHEIOIORETE IO

10. B9 —-DEEILAEF
M1

o "BEENVHAN-BHEHIDRIREVODEFTH AN -
AZ1ZFTA DR THFOEDELTLVRLDIFTT, "

o "BEREBRITEARTDTI. (TEIZERSRIN
(FRDFEBA. "

o "EEEA. HAVEEEFREZERENMTAN-INEC
BUVTEEATBENTEDINIITHI. ICT (CEE
F93ENTEREDTHINIITY, "

=T N2/

-1 21 o e ANl V5 i

BEBNAY A\ —BAfEIE(E, T AN —I (XU TREARAY (O3]
KeBUDLzIBLET TN ZEIRIBHEHICINEN DA
N=ARL =232 OBIAIEITDEDT. 2y RI—-JRST
DM REZZHET .

e EBm

o RENMBHHIEIRENYAN-ARL -3 DR (C
fIEIS

o FYNI-IAHNTORFEZZE

o |BEHREAYA /N -IRE(CHT I BATIE

e Examples

o UITAFEFETE. O 7NN\ Ty Rz (14t
(7. TEHREO TN\ - IREN RN R E DRI S FE
HULFUZ, INCED. BARDEREZ 2R IEHES
HERESN. BEBIRIH A /N DE A HEeiuk &

W N YA WDNRE

62




resilience."
Chapters & Topics
Active Cyber Defense
Active cyber defense is a proactive cybersecurity
measure that falls between traditional passive
defense and military cyber attacks.
o Keypoints
o Proactive cybersecurity measure
o Falls between passive defense and military
cyber attacks
o Includes technical measures like
information sharing and sandboxing
o Includes policy measures like international
public attribution, sanctions, and judicial
prosecution
e Examples
Japan's national security strategy was revised in
2022 to take into account the changing security
environment of hybrid warfare, including cyber
attacks and information warfare.
o The

Ukraine war where Russia launched hybrid

revision was influenced by the
warfare against Ukraine.
o An expert committee has been meeting

since June 2024 to work on legal

amendments related to active cyber
defense.
Admiral Dennis Brair's project at George

Washington University in 2016 focused on active
cyber defense.

o The project report defined active defense
as measures taken within one's own
network as passive defense and disruption
within the attacker's network as cyber
attacks.

o It highlighted the wide-ranging nature of
active cyber defense, from technical to
policy measures.

o Considerations

o Active cyber defense definitions vary,
making uniform discussion difficult.

o Overlap with military and intelligence
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fields complicates open discussion.
Special Circumstances

If encountering legal uncertainties, how
should
implications of recent political changes

it be addressed? Consider the

and ongoing legal amendments.
Hybrid Warfare
Hybrid warfare involves a combination of
conventional military tactics with other means
such as cyber attacks and information warfare.

Keypoints

o Combination of conventional military
tactics with cyber attacks and information
warfare

Seen in the Ukraine war where Russia

launched hybrid warfare against Ukraine

Cybersecurity Measures

Cybersecurity measures range from passive

defenses within one's own network to active

defenses that may involve actions within an
attacker's network.
o Keypoints

o Passive defenses include limiting access to

networks and alerting to attacks.

Active defenses include hunting for
adversaries within networks and using
honeypots and beacons.

Active Cyber Defense

The concept of active cyber defense involves

proactive measures to protect against cyber

threats, including the potential for offensive
operations.
e Keypoints

o Need for private sector involvement in

cyber defense.

Government's role in intrusion and

disruption.

Development of active defense capabilities

in critical infrastructures.

Considerations

Challenges in conducting offensive cyber

operations.
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o Importance of developing control,

organizational structures, and well-
defined tactics.

Public-Private Partnerships in Cyber Defense

Collaborative efforts between the public and

private sectors to enhance cyber defense

capabilities.

Keypoints

o Strengthened public-private partnership.

o Taking advantage of multi-channel
communications.
o Granting authority to access and

neutralize adversary assets.
e Examples
An organization established in November 2014,
backed by the National Police Agency, focusing on
combating phishing and fraudulent remittance.

o JC3 analyzes phishing mechanisms and
collaborates with mobile operators and
companies to reduce malicious SMS.
Cooperation with companies like Microsoft
to address technical support scams.

Considerations

o Continuous meetings and proactive
approaches are essential.
o Respect for different capabilities,

authorities, and laws.

Cyber Range Environments
Controlled environments for training individuals
and teams in cyber defense through live fire
exercises and collaborative trainings.

e Keypoints
o Building digital twins of various sectors for
training.
Hands-on training and collaborative
exercises.
Community building through shared

experiences.
e Examples
A domain for conducting cyber battles for
governments, private sector companies, and

militaries to understand and

improve
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collaborative defense strategies.

o Training individuals and teams in a
controlled environment.
MITRE attack

frameworks for objective measurement.

o Using and defense
o Considerations
o Importance of community building and
direct communication lines.
o Learning from failures and mistakes.
Community Building in Cyber Defense
The importance of building a community among
government, military, and private sector for
effective cyber defense.
o Keypoints
o Collaboration between different sectors
enhances overall security.
o Sharing information and resources can
lead to better preparedness.
International Cooperation in Cyber Security
The role of international cooperation in enhancing
national cyber resilience.
o Keypoints
o International peace and security can be
affected by cyber attacks.
o Cooperation helps in sharing best
practices and resources.
Active Cyber Defense
The concept and importance of active cyber
defense.
o Keypoints
o No universal consensus on the definition
of active cyber defense.
o Includes activities both outside and inside
the perimeter of national networks.
Public-Private Partnerships
The significance of public-private partnerships in
cyber defense.
e Keypoints
o Collaboration between public and private
sectors is crucial.
information and

o Helps in sharing

resources.
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Preparedness and Training
The importance of preparedness and training in
cyber defense.
o Keypoints
o Training and preparedness are key to
effective cyber defense.
o Cyber ranges can be used for training
purposes.
International Law in Cyber Security
The application of international law to digital
technologies and cyber security.
o Keypoints
o International law, including the UN
Charter, applies to digital technologies.
o Legal principles such as non-intervention
and state sovereignty are important.
Voluntary Norms of Responsible State
Behavior
The establishment of voluntary norms for
responsible state behavior in cyberspace.
o Keypoints
o 11 voluntary norms were established to
guide state behavior.
o Includes both positive and negative
obligations for states.
Confidence-Building Measures
The role of confidence-building measures in cyber
security.
o Keypoints
o Helps in building trust and transparency
between states.
o Minimizes the risk of misunderstanding
and escalation.
Capacity Building in Cyber Defense
The importance of capacity building in enhancing
cyber defense.
e Keypoints
o Capacity building includes technical,
organizational, and human capabilities.
o Helps in strengthening national networks
and protecting against cyber attacks.
Assighments & Suggestions
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1.25 D1-P11 Panel: Facilitating Cyber Intelligence Sharing: Processes, networks, and

information
Moderator: Bonji Ohara (Sasakawa Peace | €5L—4— /N8 Fa (8)I|1FF84E])
Foundation) JURUZB
Panelists: - #8885 #43) (FFRI Security, Inc. RAEREFHFEE)

- Yuji Ukai (CEO, FFRI Security, Inc.)

- Wen Masters (MITRE)

- ADM(Ret.) Dennis Blair

- Pieter van den Berg (Head of the Cyberunit, the
Netherlands Ministry of Foreign Affairs)

- Geistautas Cernius (Regional Cyber Defence
Centre (part of National Cyber Security Centre of
Lithuania))

- 91>-YA5—X (MITRE)

- TR JL7
- E=5—-07> -T2 -~V (AFPANBEREBRD /(-
I1-ybdR)

- JAZRIIHIZ-FINZUX (MEHSAN-BEte> 45—
b7 ZPEZRSAN-tF+1)7 2> 5-0—EFT))

Overview
This speech summarizes the meeting notes on
facilitating cyber intelligence sharing, processes,
networks, and information. The notes cover
various aspects of intelligence sharing, including
policy, operational, and tactical intelligence, as
well as specific practices and challenges faced by
countries like Japan, the U.S., the Netherlands,
and Lithuania. The document also highlights key
partnerships, cybersecurity exercises, and the
role of organizations like MITRE in public sector
cybersecurity. Action items are consolidated at
the end for clarity and follow-up.
Panel Introduction
¢ Moderator: Bonji Ohara, Sasakawa Peace
Foundation
e Panelists: Various experts in cyber
intelligence sharing
Levels of Intelligence Sharing
Policy Intelligence
o Definition: Higher-levERABrall intentions,
major possible actions of adversaries.
e Example: Discussion between the United
States and Japan about the likelihood of
China landing a military force on the
Senkakus within the next five years.
e Trust Levels:

o Low Trust: Sharing general

policy
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analysis without revealing sources.

High Trust: Detailed exchange including
like
communications, and satellite images.

sources spies, intercepted

Operational and Tactical Intelligence

Definition: Current information on enemy
intentions and capabilities.

Example: Sharing information about the
location of improvised explosive devices in
Afghanistan.
Trust Levels:
Low Trust: Basic force protection
information shared among allies.

High
operational picture with automatic feeds

Trust: Combined common

from intelligence sources of both allies.

Information Sharing in Japan

Data to Intelligence Flow

Process: Data collection — Analysis —
Information — Evaluation — Intelligence
— Decision-making and action-taking.
Mechanisms:

Organizations: Cybersecurity Association
(CSC), CAN, ISAC, ICT ISAC.
Government Agencies:
Affairs,
Ministry of Police, Ministry of Foreign

Internal Ministry of Defense,
Affairs, Ministry of Investigation.

NISQ: Developing and transforming role
in the Intel Community.

U.S. Cybersecurity Information Sharing

Critical Infrastructure

16
sectors as defined by CISA.

Definition: critical infrastructure
Ownership: Many sectors are owned and
operated by private sectors with varying
degrees of cyber sophistication and
resources.

Example: Cybersecurity Risk Information
Sharing Program (CRISP)

private partnership between the U.S.

- a public-

Department of Energy and the electricity
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industry.

Challenges

Trust: Codifying trust across different
groups and boundaries.
Interoperability:
interoperability

Necessary
across borders,
organizations, and sectors.

Governance: Importance of governance

to achieve effective information sharing.

Dutch Cybersecurity Information Sharing

Legal Framework

Network and Information Security Act:
Obligates vital organizations to have

cybersecurity policies  and report
vulnerabilities within 24 hours.

Cyber Resilience Act: Sets minimum
security standards for IoT devices and

responsibilities for producers.

Cultural Initiatives

Openness and Transparency:

Encouraging organizations to share
vulnerabilities and report them.
Joint Analysis: Promoting joint analysis

to mitigate cyber threats.

International Collaboration

Proactive Approach: Focusing on
patterns of behavior and using all policy
instruments to counter threats.
Information Sharing: Ensuring
declassified information reaches relevant
parties to mitigate risks.

Best Practices: Sharing structures and
experiences in working together intra-

governmentally.

Lithuanian Cyber Threat Intelligence

Regional Cyber Defense Center

Establishment: Part of the National

Cyber in Lithuania,

including U.S., Latvia, Poland, Georgia,

Security Center

Ukraine, and the Czech Republic.
Cyber threat
critical infrastructure and governmental

Focus: intelligence for
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bodies, primarily against threats from
Russia.
Key Success Factors

e Connections: Importance of knowing the
right people and sources.

o Stakeholder Requirements:
Understanding primary intelligence
requirements.

e Open Source Intelligence: Using non-
classified intelligence to facilitate easier
sharing.

Broader Threat Landscape

o Global Threats: Recognizing threats from
countries like China, North Korea, and
Iran.

e Comprehensive Defense: Preparing to
defend against a wide range of threats,
not just from one specific country.

Cybersecurity Studies and Threat Mitigation
Study on Cyber Threats from China

e Conducted multiple studies annually,
including a recent one on recognizing
cyber threats from China.

e Analyzed the most active and notorious
cyber threat actors from China using the
TTP's approach (Tactics, Techniques, and
Procedures).

e Compared China's TTPs against those of
other major countries.

e Identified the most commonly used TTPs
by Chinese APT actors.

e Provided mitigation techniques for threats
likely originating from China.

e Emphasized the importance of focusing on
digital assets to maintain  strong
cybersecurity.

Lithuania-Japan Cybersecurity Collaboration
Key Partnerships and Visits

e Japan is a key partner to Lithuania in
various fields, including cybersecurity.

e Japanese government officials visited
Lithuania for cyber consultations, aiming
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to make this an annual event.

e Japanese experts Vvisited Lithuania's
Ministry of Defense (MOD) and National
Cyber Security Center to establish
dialogue and information sharing on cyber
threats.

Cybersecurity Exercises

e Lithuania's Sound Forces organized a
cybersecurity exercise called Amber Mist.

e Japan sent four personnel to participate,
showcasing the strong collaboration
between the two countries.

Regional Cyber Defense Center

e Lithuania's National Cyber Security Center
is part of the regional cyber defense
center.

e Focuses on cyber threat intelligence.

e Japanese experts' involvement s
invaluable for understanding cyber threats
from China.

MITRE's Role in Public Sector Cybersecurity
Open Sharing of Cyber Threat Intelligence

e MITRE believes in openly sharing cyber
threat intelligence with the public.

e Publishes knowledge bases like MITRE
ATT&CK, MITRE Atlas, and MITRE
Embed.

e These resources help the global
community enhance their cyber defense
capabilities.

Incident Response and Knowledge Sharing

e MITRE was breached by a Chinese APT
actor earlier this year.

e Conducted forensic analysis and shared
findings with the public to help others
protect their networks.

e Emphasized the importance of learning
from breaches to improve network
security.

International Cybersecurity Policies and
Cooperation
Coordinated Vulnerability Disclosure
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e Importance of stimulating organizations
to be open about vulnerabilities.

e Creating a welcoming environment for
ethical hackers.

National and International Cooperation

e National security against cyber threats
requires cooperation between
governmental and civil organizations.

e Ministries of Defense and police need to
work closely with other entities to address
cybercrime effectively.

Intelligence Services and Cultural Shifts

e Intelligence services need to be more
open and declassify information where
possible.

e This openness is crucial for addressing
cyber threats and involves a significant
cultural shift.

Japan's Cyber Intelligence and Security
Requirements
Need for Cyber Intelligence Gathering

e Japan currently lacks authority to
penetrate foreign networks for
intelligence.

e The U.S. generates 75% of its intelligence
reports from cyber intelligence.

e Japan needs to contribute to intelligence
sharing rather than relying solely on
sanitized American intelligence.

Security System Enhancements

e Stronger security clearances for
individuals.

e Enhanced security requirements for
networks handling secure information.

Community Contributions to Cyber
Intelligence
Global Civil Society Involvement

e Many individuals and organizations are
eager to contribute to the intelligence
community.

e Emphasis on the importance of global civil

society in enhancing cybersecurity
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efforts.
Action Items
[ ] Codify trust mechanisms for information
sharing across different groups and boundaries.

[ ]

standards for cross-border and cross-sector

Develop necessary interoperability
information sharing.

[ ] Establish governance frameworks to oversee
and manage information sharing initiatives.

[ 1 Promote cultural shifts towards openness
and transparency in sharing vulnerabilities.

[ ] Enhance international collaboration by
sharing best practices and structures for cyber
defense.

[ 1 Organize annual cyber consultations with
Japanese government officials.

[ 1 Continue collaboration with Japan in
cybersecurity exercises like Amber Mist.

[ 1 Enhance cooperation between national and
civil organizations for cybersecurity.

[ 1 Encourage intelligence services to declassify
information and be more open.

[ 1 Advocate for Japan to develop cyber
intelligence gathering capabilities.

[ ] Strengthen security clearances and network

security requirements in Japan.

1.26 D1-P12 Panel: Government Cloud System

Moderator: Noriaki Okui (Founder, Interfusion
Consulting Inc.)

Panelists:

- Chris Grady (CTO, CyLogic)

- Norihito YAMAMOTO (Digital Agency)
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- Claire Elias - JgL7-ITU7R
- Jun Murai - A
Overview RBRFR

The session focused on various aspects of

government cloud services, including

procurement guidelines, provider challenges,

operational issues, and future trends in

technology. Key frameworks like FedRAMP and
ISMAP were discussed in detail, along with their
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implications for government cloud services in
Japan and the United States. The meeting also
highlighted the of AlI,
computing, and the need for

importance edge
continuous
improvement in security processes.
Introduction

e Moderator: Mr. Okui, Founder of
Interfusion Consulting, Inc. and President
of Data Society Alliance.
the

government cloud and FedRAMP.

U.S. Government Cloud and FedRAMP
Scilogic and FedRAMP

e Presenter: Chris

e Purpose: Discussion on u.S.

e Company: Cylogic

o Focus: Protecting critical infrastructure in
the U.S. and allied countries.

o Sectors: Energy, defense industrial base,
aerospace.

o Collaboration: Working  with  Keio
University on J-RAMP, a FedRAMP-like
initiative.

o Experience:

o 28 years in technology.

o 14 years in cloud industry, starting in
2010.

o Extensive experience in FedRAMP security
and compliance.

o Involved in CyCloud, a FedRAMP high-
ready system.

o Completing the fourth FedRAMP high-
ready annual assessment for CyCloud.

Key Points and Collaborations

o Invitations and Acknowledgments:

o Invited by Admiral Dennis Blair and Greg
Radcliffe.

o CEO and co-founder, Lewis Mayberg,

serves on the board of directors of

secureenergy.org.

e Thought Piece:

o Collaboration with Admiral Dennis Blair
and Greg Rattray on LinkedIn.

« HT#NM
o 28 F[MFTV/OS—-HERTOIRER
o 2010 FEMBEFIUFIOBEWIZTIRLDTFICHE
Es
o EIEODHAN-2RSULERIUBSVORABI IS
RICBENHHTLS
o FedRAMP QtF1UF1LIVITFAT YA
o FedRAMP OtEF1UF(I> T4 7> AICEET 31t
Es
o 4EB®OFedRAMP D)\ALFT1TUTZAA> MR
i
e FedRAMP O7J'0—F
o FedRAMP OJSR7IO-FHREEEZI TS
o 84 EIHOVTAASMIEEHSN TS
o FedRAMP ORYNITTAY S/ AT —HAMERE
fiE
o BMOIZ1=FT1I39R
o Google. ¥/70YIMNHECBAFOIZ1=T1I5Y
Rzt
o IN—3YIERHDIZIRTOS1IINEUISY
RAR— AT
PIS—ANRY MO
o ANYMUE
o 2024 FERTIZ—ANINIESHN
o F—=AhEDTRAZ1ZH—23ICEATRYIaY
o DOD 0%
o tYIaYOWNE
o ZWIAVN—-hM—(CHFREFIVTIOEEHS
o 2027 FEEFTOARL -3 IUTPIOVT DR
o 2027 FEFFENEEBRINT ZuIEEENDIE
LENTVS
o RIMELYV1->3>
o REUOBVERITTIMIEHNE
o BAN—AZZTLNIII-2a2EUTRESNTL
)
o AIDFIH
o REOHPT AI DFBICOVWTHER
Al OFEEEFR
Al QFEE
o 50 FHKHISDEERE:
o Al (& 1950 FARNSERCEEBEICROI T,
o AI OZDIFHA:

75




Emphasis on enhancing Japan's digital
resiliency with a tiered control structure
similar to FedRAMP.

o Strong support for this initiative in Japan.
FedRAMP Status and Public Cloud
Recategorization

e Current Status:
o Fourth FedRAMP high-ready assessment
in progress.

Status

marketplace.

available on  FedRAMP.gov

Impact level: High.

Deployment model: Public cloud.

Recategorization:

Transitioned from government community

cloud to public cloud.

Allows serving both commercial and
government customers on the same
platform.

AFSIA Event Insights

AFSIA 2024

Communications and Electronics).

e Event: (Armed Forces
Key Insight:

Reminder from the former CEO of the
Defense Information Systems Agency
about China's 2027 goal

Taiwan.

to invade
Emphasis on the wurgency of cyber
initiatives.
Artificial Intelligence and Data Lake
General Observations

e Data Lake Evolution: The concept of
Data Lake has become more practical and
ubiquitous compared to the past.
Artificial Intelligence (AI):

Al is described as more of a "statistical

hallucination" rather than true
intelligence.

o The current relevance and meaningful use
cases suggest Al is here to stay.

o Al's significance extends beyond
cybersecurity and chat GPT-like
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capabilities, indicating an impending AI
arms race.
Security Implications

e AI and Security:

o The rise of Al necessitates a new level of
security and deployment models.

o AI workloads require proximity to the data
they process, making public cloud
solutions less optimal.

o Al data and outputs are highly valuable
and represent new attack vectors.

Cloud as an Operational Model
Shift in Perspective

e Operational Model vs. Destination:

o Organizations should stop viewing the
cloud as a destination and start embracing
it as an operational model.

o This applies to both government and
national security interests.

Risks of Hyperscale Clouds

e Centralized Control:

o The concept of hyperscale clouds, where
a few companies control vast amounts of
data, is criticized as a poor idea for the IT
industry.

o The -current state of cyber conflict

the

centralized data control.

heightens risks associated with
Edge and On-Prem Solutions

e AI and Data Proximity:

o Companies are increasingly looking to
move Al platforms to edge or on-prem
solutions to keep workloads close to their
data.

o Moving large volumes of sensitive data to
public clouds is impractical.

Security and Compliance Frameworks
Importance of FedRAMP

e FedRAMP Security Requirements:

o FedRAMP's detailed
nature makes it a critical framework for

and prescriptive

securing cloud infrastructure.
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Other frameworks like ISO 27017 and
NIST 800-171 are deemed inadequate in
comparison.

(o]

Comparison of Frameworks
ISO 27017:
Highly subjective, leaving critical security

©]

controls up to the discretion of the cloud

service provider.

NIST 800-171:

More structured but not specifically

designed for cloud environments.

FedRAMP:;

Highly prescriptive, specifying exact
controls and methods, such as FIPS 140-
2 and 140-3 validated -cryptographic
modules for data encryption.

Example: Encryption Standards

ISO 27017: Recommends encryption
based on data sensitivity but lacks specific

standards.
e NIST 800-171: Requires encryption but
allows organizations to choose

cryptographic methods.

FedRAMP: Mandates the use of specific
validated cryptographic modules for data
in transit and at rest.

Japan's Need for a Sovereign Cloud

Highly Secure Sovereign Cloud:

o Japan should develop its own highly
secure cloud, operated and owned by
Japanese companies.

This cloud should adhere to the highest
levels of compliance and security.

Cloud Security Highly

Industries

in Regulated
Importance of Secure Cloud Infrastructure

o Insecurities in Cloud Infrastructure:
o Cloud infrastructure supporting numerous
customers must be highly secure to
prevent breaches.
Example: The Cloud Hopper attack where

Chinese hackers infiltrated from the
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management system into all tenants.

Inconsistencies Across
Authorizations:
Multiple  authorizations can create
inconsistencies.
Critical areas include audit logging,

physical security, continuous monitoring,

configuration management, and data
backup.

Security Standards:

NIST 800-171: Mandates security

awareness training but allows flexibility in
content and timing.

FedRAMP High: Requires specific role-
based training with defined frequency,
and federal

content, compliance

reporting.

J-RAMP Keio Cloud Initiative

(o]

Announcement:
Professor Tezuka announced the J-RAMP
Keio Cloud initiative.

Requested by CEO and co-founder Lewis
Mayberg.

Implementation:

Achieved full FeEdRAMP compliance in less
than two months.

Unique deployment: Management layer in
the US, service delivery layer in Tokyo,
connected via a private trans-Pacific
connection.

Reasons: Isolate in the US for physical
and demonstrate

protection highly

distributed deployment.

FedRAMP Program in the United States

(o]

Legal Status:

FedRAMP was written into law last year
after a decade.

Focus Areas:

Cryptographic Modules: Transition from
FIPS 140-2 to 140-3.

Supply Chain: New requirements for
validating supply chain components.
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Japan's Government Cloud

Overview by Norihito Yamamoto
e Background:

Chief Cloud Officer of Digital Agency, with

over 10 years in cloud service industries.

(o]

Government Cloud:
Proper noun for common cloud services
for central and local governments.

Many local government bodies
their

government cloud.

are

migrating systems to the
Confidentiality Levels:
Defined three tiers: Level 1, Level 2, and
Level 3.
Government cloud deals with Level 1 and
Level 2 data; Level 3 data (e.g., defense
data) stored elsewhere.
Security Focus:
Emphasis on detecting misconfigurations
or misoperations.
Use of infrastructure as code (IAC) for
provisioning and logging configurations.
Contract with Sakura Internet

o National Cloud Service Provider:
o Contracted under conditions to develop
specific features and functions.
Aim to raise the level of national cloud
service providers.
Australia's Cloud Implementation
by
Representative
Protected Cloud:

Part of IT modernization, with a cloud

Overview Australian Government

O
procurement panel arrangement.
Ministries develop clouds suitable for their
business needs.

Security and Compliance:

Secure cloud strategy since 2018,
currently under review.

Australian Cyber Security Centre provides
cybersecurity guidance.

IRAP

Certification framework:
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(Information Security Registered
Assessors Program).

Department of Foreign Affairs and Trade

Cyber Uplift:

Major cyber

incident (Log4]) led to
increased investment in cyber security.

(o]

Use of AWS and Microsoft for protected
cloud, ensuring data sovereignty.

Zero Trust Architecture:

Multi-factor authentication and
segmentation to limit access.

Automated processes to ensure only
necessary access.

Top Secret Cloud Project

Development:

o Collaboration with Amazon Web Services.

o Ten-year plan with a $2.3 billion
investment.

o High-level security and access
requirements for national intelligence

community.
Common Issues Across Three Countries
Sovereignty

Discussion: Sovereignty was identified as

a common issue across the three
countries.

o Agreement: All participants
acknowledged that sovereignty is a
significant concern.

o Example: Claire-san mentioned that

sovereignty is a shared issue, indicating a

consensus among the countries involved.
Open Floor Discussion
Murai-sensei's Input

o Invitation: Murai-sensei was invited to

share his thoughts on any topic of his
choice.
Quote: "Murai-sensei, you can talk

anything you want. Anything I want."
Certification Costs and Challenges

High Costs for Certification
"$200,000 for just one product."

(e]
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o Only Ilarge companies can afford
certification costs.
o Small companies or startups find it tough
to pay such amounts.
FedRAMP Certification
e Process and Importance
o Grueling process since 2003.
o 410 security controls and 1,000-plus sub-
controls in the FedRAMP high process.
o No security control can be comfortably
omitted.
o FedRAMP

mitigated breaches over the past seven

controls have consistently
years.
o Global Perspective
o Similarities in government cloud systems
across three countries.
o Differences in security frameworks.
o FedRAMP considered the highest security
process.
o Japanese companies need to follow
FedRAMP and implement J-RAMP.
Continuous Improvement in Security
Processes
e Living Documents and Systems
o Industry processes and documents are
constantly evolving.
o Importance of sharing information and
being open-minded.
o Continuous improvement is essential
regardless of the topic.
Action Items
[ ] Support Japan's digital resiliency initiative
with a tiered control structure similar to
FedRAMP.
[ 1 Complete the fourth FedRAMP high-ready
annual assessment for CyCloud.
[ ] Develop a strategy for shifting AI workloads
to edge or on-prem solutions.
[ ] Evaluate and adopt FedRAMP security
requirements for cloud infrastructure.

[ ] Initiate the development of a highly secure
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sovereign cloud for Japan.

[ ] Develop and evolve ISMAP to address
current technological advancements and security
needs.

[ ] Improve client-side management structures
for better handling of cybersecurity incidents and
real-time monitoring.

[ 1 Adapt security frameworks to accommodate
future trends in Al and edge computing.

[ ] Follow up on FedRAMP implementation for
Japanese companies.

[ ] Implement J-RAMP in alignment with
FedRAMP standards.

1.27 D1-P13 Panel: Strengthening Cyber Contingency Planning in the Asia Pacific Region

Moderator: ADM(Ret.) Dennis Blair

Panelists:

- Greg Rattray

- Jun Murai

- Chris Capper (Cyber Attaché North East Asia
(Political Section), British Embassy Tokyo)

- Jon Chung (ORBIS)

- Gloria Glaubman (Senior Cyber Advisor, U.S.
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Overview HAN-IREE, EZXfEiRH, 3>YAD1IT
This speech summarizes the key points from a | 7=V

series of meetings and discussions on
cybersecurity contingency planning in the Asia-
Pacific region, focusing on multinational
cooperation, operational readiness, and public-
private partnerships. The content was created on
2024-10-30.
Introduction

e Audience Participation: The session

began with an interactive segment
comparing cyber attack and defense to
sports, specifically basketball and football,
to illustrate the constant competition in
cybersecurity.

o Basketball vs. Football:

asked to vote on whether cyber attack and

Audience was

defense are more like basketball (high
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scoring) or football (low scoring). The
results were evenly split.

o Objective: Aim to have an offense like
basketball (high scoring) and a defense
like football (low scoring).

Cybersecurity Preparation
Importance of Pre-Attack Preparation

e Preparation Steps: Emphasized the need
for scouting opponents, understanding

capabilities, making plans, and practicing

before any cyber attack occurs.
e Panel Focus: Discussed the necessary
different
countries and companies before any

steps for cybersecurity in
breach.

Greg Rattray's Remarks

Shared

working with American cybersecurity

o Experience: insights  from
companies in Taiwan.

e Model Application: Discussed applying a
proactive cyber defense model to
strengthen defenses against potential
Chinese cyber aggression.

o Multinational Involvement: Highlighted
the

nations (Japan,

importance of involving multiple
u.s.,, South
Philippines) in  contingency

Taiwan,
Korea,
planning.

e Ransomware and Criminal Activities:
Addressed the impact of ransomware and
criminal activities on public safety and
national security.

o State Department Project: Mentioned

involvement in a project to help the coast

with national security cyber
contingencies.

e Scenario Planning: Stressed the
importance  of identifying  specific

scenarios and preparing coordinated
responses.
¢ Recent Developments: Noted that JCDC

and DHS's CISA have started specific
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contingency planning and exercises.
Volt Typhoon: Highlighted the urgency
around Chinese intrusions into U.S. critical
infrastructure.
Multinational Response to Cyber Threats

e East Asia Focus: Emphasized the need
for orchestrated multinational responses
to significant cyber threats, particularly in
East Asia.
the

potential for Chinese aggression against

Taiwan Situation: Discussed
Taiwan and the need for coordinated
planning between the U.S., Japan, and
Taiwan.

Complex Contingency Planning

e Stages and Escalation: Explained the
need to consider different stages and
escalation in contingency planning.

Addressed the

for North Korea to exploit

North Korea's Role:
potential
situations opportunistically, particularly in
the context of Taiwan.

Operational Readiness

Identified
telecommunications, electric power, and

Sectors:

o Key
financial services as critical sectors for
national security and cybersecurity.

Stakeholder Collaboration: Stressed the
the right
stakeholders at the table for effective

importance  of  getting
planning and execution.

New York Cyber Task Force: Mentioned
the

readiness for

task force's role in enhancing

national cyber defense
through operational readiness.

Practical Implementation

Action-Oriented Approach: Emphasized

the

accountability,

need for clear responsibility,

and regular progress
reviews to ensure effective planning and
execution.

Practice and Execution: Highlighted the
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Japan'’

Cyber

South

importance of practicing and executing
plans to be better prepared for cyber
threats.

s Readiness

Digital Taiwan Concept: Discussed the
idea of Japan accommodating Taiwan's
national data in case of physical land
occupation.

Natural Disasters: Highlighted Japan's
experience with natural disasters as a
foundation for building cybersecurity
resilience.

Deterrence

Deterrence Discussions: Shared insights
with
counterparts about the risks of doomsday

from  conversations Chinese
cyber attacks.
Human Concern: Noted a general

concern about the potential devastation

and retaliation from unlimited cyber
attacks.
China Sea and Submarine Cable

Topology

Issues and Challenges

(0]

Cable Cuts and High Error Rates

The topology in the Pacific, particularly
from Tokyo to Singapore, faces significant
issues.

High cut rates due to fissure boards
staying on the ocean surface and cutting
cables.

Recovery efforts are lagging due to limited
resources in the ocean.

Contingency Planning

(o]

Alternative Routes and Redundancy
The U.S. is
redundancy in submarine cable topology

focusing on creating
in the Asia-Pacific.
with  South

Australia, and the Japanese government

Collaboration America,

to add alternative routes.

Emphasis on planning for space
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connections as part of the redundancy
strategy.
Data Integration and Cybersecurity in
Taiwan
Data Integration Project

Catalyst Product

o John Chung is working on a data
integration project in Taiwan using
Catalyst.

Catalyst is an integrated data grid based
on zero trust principles.
Integrates technologies from CloudFlare,

Zanderval authentication, and Kyber

encryption.
Uses GraphQL adapters for data sharing.

o
Cybersecurity Challenges and Strategies

Asymmetric Advantage

o Traditional methods of outspending

adversaries are no longer feasible.
Emphasis on leveraging asymmetric
advantages in cybersecurity.

Rapid sharing of data across allies and
sectors to enhance command and
control.

Interoperability

o Urgent need for interoperability in
cybersecurity.
o Aligning people, processes, and

technology to foster collaboration.
Standards processes for incident response
and integrating diverse systems.

Data Burden and Analytics

Difficulty in sifting through large amounts

of data.
o Importance of harnessing open-source
intelligence and  automating  data

transformation.

Real-time access to intelligence for rapid
protection of critical infrastructure.
Public-Private Partnerships in Cybersecurity
Understanding Threats

Advanced Persistent Threats (APTs)
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o Importance of knowing the opponent and
understanding their motivations and
target sets.

o Cybersecurity advisories provide
information on threat actors, impact,
severity, and mitigation steps.

Government-Led Initiatives

e Cybersecurity Information Sharing Act
(2015)

o U.S. legislation requiring NSA and DOD to
share critical threat information with
private industry partners and defense
industrial base.

Cooperative Cybersecurity Planning
Overview of Cooperative Cybersecurity
Planning

e Know the Landscape: Understanding
adversaries and the cyber environment.

e Information Sharing: A core tenet of
active cyber defense.

e USG Initiatives: Cooperative
cybersecurity planning and contingency
planning.

Bilateral and Multilateral Agreements

e U.S.-Japan Cybersecurity Agreement:

o Mechanism for sharing cybersecurity
intelligence and information.

o Collaboration on cyber defense
strategies.

o Joint cybersecurity exercises.

e Quadrilateral Security Dialogue (U.S.,
India, Japan, Australia):

o Integration of cybersecurity into the
security agenda.

o Focus on sharing threat intelligence.

o Developing a secure supply chain for
telecommunications.

o Countering cyber-enabled threats
affecting economic security.

o U.S.-Japan-Philippines Trilateral
Dialogue:

o Inaugural Trilat on cyber in a digital
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dialogue.

o Addressing cybersecurity capabilities,
skilled workforce, and information
sharing.

Key Takeaways

o Foundation of Active and Proactive
Cyber Defense: Information sharing is
crucial.

Cyber Threat Landscape in the Indo-Pacific
Key Points on Cyber Threats

e Indo-Pacific as Ground Zero for
Cybercrime:

o Blurring lines between nation-states and
cybercriminals.

o Nation-states gain scale and deniability.

o Cybercriminals gain a new revenue
stream and protection from prosecution.

o Concentration of Cyberactivity:

o Increased cyber activity in conflicts and
regional tensions.

o More nation-states involved in offensive
cyber operations (e.g., Vietnam).

e Accidental and Deliberate
Contingencies: Preparation for both is
essential.

UK'’s Approach to Cyber Deterrence
Three-Step Approach to Deterrence

e The Sword:

o Altering the risk calculus of an attacker
through fear of reprisal or imposition of
cost.

o Examples: Cyber sanctions and political
attribution.

o Importance for Japan to have a unilateral
cyber sanctions regime.

e The Shield:

o Preventative measures to block threats.

o Technical advisories as useful but limited
to specific threats.

e The Armour:

o Resilience as the last line of defense.

o Practices: Secure by design, cyber
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hygiene.
Cyber Contingency Planning

o Defining Cyber Contingency:

o Seen as a contingency where cyber is an
aspect, not the sole focus.

o Coordination in Public-Private
Partnerships:

o Importance of coordination between
recipient and giver.

o Ensuring recipients get what they need,
not just what is available.

o Information Sharing:

o Critical for understanding and defending
against threats.

o Importance of transparency and
communication.

High-Level Recommendations
Key Recommendations

e Sharing Knowledge and Lessons
Learned: Essential for collective defense.

e Prioritization: Focus on the highest
importance tasks.

e Redundancies and Resilience: Backup
within networks is crucial.

e Planning and Training: Importance of
joint exercises and preparedness.

Final Thoughts

e Building Greater Deterrence: Making
cyber attacks unthinkable and
manageable.

o Benefits of Information Technology:
Leveraging the positive aspects while
mitigating risks.

Action Items

[ ] Start planning sessions with Japanese Cyber
Command, U.S. Cyber Command, and electric
power companies.

[ ] Review and implement recommendations
from the New York Cyber Task Force report on
operational readiness.

[ 1 Develop and practice specific contingency

plans for potential cyber threats in East Asia.

90




[ 1 Plan and implement alternative routes for
submarine cables in the Asia-Pacific.

[ 1 Enhance data sharing mechanisms using
Catalyst and other integrated technologies.

[ ] Foster interoperability by aligning people,
processes, and technology in cybersecurity
efforts.

[ ] Automate data transformation to handle the

data burden and improve decision-making.

[ ] Leverage government-led initiatives to
improve public-private partnerships in
cybersecurity.

[ ] Establish a unilateral cyber sanctions regime
for Japan.

[ ] Enhance coordination in public-private
partnerships for cyber defense.

[ ] Increase transparency and communication
in information sharing agreements.

[ ] Develop mutual support agreements similar
to the UK (United Kingdom) - ROK (Republic of

Korea) agreement.

1.28 D1-S15 Speech: National Security

Wen Masters DINAI-X

Post-Quantum Cryptography, MITRE, Quantum | #1Z

Computing COXEF, 2024 £ 10 A 30 BIAIThNIEEEDE
Theme XTI, BMBOERT—XIERLZLREEXE. PQCC D

This speech, held on October 30, 2024, covers
the principles of post-quantum cryptography, the
challenges posed by quantum computing
and the role of MITRE

addressing these issues. Key topics include the

advancements, in
use of quantum mechanics in cryptography, the
threat of Shor's algorithm to current encryption
methods, and the U.S. government's mandate to
prepare for a post-quantum future. Additionally,
the lecture discusses MITRE's coalition efforts to
establish standards and educate on post-
quantum cryptography.
Takeaways

1. MITRE is a mission-driven, not-for-profit

organization working with
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governments.

2. Quantum mechanics principles and
probabilistic approaches are used in
post-quantum cryptography.

3. Factorization of large numbers into
prime factors is a mathematically hard
problem for classical computers.

4. Advances in quantum computing and
Shor's algorithm pose a threat to current
encryption algorithms.

5. Adversaries are harvesting data to
decrypt later with quantum computers.

6. The U.S. has a government mandate to
prepare for the post-quantum future.

7. NIST finalized
cryptography standards in mid-August
2024.

8. The migration to
cryptography
future threats and multiple algorithms.

three post-quantum

post-quantum
is challenging due to
9. International standards for post-
quantum cryptography are not yet
agreed upon.

Different

approaches to

10. countries have  varying
post-quantum
cryptography implementation.
Chapters & Topics
Post-Quantum Cryptography
cryptography

quantum mechanics principles and probabilistic

Post-quantum involves  using
approaches to develop cryptographic algorithms
that are secure against quantum computer
attacks.
e Keypoints
o Quantum mechanics principles and
probabilistic approaches are used.

o Factorization of large numbers into prime
factors is a hard problem for classical
computers.

o Advances in quantum computing and

Shor's algorithm pose a threat to current

encryption algorithms.
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e Considerations
e The
cryptography is challenging due to future

migration to post-quantum
threats and multiple algorithms.

e International standards for post-quantum
cryptography are not yet agreed upon.

o Different
approaches to

countries have varying

post-quantum
cryptography implementation.

MITRE's Role in Post-Quantum Cryptography

MITRE is a

organization working with governments to

mission-driven, not-for-profit
address national security issues, including the
preparation for a post-quantum future.
o Keypoints
o MITRE is a mission-driven, not-for-profit
organization.
o MITRE is working with governments to
address national security issues.
o MITRE has established a coalition (PQCC)
to address post-quantum cryptography

challenges.

o Considerations

e The PQCC coalition has four work
streams: standards, education,
implementation, and cryptographic

inventory and agility.

e The PQCC coalition is seeking like-minded
individuals and organizations to join their
efforts.

Assighments & Suggestions

1.29 D1-S14 Day 1 Closing

Jun Murai

YN ]

Post-Quantum Cryptography, Passkeys,
Cybersecurity

Theme

This speech covers key topics in cybersecurity,
including the significance of post-quantum
cryptography, the industry's shift from passwords
to passkeys, and the importance of public-private

partnerships in protecting critical infrastructure.
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It also highlights the role of digital transformation
in national security and the need for international

collaboration to establish cybersecurity
standards.
Takeaways

1. Post-quantum cryptography (PQC) and

its relationship with cybersecurity.

The industry's shift from passwords to
passkeys for device authentication.
Rapid deployment of new authentication
methods once decisions are made.

The
partnerships

importance  of  public-private

in critical infrastructure
protection.
The role of digital transformation in
national security.
International collaboration for
establishing standards in cybersecurity.
The significance of global internet
systems and cyberspace.
The need for like-minded countries to
work  together on  cybersecurity
standards.

Chapters & Topics
Post-Quantum Cryptography (PQC)
An advanced technology related to cybersecurity,
focusing on cryptographic systems that are
secure against quantum computer attacks.

o Keypoints
PQC

advancement.

o is a significant technological
It is being actively researched by groups
like the National Institute of Standards
and Technology (NIST) and MITRE.

Shift from Passwords to Passkeys

The industry's movement towards replacing

traditional passwords with passkeys for device
authentication.
e Keypoints
o Passkeys are becoming increasingly
popular.

Rapid deployment of passkeys is possible
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once decisions are made.
Public-Private Partnerships
Collaborations between the public and private
sectors to protect critical infrastructure and
ensure national security.

o Keypoints

o Critical infrastructure like electricity,
transportation, and communication is
often driven by private companies.

o Digital transformation has highlighted the
need for joint efforts in national
protection.

International Collaboration in Cybersecurity
The cooperation between countries to establish
cybersecurity standards and protect global
internet systems.

o Keypoints

o Global internet systems create a
connected cyberspace.

o Legal and data format approaches vary by
nation-state.

o Like-minded countries need to work
together to establish standards.

Assignments & Suggestions

BRELIRE

95




2 DAY 2: October 31 | West School Building 1F West Hall

2.1 D2-S1-1 Economic Security

Satoru Tezuka

TR B

Cyber Security, Critical Infrastructure,
Government Systems
Theme
This speech emphasized the importance of digital
cyber security for national, economic, and
societal security. Key points included the roles of
government and private sector in maintaining
critical infrastructure such as electric power and
telecommunications, especially during crises.
Japan's plans to implement a government cloud
system, cyber intelligence system, and active
defense system were also discussed.
Takeaways

1. Digital cyber security is crucial for national
security, economic security, and societal
security.
The government plays a main role in
national security.
The private sector is responsible for
economic security, particularly critical
infrastructure.
Critical infrastructure includes electric
power and telecommunications.
The societal security portion involves
private sector businesses and citizens.
Japan is to

planning implement a

government  cloud system, cyber
intelligence system, and active defense
system.

The importance of maintaining electric
power and communication during crises,
such as the Ukraine situation, was
emphasized.
Healthcare and other lifelines are

considered critical infrastructure.

Chapters & Topics

Digital Cyber Security
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The integration of digital cyber security into

national, economic, and societal security
frameworks.

o Keypoints

o Digital cyber security is essential for

protecting national security.

Economic security relies on the private
sector managing critical infrastructure.
Societal security involves the collaboration
of private businesses and citizens.
Critical Infrastructure

The
economic security.

importance of critical infrastructure in

o Keypoints

o Electric power and telecommunications
are key components of critical
infrastructure.

Maintaining these infrastructures is crucial
during crises.
Government Systems for Cyber Security
Japan's planned systems for enhancing cyber
security.

o Keypoints
o Government cloud system
o Cyber intelligence system
o Active defense system

Assignments & Suggestions

BRELIRE

2.2 D2-S1-2 Economic Security

Barbara Grewe

N=NZ-FJ)—41

Economic Security, Cybersecurity, Ransomware
Theme

This speech explores the intersection of economic
highlighting the
importance of both at micro and national levels.

security and cybersecurity,

Key historical events such as the 1929 stock
market crash and the 2001 terrorist attacks are
discussed. The speech also emphasizes the
critical role of cybersecurity in economic security,
citing significant cyber events like WannaCry,
NotPetya, and SolarWinds, and the increasing
threat of ransomware attacks, particularly in the
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healthcare sector.
Takeaways
1. Intersection of economic security and

cyber security.

2. Economic security is less well defined
compared to national security.

3. Economic security can be viewed at both
micro and national levels.

4. Governments embrace economic security
as a core function.

5. Historical economic security events
include the 1929 stock market crash and
the 2001 terrorist attacks.

6. Cybersecurity is crucial for economic
security.

7. Examples of significant cyber events
include  WannaCry, NotPetya, and
SolarWinds.

8. Ransomware attacks are a major threat to
economic security.

9. Increase in ransomware attacks from
2022 to 2023.

10. Healthcare sector is particularly

vulnerable to ransomware attacks.
Highlights
e "Weak cybersecurity has the ability to
pose an existential threat to the economic
security of our respective countries."
Chapters & Topics
Economic Security
Economic security refers to the ability of

individuals, households, and communities to
meet their basic and essential needs sustainably,
as well as the national level capability to maintain
secure and resilient domestic production and

reliable access to global resources.

e Keypoints

o Micro level: meeting basic needs such as
food, shelter, clothing, health care,
education, livelihoods, and social
protection.

o National level: secure and resilient
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domestic production capabilities and
reliable access to global resources.
Examples

In October 1929, the U.S. stock market
crashed, losing nearly 50% of its value by
$34

billion in value was lost, and the Dow

mid-November. Over three days,

Jones Industrial
30%.
The terrorist attacks against the U.S. in

Average dropped by

September 2001 caused losses exceeding

$100 billion, including lost lives, property

damage, and lost production of goods and

services. The stock market dropped by

almost 700 points, with an estimated $1.4

trillion in value lost.
Cybersecurity and Economic Security
Cybersecurity is essential for maintaining
economic security, as cyber attacks can cause
significant financial losses and disrupt entire
economies.

o Keypoints

o WannaCry attack caused $4 billion in
losses globally.
attack

exceeding $10 billion.

NotPetya caused damages
SolarWinds cleanup cost estimated at
$100 billion.

Ransomware attacks are increasing in
number and range of victims.

Examples

In 2023, a ransomware attack shut down
Nagoya port, the busiest in Japan, for
three days. The attack had significant
implications for international trade, and a
longer shutdown could have devastated
Japan's economy.

Assighments & Suggestions

BRELIRE

2.3 D2-S2 Keynote Speech

Puesh Kumar (Director, U.S. Department of

Energy's Office of Cybersecurity, Energy Security,

TIv>1-I3— CREIIRIF-EY/N\-tF+1)57¢- I
VE—tF1)57¢-B2MWILE BR)

99




and Emergency Response: CESER)

Cybersecurity, Energy Systems, Resilience
Theme

This speech, held on October 31, 2024, focused
on the security and resilience of U.S. energy
systems. Key topics included global cyber threats
to energy infrastructure, significant investments
in clean energy, the evolution of the energy
sector, and the emergence of virtual power
plants. Strategies to address cyber threats were
the
hardening energy systems,

discussed, emphasizing importance of
increasing threat
visibility, and building security and resiliency by
design. The speech also highlighted collaborative
efforts and initiatives like the Energy Threat
Analysis Center and Cyber-Informed
Engineering.
Takeaways
1. Introduction to CESER and its focus on
the security and resilience of U.S. energy
systems.
2. Global perspective on cyber threats to
energy infrastructure.
3. Macro trends in energy systems,
including significant investments in clean
energy.
4. Evolving energy sector with distributed

generation and new market players.

5. Importance of multimodal
communications networks for grid
reliability and efficiency.

6. Emergence of virtual power plants

(VPPs) and their reliance on cloud-based
providers.

7. Cyber threats to energy infrastructure
from nation-state actors and criminal
activities.

8. Need for collaboration to address global
cyber risks to energy systems.

9. Three main strategies to address cyber
threats: hardening energy systems,

increasing threat visibility, and building
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security and resiliency by design.
10. Sector hardening through policy work,
training, exercises, and technical
assistance.
Highlights
e "We have to tackle that cyber risk to these
same energy systems that we are all
reliant on across the globe."-- Puesh
Kumar
e "If you're not cyber secure, you're not
reliable. If you're not cyber secure, your
system may not be safe."
Chapters & Topics
CESER and its Focus
The Office of Cybersecurity, Energy Security, and
Emergency Response (CESER) focuses on the

security and resilience of U.S. energy systems.

o Keypoints

o CESER is part of the U.S. Department of
Energy.

o Focuses on cybersecurity, physical

attacks, and climate-based risks to energy
infrastructure.
Global Perspective on Cyber Threats
Cyber threats to energy infrastructure are a
global issue, involving nation-states and criminal
activities.
o Keypoints
o Energy infrastructure is targeted by both
nation-state actors and criminals.
o Collaboration is essential to address these
global cyber risks.
Macro Trends in Energy Systems
Significant investments are being made in the
U.S. energy sector to support clean energy and
infrastructure development.
e Keypoints
o $62
infrastructure law.
o $369 billion from the Inflation Reduction
Act.
o $100 billion in projected private capital for

billion from the bipartisan

o ERFHOKRE

o JBFEEEN

o BEBAVIZOBRL
JU=YIRXNF-ADIZE LB
D=2 TIRINF— (T 2IREL . BhEREPBRARLDE
ENEATLS,

« ER

o KXBENFEE

o ENIFE

o BIEHMEBELFREAIS
DEBFEEBLEERYNI-IDOEEE
DEERBOE RV, EREEOFEVBEERYNI T
MAE,

« ER

o ABNAEBLANFEE

o NIFE-ROBERYNI-Y

o BIRBIVEIREE
ISIYRR=ADAYITFANGIFv—
DI RR=Z2OTONAF=DNIRIF—1>T5D/\WIT IR
7=,

« EXR

o Amazon. Google. Microsoft

o TULRMOMELR

o A2IZIARNDHI
IFNF 12T DMBIEFRSALE
HEROARFINEASNBVETRAES A ZENED.

« EXR

o J3UREITOXIY N

o MHEIZF/OXINE

o RS AEDIEM
BAN-tF1VFT1DEEN
IXRNF 22T LOTF 1T 1 ER8E 2 AR T DT28HDER
Do

e EBm

o IFNF-IRFTLD58IE

o BEIDRIRIL

o EFtt=EE#E
TOH-IN\-R=>)
IR F =12 TZ0RIEEFHLVTIZ T LA 7 —DR-Z 54
ML,

e EBm

o BLEBIRATLDHELL

101




clean energy.
Evolving Energy Sector
The energy sector is evolving with distributed
generation, new market players, and advanced
communications networks.
o Keypoints
o Shift from large centralized generation to
distributed generation.
o New market players entering the energy
community.
o Need for multimodal communications
networks for grid reliability and efficiency.
Virtual Power Plants (VPPs)
VPPs are critical to the energy transition and rely
on cloud-based providers.
o Keypoints
o VPPs use cloud infrastructure for backend
operations.
o Security concerns with moving traditional
energy infrastructure to the cloud.
Cyber Threats to Energy Infrastructure
Energy infrastructure faces cyber threats from
both nation-state actors and criminals.
o Keypoints
o 85% of U.S. energy infrastructure is
privately owned and operated.
o Complexity of managing thousands of
utility and energy companies.
o Focus on both IT and OT technologies to
mitigate threats.
Strategies to Address Cyber Threats
Three main strategies to address cyber threats:
hardening energy systems, increasing threat
visibility, and building security and resiliency by
design.
e Keypoints
o Investing in hardening energy systems
through policy, training, and technical
assistance.
o Increasing visibility of threats to get ahead
of potential impacts.

o Building security and resiliency by design
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in energy systems.
Sector Hardening
Efforts to harden the energy sector include
establishing baselines for new market players and
developing supply chain cybersecurity principles.
o Keypoints
o Establishing baselines for companies
operating distribution systems and clean
energy.
o Developing supply chain cybersecurity
principles with global manufacturers.
Energy Threat Analysis Center
A collaborative effort between the Department of
Energy and industry partners to improve visibility
of threats on private sector systems.
o Keypoints
o Collaboration with over 3,000 electric
utility companies.
o Sharing information about cyber attacks
across the United States and globally.
Cyber Testing for Resilient Industrial Control
Systems (CyTRICS)
A program focused on deep dive cybersecurity
vulnerability testing and forensic analysis of
industrial control systems.
o Keypoints
o Partnership with manufacturers.
o Development of software bills of material.
o Public release of vulnerabilities and
mitigation measures.
Cyber-Informed Engineering (CIE)
An initiative to integrate cybersecurity into the
design cycle of engineering projects.
e Keypoints
o Cyber-Informed Engineering
implementation plan.
o Systems engineering approach to build in
cybersecurity.
o Consequence-driven approach to prioritize
and mitigate cyber risk.
Visibility in OT systems
Increasing visibility into operational technology
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(OT) systems to detect vulnerabilities and
anomalous activities.
o Keypoints
o Integration of cybersecurity tools and
technologies.
o Behavioral activity monitoring in OT
systems.
Secure by Design
A concept to ensure that systems are designed
with cybersecurity as a fundamental component.
e Keypoints
o Driving a culture of designing equipment
with cybersecurity in mind.
o Linking cybersecurity to reliability and
safety.

Assighments & Suggestions

2.4 D2-P3 Panel: International Critical Infrastructure

Moderator: Greg Rattray

ETL—49—: JLwJ-ovhoA

Panelists: JNRUZ S

- Jun Murai - ANFH HE

- Chikara Nakama (Splunk Japan) - {HR] 53 (Splunk Japan)

- Chris Grady - DURHD3574

- Alexander Patton (Amentum Japan) - PLFGIA— )RS (TAALSYINY)
Overview mEAE

This speech summarizes the key points from a | EIRMICEERA IS

panel session on internationally important
infrastructure and economic security. It includes
discussions on infrastructure security, Splunk's
role, and security and confidential information.
Action items are listed at the end.
Panel Session on Internationally Important
Infrastructure
Moderator Introduction
e Moderator: Greg Rattray
o Introduction: Greg Rattray introduced
himself and mentioned the importance of
the panel session on internationally
important infrastructure and economic
security.
Infrastructure and Economic Security

o Slides Presentation:
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o Slide 1: Greg shared a personal slide
showing Mt. Fuji from his balcony, dated
October 10, 2024,
significance of the day.

o Slide 2: Highlighted the availability of 300

emphasizing the

Mbps internet on Japan Airlines,
illustrating advancements in
infrastructure.

o Slide 3: Discussed the importance of
recognizing weaknesses in infrastructure,
such as height recognition.

o Slide 4:
mentioned INSS as the only entity

Introduced 3D mapping and

working on it.

o Slide 5: Addressed concerns about the
electricity grid and ongoing discussions
with the electricity company.

Splunk’s Role in Infrastructure Security
e Speaker: Business Development
Executive from Splunk

o Company Overview: Splunk is a data
provider focused on monitoring security

and system operations to maintain system

resilience.

o Implementation: Splunk implements
systems to monitor and maintain
infrastructure security, applying new

blocks and collaborating on data.

o Experience: The speaker has 20 years of
experience in medical infrastructure and
security, highlighting the interdependence
of these sectors.

Security and Confidential Information

e Speaker: Murai

o Questions Raised:

o Definition and criteria for security or

information in critical

(e.g.,
transportation, mapping).

confidential

infrastructure nuclear plants,
o Handling updates and screening processes
for security clearance.

o Impact on employees, including temp
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workers, if they refuse screening.

o Management of private information and
security clearance mechanisms from the
United States.

Action Items

[ ] Discuss and address concerns with the
electricity company regarding the optimal grid.

[ ] Explore collaboration opportunities on data
with Splunk.

[ 1 Define and clarify criteria for security and
confidential information in critical infrastructure.

[ 1 Review and potentially revise screening
processes for security clearance, including the
impact on temp workers.
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2.5 D2-P4 Panel: Japanese Critical Infrastructure

Moderator: Chikara Nakama

Panelists:

- Takashi Ebihara (Chief Technology Officer, Chief
Information Officer, Executive Vice President,
Head of Digital Transformation Headquarters and
Innovation and Technology Department, Nippon
Telegraph and Telephone East Corporation)

- Tadashi Uchida (Executive Officer, General
Manager of Digital Transformation Promotion
Office, Chief Information Security Officer, Chubu
Electric Power Co., Inc.,)

- Noboru Nakatani (Corporate EVP Chief Security
Officer, NEC Corporation)

- Tadashi Kaji (Distiguished Researcher, Hitachi,
Ltd. Research & Development Group)

EL—5-:{f@E B

JNRUZ S

- BER ¥ (REASBEEFEKRASHT EHFIITE
B TIANERAER KimT)./0>—-8R3#S CTO

CIO)
- NH B (PEEHLHRASIE BITIRE DX =
£ CISO)

- By B (BHARBRHKASH #iT® Corporate
EVP 3 Chief Security Officer)

- i BE (RANStHEZEERR ARERIIL-T E
BARE)

Overview
This speech provides a comprehensive summary
of the meeting held on 2024-10-31, focusing on
critical infrastructure, cybersecurity, and public-
private partnerships. The discussions covered
various aspects of infrastructure resilience,
cybersecurity measures, and the importance of
collaboration between different sectors.
identified
and

Key

action items were to enhance

communication, training, information-
sharing mechanismes.
Introduction of Panelists
Moderator
o« Nakama
o Role: Business Development and Critical
Infrastructure at Plaud
o Company: Splunk
o Focus: Business development and critical
infrastructure

o Services: Security and system operation
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company providing a data analysis
platform

Cybersecurity Applications: Offers
various software and services to connect,

visualize, and analyze data

Panelists

(o]

(o]

Discussion

Mr. Ebihara
CTO, CIO,
President

Role: and Executive Vice
Company: NTT East

Mr. Tadashi Kaji

Role: Distinguished Researcher
Company: Hitachi Limited

Mr. Tadashi Uchida

Role: Executive Officer and CISO
Company: Tube Electric Power Company
Mr. Noboru Nakatani

Role: Corporate Executive Vice President
and Chief Security Officer

Company: NEC Corporation

Critical

on Japanese

Infrastructure

Panelists: Four outstanding speakers will
discuss various aspects of Japanese
critical infrastructure.

act as the

Moderator: Nakama will

moderator for the session.

Introduction and Speaker Backgrounds
Mr. Uchida (Chubu Electric Company)

(o]

Background:

20 years in cybersecurity with Japan Self
Defense Forces.

Experience at the cabinet secretariat and
Cisco.

Involved in critical infrastructure for many
years.

Role:

In charge of IT and digital transformation
at Chubu Electric Company.

Chief Information Security Officer (CISO).
Representative director of the ISAC for the
electric power industry.
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Mr. Kaji (Hitachi)

(o]

(o]

(o]

(o]

Background:

Joined Hitachi in 1996.

Involved in R&D of security, focusing on
enterprise information systems, network
securities, and critical infrastructure
security.

Briefly managed control systems and
security in 2014.

Role:

Professor at Hitachi.

Focus on defending critical infrastructure.

Critical Infrastructure Issues and Company

Initiatives

Chubu Electric Company

(o]

Company Overview:

Operates in the Chubu area (between
Tokyo and Osaka), covering about 10
million households.

Engages in electrical power, overseas
business, nuclear power, and community
support infrastructure.

Technological Focus:

Utilizes Al in the electrical industry.
Emphasizes the need for semiconductors
and clean energy.

Energy System Transition:

Shift from centralized to distributed
energy systems.

Focus on local energy generation to
reduce risks.

Cybersecurity Approach:

Centralized protection for distributed
energy systems.

Adoption of the zero-trust concept, where
each player is responsible for their
devices.

Framework for collaboration based on
zero-trust.

Cyber and Physical Security:

Security Operations Center for monitoring

cyber incidents and natural disasters.
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(o]

with
infrastructure companies in the Chubu

Interdependencies other
area.

Annual joint exercises and information
sharing within the Chubu cybersecurity
community.

Hitachi

(o]

Company Overview:

Founded in 1910, initially a machine repair
shop at a mining company.

Mission: Contribute to society through

superior  original technology and
products.
Three

Industries, Green Energy and Mobility,

main sectors: Connective
Digital Systems and Services.

Security Services:

Provides security functionality across all
sectors.

Emphasizes security by design, security
by default, vulnerability management, and
incident readiness and response.

Current Focus:
Vulnerability management through
security digital twin.

Incident readiness and response training

services.

NTT East Overview and Initiatives

Company Background

Speaker: Ebihara-san, CIO and CTO of
Washington, D.C.'s CSIS, NTT East
Company Overview:

NTT East covers the eastern area of Japan
with 13 million subscribers.

Provides about 250 billion yen annually,
similar to NTT West, totaling around 1.2
trillion yen (8 billion USD).

Digitalization and Infrastructure

(e]

Digitalization:

Japan's digitalization was slow but
accelerated post-COVID-19.
Increased remote work led to new
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challenges and a shift to cloud services
and robotics.
o Infrastructure Resilience:
o Emphasis on enhancing resilience due to
dependency on infrastructure.
o Preparation for natural disasters and
cybersecurity is crucial.

o Lessons from the 2011 earthquake:
Tsunami and prolonged power outages
had significant impacts.

o Enhanced power resilience and relocation
of structures in tsunami-prone areas.

o Partnerships with power companies like
Tokyo Gas and Tokyo Electric Power for
various initiatives.

Cybersecurity

e Cybersecurity Measures:

o Partnership with JFD for reaching isolated
regions during disasters.

o Use of layered security approaches,
policies, and training.

o Each company and the group have CERT
(Computer Emergency Response Team)
for extensive training.

NEC Cybersecurity Approach
Speaker Background

e Speaker: Mr.
Officer at NEC

o Experience:

Nakatani, Chief Security

o Former National Police Agency officer with
26 years of service, including 11 years at
Interpol.

o Experience in counterintelligence and

cybercrime countermeasures.

NEC's Cybersecurity Efforts
e Company Overview:

o NEC has 254 group companies involved in
various digital infrastructure activities,
including satellites and submarine cables.

o Major supplier of submarine cable

carrying 99%  of

intercontinental communication.
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Cybersecurity Strategies
o Protection Measures:
o Efforts to prevent eavesdropping on
submarine cables.
o Use of Al for cybersecurity, acknowledging
that criminals also use Al
o Importance of data confidentiality and
integrity.
e NEC's Focus Areas:
o Network security, endpoint security, and
cloud security.
o Emphasis on the human element in
cybersecurity.
e AI and Cybersecurity:
o Real-time malware detection and
monitoring.
o Cyber attack root diagnosis service for
factory OT systems.
o Use of Al to identify vulnerabilities and
monitor irregular spikes in packets.
Unique Cyber Intelligence Infrastructure
o KOTOMI:
o A unique cyber intelligence infrastructure
used for security purposes.
o Aims to protect LLNs (Low Latency
Networks) using Al
Protection of Domestic Critical
Infrastructure
Public-Private Partnerships
e Incident Reporting
o Incident reports must be made by critical
infrastructure providers.
o Current status and challenges of public-
private  partnerships need to be
examined.
o Incident reports are already being made,
indicating ongoing changes.
e Business Continuity Planning (BCP)
o Necessary to consider BCP aspects in
public-private partnerships.
o In case of an

incident, recovery can

involve switching to human intervention
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for fiber areas.
Both cyber and physical responses are
required for stable supply.

Cyber and Physical Response

(o]

Incident Management

Relevant agencies and ministries are
informed in case of an incident.

Cyber reasons for incidents are analyzed
and reported.

Centralized Contact Point

A centralized contact point for cyber
incidents is needed.

This could be a ministry, agency, or NISC
(National Information Security Center).
Bidirectional Information Exchange
Reporting should involve a pilot or
bidirectional exchange of information.
Governance and monitoring functions
should support these bodies.

Public-Private Partnerships in Emergencies

Information Delivery and Control Systems

(0]

Mr. Kaji's Perspective:

In emergencies, critical information must
the
organizations and people.

be delivered to necessary
Hitachi produces a control system with
distributed calculation nodes connected to
a sharing field.

Sensitive information should be used
based on this concept, especially in
emergencies.

Recently, the concept of a secure data
space has emerged, allowing authorized

persons or organizations to access data.

Disaster Management and Cybersecurity

(o]

Mr. Ebihara's Perspective:
Basic disaster management law specifies

telecommunication as special
infrastructure, = which  cannot  stop
functioning.

In case of accidents, reports must be
made to the authority, and instructions
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(o]

(o]

Strategic,

are received from them.

The Cyber Security Council,
NISC JPCERT,
information.

involving

and provides threat

The economic security law requires
reporting on operations and cyber threats
to the

committee.

authority and privacy law

Emphasizes the need for bi-directional

communication and centralized

information-sharing organizations.
Business

Technological, and

Layers

(o]

Mr. Nakatani's Perspective:
Public-private partnerships are crucial,
especially in emergencies.

Emphasizes the importance of reporting
to a single organization rather than
multiple ones.

Introduces the concept of "Know Your
Counterpart" (KYC) across three layers:
**Strategic Layer:**Managed by METI,
Keidanren, and management teams.
**Technological Layer:**Focused on
detailed technical work.

**Business Layer:**Lacks partnerships
during  peaceful

times, posing a

challenge.

Understanding and Managing Organizations

Incident

Response and Organizational

Review

(o]

Mr. Kaji's Perspective:
Hitachi created an organization to review

systems after a WannaCry incident,
establishing roles like CISO.

Emphasizes  product security and
standardization to increase maturity
levels.

Collaboration between product

development and incident control teams is
crucial.

Governance and Inventory Control
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e Mr. Ebihara's Perspective:

o As a CIO, managing tens of thousands of
nodes and various OS versions is
challenging.

o Emphasizes the importance of controlling
inventory and procurement to avoid
threats.

o Highlights the difficulty in tracing back
components but stresses the need to
assess risks.

Visualization and Command Control

e Mr. Nakatani's Perspective:

o Visualization of the company's situation is
essential.

o Uses dashboards to show various patterns
for each business unit.

o Emphasizes the importance of conveying
information using data and having a
command control structure.

Supply Chain and Security Steps

e Mr. Uchida's Perspective:

o Recent incidents show the impact of
supply chain issues on the main company.

o Governance and face-to-face contacts are
necessary to build trust.

o Certification systems are employed to
ensure cybersecurity.

Training and Resource Management
Training Objectives and Methods

e« Mr. Ebihara's Perspective:

o Training is carried out with local
governments and self-defense forces
using scenarios.

o Cyber training includes dealing with
information leakage incidents and
ransomware.

o Internal activities like capture the flag
competitions and certification systems
motivate technical engineers.

Capacity Building and Business Continuity
 Mr. Nakatani's Perspective:

o Training objectives include raising skills,
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capacity building, and business
continuity.

o Security awareness training includes
phishing mail simulations.

o Emphasizes the need for cyber BCP
activities, including backup and recovery
training.

Collaborative Exercises and Geopolitical
Risks

e Mr. Ebihara's Perspective:

o Collaborative exercises among different
infrastructures are necessary.

o Exercises should combine cyber and
physical space threats.

o Geopolitical risks require more
comprehensive exercises beyond phishing
and ransomware.

Hitachi's Security Training Arena

e Mr. Kaji's Perspective:

o Hitachi provides security training for all
employees, departments with incidents,
and clients.

o The training arena includes red team and
blue team exercises monitored by a white
team.

o Emphasizes the importance of
communication among  stakeholders
during incidents.

Understanding and Managing Organizations
Incident Response and Organizational
Review

e Mr. Kaji's Perspective:

o Hitachi created an organization to review
systems after a WannaCry incident,
establishing roles like CISO.

o Emphasizes product security and
standardization to increase maturity
levels.

o Collaboration between product
development and incident control teams is
crucial.

Governance and Inventory Control
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e Mr. Ebihara's Perspective:

o As a CIO, managing tens of thousands of
nodes and various OS versions is
challenging.

o Emphasizes the importance of controlling
inventory and procurement to avoid
threats.

o Highlights the difficulty in tracing back
components but stresses the need to
assess risks.

Visualization and Command Control

e Mr. Nakatani's Perspective:

o Visualization of the company's situation is
essential.

o Uses dashboards to show various patterns
for each business unit.

o Emphasizes the importance of conveying
information using data and having a
command control structure.

Supply Chain and Security Steps

e Mr. Uchida's Perspective:

o Recent incidents show the impact of
supply chain issues on the main company.

o Governance and face-to-face contacts are
necessary to build trust.

o Certification systems are employed to
ensure cybersecurity.

Training and Resource Management
Training Objectives and Methods

e« Mr. Ebihara's Perspective:

o Training is carried out with local
governments and self-defense forces
using scenarios.

o Cyber training includes dealing with
information leakage incidents and
ransomware.

o Internal activities like capture the flag
competitions and certification systems
motivate technical engineers.

Capacity Building and Business Continuity
 Mr. Nakatani's Perspective:

o Training objectives include raising skills,
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capacity building, and business
continuity.

o Security awareness training includes
phishing mail simulations.

o Emphasizes the need for cyber BCP
activities, including backup and recovery
training.

Collaborative Exercises and Geopolitical
Risks

e Mr. Ebihara's Perspective:

o Collaborative exercises among different
infrastructures are necessary.

o Exercises should combine cyber and
physical space threats.

o Geopolitical risks require more
comprehensive exercises beyond phishing
and ransomware.

Hitachi's Security Training Arena

e Mr. Kaji's Perspective:

o Hitachi provides security training for all
employees, departments with incidents,
and clients.

o The training arena includes red team and
blue team exercises monitored by a white
team.

o Emphasizes the importance of
communication among  stakeholders
during incidents.

Action Items

[ 1 Show the slides as requested by Nakama.

[ ] Proceed to the next slide as indicated.

[ ] Limit presentation times to five minutes per
speaker.

[ 1 Enhance infrastructure resilience for natural
disasters.

[ 1 Conduct cybersecurity training and policy
implementation.

[ 1 Monitor and improve Al-based cybersecurity
measures.

[ 1 Collaborate with power companies for
infrastructure initiatives.

[ ] Examine the current status and challenges
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of public-private  partnerships in critical
infrastructure protection.

[ ] Establish a centralized contact point for
cyber incident reporting.

[ ] Implement a bidirectional exchange of
information for incident reporting.

[ 1 Enhance communication and information-
sharing mechanisms among stakeholders.

[ 1 Conduct collaborative exercises combining
cyber and physical space threats.

[ ] Improve visibility and standardization of
operations and products.

[ ] Establish a security clearance mechanism
for better information control.

[ ]

programs, including cyber BCP activities.

Implement comprehensive training

2.6 D2-P5 Panel: Trusted Entity Designations for Critical Supply Chains

Moderator: Jun Osawa

Panelists:

- Mayu Arimoto (Partner, Alesia International Law
Office)

- Chris van't Hof (Managing Director, DIVD)

- Jon Chung

- Shinya Kabashima (METTI)

- Robert Martin (MITRE)
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- YYR-T7>+keikTJ (DIVD XR—=I25 - 54L95-)
- 2 F1>

- S Bt (BRERER)

- O/){—hk-¥—=F1> (MITRE)

Overview
This speech summarizes the key points discussed
during the meeting held on 2024-10-31, focusing
on choosing and defining a reliable entity for a
critical supply chain. The meeting included
presentations from representatives of METI,
Germany's Crisis Relief Organization, and a US
participant, followed by a panel discussion. Key
topics included cybersecurity, economic security,
the

partnerships.

and importance  of  public-private
Introduction
e The panel started 30 minutes late and
aimed to finish before 1 o'clock.
e The theme focuses on how to choose and

define a reliable entity for a critical supply
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chain.
The Important Economic  Security
Information Protection Act was

established in May this year in Japan.

Presentations

Economic Security Promotion Act

(o]

Kabashima (METI):
Established provisions for cybersecurity
and economic security.

METTI is responsible for risk analysis from
the perspective of economic securities.
Reorganized to address cybersecurity and
economic security under the Trade and
Economic Security Bureau.

Integrated different departments for
comprehensive coordination.

Day-to-Day Analysis:

Scenario Analysis: Includes geopolitical
risks and tabletop exercises (TTX) for
cybersecurity.

Supply Chain Analysis: Focuses on
dependency on other nations.

Technical Analysis: Covers technical
aspects and innovations.

Public-Private Partnership:

the

cooperation between government, private

Emphasized importance of
sectors, universities, and think tanks.
Recent Security Clearance Act allows for
more sensitive discussions on risk-related
information.

Role and Responsibilities

Chris Phanthoff (Germany's Crisis
Relief Organization):
crisis  relief

Leader of Germany's

organization, focusing on economic
security of the supply chain.
Ethical

mitigate cyber threats.

hacker providing support to
Supply Chain Partners:
Importance of software vendors, cloud

providers, and mail servers.
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o Risks associated with attacks on these
partners.

e Volunteer Efforts:

o Example of the Netherlands' volunteer
firefighters on the Internet.

o Designated as a trusted entity by the
Dutch government.

Importance of Reliable Networks

e Robert Martin (US Participant):

o Stressed the need for a reliable network
and supply chain.

o Highlighted the
Private Partnerships

importance of Public-
(PPP) both
cybersecurity and economic security.

for

Panel Discussion
o Key Points
e Cyber Threats Visualization:
o Importance of recognizing and visualizing
cyber threats and supply chain risks.
o Information Protection:

o Discussion on the protection of
information on financial security
insurance.

Action Items

[ 1 Enhance coordination between government,
private sectors, universities, and think tanks for
economic intelligence.

[ ] Extend the framework for sharing threat and
risk information to the economic security area.

[ 1 Implement more tabletop exercises (TTX)
for scenario analysis in cybersecurity.

[ ] Increase efforts to visualize and recognize
cyber threats and supply chain risks.
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2.7 D2-S6 Special Session: Yomiuri International Forum

Panelists:
- ADM(Ret.) Dennis Blair (Former Director of U.S.
National Intelligence)

- Satoru Tezuka (Project Professor, Keio
University, Keio University Global Research
Institute)

- Shigeru Kitamura (Former Secretary General of
National Security Secretariat of Japan / CEO,
Kitamura Economic Security Inc. / Chairman,
Yomiuri International Economic Society (YIES))

Coordinator: Kyoichi Sasazawa (Senior Research
Fellow, Yomiuri Research Institute)
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Overview
This speech summarizes the discussions and key
points from various meetings held on different
dates. The focus is on cybersecurity, human
resources development, political influence, and
the transition to a digital society. The action items
from these discussions are consolidated at the
end of the document.
Introduction
e Coordinator: Kyoichi Sasazawa
e Theme: Japan's ability to deal with the
era of mistrust and confrontation
e Speakers:
o Mr
Intelligence Director of the US Obama

Dennis Blair, former National
administration
o Mr. Tezuka
o Mr. Kitamura
Session Overview

e Broadcast: Online for Yomiuri readers
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e Organizers: Yomiuri Newspaper, Yomiuri
International Economic Association, Keio
Gijiku Global
Institute, Civilization

University, Research

Cyber Research
Center, Cyber Security Research Center,
Maida Okamoto University

Keynote Speech by Mr. Dennis Blair

Cybersecurity Threats
e Growing Threat: Cyber threats are

increasing rapidly, outpacing the ability to
defend against them.

o Fragility: The internet and connected
devices bring both benefits and significant
vulnerabilities.

e Lagging Actions: Japan's cybersecurity
measures are not keeping up with the
potential dangers.

Sources of Cyber Threats
e Criminal Organizations:

o Attacks on financial systems, essential
services, and personal property.

o International threat costing billions

annually.

e Hostile Nation States:

o Countries like China, North Korea, and
Russia pose significant threats.

o These nations have different values and
world orders compared to Japan and the
us.

o Activities include stealing intellectual
property and planting malware in critical
infrastructure.

Cooperation Between Criminals and Nation

States
e Alarming Trend: Criminal organizations

and hostile nation states are increasingly
cooperating.

e Examples: Russia and China working with

criminal hackers to attack citizens,
businesses, and security forces.
US Cybersecurity Measures
e Organized Response: The US has
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established a framework for dealing with
cyber threats.
e Recent Breaches: Examples include
Chinese hackers penetrating networks of
US service providers.
The US

focuses on detecting, remediating, and

e Continuous Improvement:

improving defenses.

Recommendations for Japan
e Urgent Action Needed: Japan must

organize its government and private
sector to address cyber threats.

o Clear Responsibilities: Assign specific
roles within the government and establish
relationships with the private sector.

e Incentives and Penalties: Encourage
private sector cooperation through both
incentives and penalties.

e Human Capacity: Develop talent in
cybersecurity to ensure a robust defense.

Panel Discussion

Professor Satoru Tezuka

e Background: Professor at Keio Gijiku

University, involved in cybersecurity
research and policy.
e Symposium: 14th Cybersecurity

International Symposium focusing on
digital security for national, economic, and
societal security.

the

footing in

e US-Japan Alliance: Emphasizes

importance  of  equal

cybersecurity efforts between the US and
Japan.

Mr. Shigeru Kitamura

e Background: Former Director of the

National Security and Security
Department.

e Legislation: Discussed the Important
Economic Security Information Protection
and Utilization Act.

e Mechanisms: Stressed the need for

monitoring and response mechanisms for
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cyber attacks.
Key Points from Discussion
o Infrastructure Protection: Importance
of protecting critical infrastructure, citing
examples from the Crimea conflict and
Ukraine invasion.
e Public-Private Cooperation: Need for
vendors to report vulnerabilities and
incidents, and share information.
e International Cooperation: Emphasized
the

collaboration in cybersecurity.

importance of international

Current State of Japan in the World

Cyber Security
e Ranking and Progress:

o Japan's cyber security is compared to
being in the "minor leagues" rather than
the "major leagues."

o Despite structural changes, Japan's on-
the-ground capability has not kept pace
with rising threats from criminal activities
and state actors like China, Russia, and
North Korea.

o The top cyber secure countries currently
are in the Baltics (Lithuania, Estonia,

Latvia) due to their rapid development of

defensive capabilities in response to
massive attacks.

e Threats and Responses:

o Japan's progress in cyber security has
been falling behind the increasing
threats.

o The importance of proactive measures to

than

measures post-attack is emphasized.

prevent attacks rather reactive
o The need for Japan to work with like-
minded countries to prevent cyber threats
and ensure national security.
Strategic and Tactical Approaches
e Strategic Importance:
o The integration of digital technology and

Al to create a safe and secure world.
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o The necessity of balancing the culture of
the country with the system to enhance
cyber security.

e Tactical Implementation:

o The importance of operational technology
in implementing system theories and
technical theories.

o The role of the technology industry in
advancing cyber security measures.

Proposed Systems
e Government's Top-Level Cloud:

o Development of a top-level cloud system
for government use.

o Implementation of a Cyber Intelligence
System from the beginning to ensure
proper attributions.

e Active Defense System:

o Establishment of an active defense system
under national security laws.

o Protection of critical infrastructure
systems for economic security.

» Digital System:

o Ensuring the functionality of essential
services like electricity, communication,
railways, ATMs, and healthcare through a
robust digital system.

Constitutional and Privacy Issues

Information Gathering and Privacy
e Constitutional Responsibilities:

o The Japanese constitution should allow
the government to gather information
about hostile intentions of its enemies
while protecting the privacy of its citizens.

o The global nature of the internet blurs
traditional physical separations,

complicating information gathering.

e Privacy Concerns:

o Challenges in balancing privacy rights with
national security needs, especially when
foreign spies use domestic systems.

o The need for a framework that allows the
government  to

gather  necessary
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information without violating citizens'
rights.
U.S.-Japan Alliance

o Evolution of the Alliance:

o The U.S.-Japan alliance has evolved from
an unequal relationship to a more
balanced partnership.

o Japan has taken the lead in many aspects
of common defense, especially as the U.S.
focused on the Middle East.

e Cyber Security Cooperation:

o Japan needs to enhance its cyber security
for its own purposes and to strengthen the
U.S.-Japan alliance.

o Collaboration in cyber security is crucial to
prevent weaknesses in one country from
being exploited against the other.

Political Influence and Cyber Threats
U.S. Presidential Elections

e Foreign Influence:

o In 2016, Russia attempted to influence
the U.S. election in favor of Donald
Trump.

o The U.S. government mobilized cyber
resources in 2018 and 2020 to counter
these attempts successfully.

e Current Threats:

o In 2024, both Russia and China are
expected to continue their efforts to
influence U.S. elections.

o These efforts include exacerbating
existing divisions within American society
and spreading misinformation.

Influence in Taiwan and Japan
Taiwan:

o Taiwan faces even higher intensity of
misinformation attacks due to its
proximity to China.

o The situation in Taiwan is more severe
compared to the U.S.

e Japan:

o There is an assumption that China
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attempts to influence Japanese politics to
its advantage.

o Efforts may include discrediting anti-
Chinese politicians and supporting those
less antagonistic to China.

Human Resources Development
Importance of Human Resources

e Growth of Human Resources:
Emphasized the need to grow human
resources step by step to ensure Japan's
capability in this area.

e Categories of Human Resources:

o Power of Initiative: Already present and
needs to be taken seriously.

o Ability to Grow Slowly and Steadily:
Requires a comprehensive approach.

Education and IT Integration

o Basic Education:

o Elementary and Junior High Schools:
Current IT education is insufficient.

o High School to University Level: Need
to increase the population receiving IT
education.

o Keio University Example: Cybersecurity
education at SFC.

e Public-Private Cooperation: Essential
for growing direct force, involving
government, private companies, and
academia.

Cultural and Ecosystem Development

e Cultural Issues: Need to discuss and
create an ecosystem for human resources
development.

e Examples from the U.S.: Military
personnel educated and transitioning to
the private sector, establishing strong
positions in companies.

Improving Social Situations
Public Officials and Professional Knowledge

e Hiring Great People: Challenge in hiring

highly skilled individuals in the public

sector.
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e Frequent Replacement: Need to replace
officials with professional knowledge more
frequently.

e Security Clearance: Preserving sensitive
information to enable public-private
cooperation.

Cybersecurity and Legal Framework

e Lack of Motivation for Security
Guarantees: Example of communication
secrecy and metadata disclosure laws.

e Cyber Attacks on Medical Institutions:
Frequent attacks but lack of specific legal
mention.

Cybersecurity Team Dynamics
Example from the U.S.

e Team Composition: Mix of experienced
civilians, military personnel, and young
individuals with diverse backgrounds.

e Interactive Fight in Cyberspace:
Personal and interactive approach to
cybersecurity.

e Patriotism: Unites the team in defending
against cyber threats.

Japan's Potential

e Talent and Education: Japan has the
talent but needs more education and on-
the-job learning.

o Initiatives in Yokosuka: Collaboration
between Ministry of Defense, IT
companies, and educational institutions.

e Need for Incentives and Rewards:
Faster development and recognition of
cybersecurity efforts.

Senkaku Islands Incident (2011)
Nationalization and Media Reports

e Event Description: In 2011, the Noda
Cabinet nationalized the Senkaku Islands.

e Media Reports:

o News spread about a large number of
fishing boats heading to the Senkaku
Islands.

o Reports also claimed that numerous
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Chinese military aircraft carriers were
heading to the islands.

o Clarification: These reports were later
found to be inaccurate.

Cyber Security and Information
Manipulation
Actors in Information Manipulation

e Criminals and Government: Both
criminals and government entities are
involved in manipulating information.

o Forms of Warfare:

o Legal War: Using legal means to influence
information.

o Political War: Political strategies to
manipulate public perception.

o Psychological War: Psychological tactics
to sway national will.

Importance of Fact-Checking

e Media Responsibility: Emphasized the
need for thorough fact-checking by the
media to avoid spreading misinformation.

¢ National Resilience: Importance of not
being intimidated by manipulative
activities.

Cyber Literacy

e Healthy Cyberspace: Advocated for
leading a healthy life in cyberspace.

o Citizen Literacy: Discussed incorporating
cyber literacy for each citizen to better
navigate and understand the digital
world.

Transition to Digital Default
Importance of Digital Default

e Current Culture: The prevailing culture in
the country is still heavily reliant on
paper.

e Goal: Transitioning to a digital default is
seen as the most crucial step.

e Outcome: Moving to digital will ultimately
foster trust.

Interoperability and Trust
o Interoperability: Essential for achieving
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a digital society.

e Assurance Levels: Different levels of
trust and assurance need to be
considered.

e Social Foundation: Establishing a robust
social foundation is critical.

Crime and Social Habits

e Example of Crime: In Japan, there is a
unique social habit related to crime.

o Interoperability in Crime: The act of
committing a crime is the same for
everyone, demonstrating interoperability.

e Power of Crime: The reliability and
security of the power behind the crime are
key points.

o Safe Digital Society: Ensuring a secure
and reliable digital society is paramount.

Building Trust

e Trust in Signatures and Approvals: It's
important to build a world where the trust
of those who sign and approve documents
is solid.

e Society 5.0: Introduced as a data-driven
architecture.

o 20th Century: Era of oil.

o 21st Century: Era of data.

e Zero Trust Concept: Using this concept
to build trust in a data-driven society.

Action Items

[ 1 Assign clear responsibilities within the
government for cybersecurity.

[ ] Establish relationships and cooperation
mechanisms between the government and
private sector.

[ ] Develop incentives and penalties to
encourage private sector participation in
cybersecurity efforts.

[ ] Create a policy and legal framework to
facilitate information exchange and
collaboration.

[ ] Promote cybersecurity as a career to

develop necessary human capacity.
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[ ] Develop and implement a top-level cloud
system for government use.

[ 1 Establish a Cyber Intelligence System from
the beginning.

[ 1 Create an active defense system under
national security laws.

[ 1 Protect critical infrastructure systems for
economic security.

[ ] Ensure the functionality of essential services
through a robust digital system.

[ 1 Enhance Japan's cyber security measures
and collaborate with the U.S. to strengthen the
alliance.

[ ] Increase IT education at elementary and
junior high school levels.

[ 1 Enhance cybersecurity education at high
school and university levels.

[ ] Foster public-private cooperation for human
resources development.

[ ] Develop a comprehensive ecosystem for
human resources growth.

[ ] Implement frequent replacement of officials
with professional knowledge.

[ ] Establish security clearance for preserving
sensitive information.

[ 1 Incentivize and reward cybersecurity efforts
in Japan.

[ ] Conduct thorough fact-checking of
information before dissemination.

[ ] Develop and implement cyber literacy
programs for citizens.

[ ] Transition to a digital default in the country.

[ ] Establish different levels of trust and
assurance.

[ ] Build a robust social foundation for a digital
society.

[ 1 Ensure the reliability and security of digital
systems.

[ 1 Promote the concept of Society 5.0 and its
data-driven architecture.

[ ] Implement the zero trust concept to build

trust in the digital era.
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2.8 D2-S9 Speech

Seow Hiong Goh (Representative, Coalition for
Cybersecurity in Asia-Pacific)

TY-k3>-I— (PE7REFFAN-CFIVTEEK
=)

AI, Cybersecurity, Data Security
Theme
This speech, held on October 31, 2024, explores
the relationship between AI and cybersecurity.
Key topics include AI as a vulnerability, data
security risks, model security risks, infrastructure
risks, and various types of attacks such as data
poisoning and evasion attacks. The speech also
covers government approaches to Al regulation
and organizational guidance for managing Al
risks.
Takeaways

1. Al and cybersecurity relationship
Al as a vulnerability
Data security risks
Model security risks
Infrastructure risks
Application risks
Data poisoning
Data extraction

O o N U b WN

Inference data
10. Evasion attacks

Highlights

o "Al itself is potentially a vulnerability."
Chapters & Topics
AI and Cybersecurity
The relationship between AI and cybersecurity,
including how Al can be used for both attacks and
defense.

e Keypoints

o Al can be used to mount attacks.

o Al can be used to defend against attacks.

o Al itself can be a vulnerability.
Data Security Risks
Risks associated with the data used to train Al
systems.

e Keypoints

o Data poisoning
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o Data extraction

o Inference data

e Examples
During the process of training the data, affecting
the input data to introduce back doors into the Al
system.
Using queries to infer what data was used to train
the A,
information.
Model Security Risks
Risks associated with the AI model itself.

potentially  extracting sensitive

o Keypoints

o Evasion attacks

o Backdoor attacks

o Model poisoning

o Model stealing

e Examples
Causing the Al
misdiagnose a situation, such as not recognizing

system to misclassify or

a stop sign.

Training the AI to misbehave in a certain way,
such as misclassifying faces when a particular
pair of glasses is worn.
Infrastructure Risks
Risks with
supporting Al systems.

associated the infrastructure

o Keypoints

o Denial of service

o Resource exhaustion
Government Approaches to AI Regulation
Different approaches taken by governments in
the Asia-Pacific region to regulate Al

e Keypoints

o Building on existing laws

o Avoiding over-regulation

o Developing standards
Organizational Guidance for Al
Guidance for organizations on how to manage Al
risks.

e Keypoints

o Guidance and oversight

o Life cycle management
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o Model security

o Data management

o Transparency

o Incident reporting and response
Assighments & Suggestions

2.9 D2-P7 Panel: Evolving Compute Paradigms and National Security: Navigating the Edge

to Cloud Continuum

Moderator: James Miller (Director, JICSS)
Discussant: David J. Farber (Special Advisor,
JICSS/Guest Professor, Keio University)
Panelists:

- Aapo Oksman (Founder, Juurin Oy)

- Tripp Roybal (Director of Engineering, Japan
Secure Technologies, K.K)

- Kamel Ghali (Vice President, Car Hacking
Village)

- James Bettke (Security Researcher)

EFL—4—:35—-21—-AX (JICSS T1LD45-)
TAAhYB >N FAEYR-TJ7—)\— (JICSS %¥5IREaR])
JNRUZ S

- 7—iR-APAI> (Juurin Oy Bl%E)

- MyZ -0/ N\=)V(FEREHE v\ td17579./05—
AFAREER)

- AX)L-AHY (Car Hacking Village BI&&)

- D1-LA-NvF (TF1UFT—HFTRE)

Cybersecurity, IoT, Regulation
Theme
This speech, part of the Annual Cybersecurity
Summit, covered key topics including the impact
of digitization on cybersecurity, the challenges
and solutions in IoT security, and Japan's legal
and regulatory approaches to cybersecurity.
Highlights included discussions on the integration
of new systems into existing infrastructure, the
importance of authentication and auditing
techniques, and the role of edge computing and
local storage in IoT systems.
Takeaways
1. Annual Cybersecurity Summit
2. Evolving compute platforms and
economic/national security
3. Digitization and cybersecurity
4. Integration of new systems into existing
infrastructure
5. Authentication, authorization, and
auditing techniques
6. Japan's legal and regulatory approaches
Progress in economic and national

security
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8. Cybersecurity outcomes and regulatory
changes
9. IoT security and consulting
10. Automotive cybersecurity
Highlights

e "The value of digitizing systems and
improving their cybersecurity, their ability
to take advantage of data to do the sorts
of things that we were just hearing about
with Al, are important and something that
everyone should be prioritizing."

e "If you can hack one device, you most
likely can hack all of them."

e "I think as cybersecurity and privacy has
become more of a priority in this digital
interconnected age, understanding of
computer networks and cybersecurity, I
would hope, becomes a fundamental thing
that you learn as you grow up."-- Camille

Chapters & Topics

Annual Cybersecurity Summit

A yearly event where experts gather to discuss
the latest trends and issues in cybersecurity.

o Keypoints
o Opportunity to meet old and new friends
o Discussion on Al and cybersecurity

concerns
o Focus on evolving compute platforms and
their impact on economic and national
security
Digitization and Cybersecurity
The process of converting physical elements into
digital form and the associated cybersecurity

challenges.
e Keypoints
o Digitization offers tremendous

opportunities and benefits
o Increased attack surface with digitization
o Importance of integrating new systems
into existing infrastructure
Japan's Legal and Regulatory Approaches
and

Japan's approach to developing legal
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regulatory systems for cybersecurity.
o Keypoints

o Outstanding jurisdiction for legal and
regulatory systems
o Progress in economic and national

security

o Need for better cybersecurity outcomes
IoT Security
Security measures and consulting for Internet of
Things (IoT) systems.

o Keypoints

o Consulting and security assessments for

IoT systems

o Participation in automotive hacking

competitions

o Challenges in securing IoT devices
Supply Chain Security
Ensuring the security of the supply chain for
various products, especially in the context of IoT
and automotive industries.

o Keypoints

o Importance ofSBOM (Software Bill of

Materials)

o Impact of Cyber Resilience Act (CRA)

o Challenges in securing supply chains
Cyber-physical systems and their potential
safety implications
Cyber-physical systems, including passenger
vehicles, interact with the real world and people,
posing potential safety risks in the event of a

compromise or cyber-attack.

e Keypoints

o Interaction with the real world and people

o Potential safety risks in case of
compromise

o Importance of addressing these risks
Risk quantification and threat analysis in the
automotive industry
Risk quantification and threat analysis are
essential methodologies in the automotive
industry to understand the impact of cyber

attacks and allocate resources for securing
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devices.

o Keypoints

o Importance of risk quantification

o Threat analysis methodologies

o Resource allocation for security
SAE ISO 21434 standard for
cybersecurity
SAE ISO 21434 is an industry standard adopted
for vehicle cybersecurity regulation, providing a

vehicle

framework for risk assessment and compliance.
o Keypoints
o Industry standard for vehicle
cybersecurity

o Framework for risk assessment
o Compliance with regulations
The role of auditors in legislation compliance
Auditors rely on risk assessments to understand
the stakes and judge whether the steps taken to
secure assets are appropriate or lacking.
o Keypoints
o Reliance on risk assessments
o Understanding the stakes
o Judging the appropriateness of security
measures
The impact of cyber attacks on economic
security
Cyber attacks on logistics functions can have
large-scale economic security implications,
requiring heightened concern and a risk-based
approach to reviews.
e Keypoints
o Impact on logistics functions
o Large-scale economic security
implications
o Need for heightened concern and risk-
based approach
The use of drones in military and civilian
contexts
Drones are used in both military and civilian
contexts, with implications for data collection,
command and control, and cybersecurity.

e Keypoints
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o Use in military and civilian contexts

o Data collection and command and control

o Cybersecurity implications
Challenges in drone operation and regulation
in Japan
Japan faces challenges in drone operation and
regulation, including difficulties in flying and
which
familiarity and innovation.

testing drones, impact  workforce
o Keypoints
o Challenges in drone operation
o Regulatory issues
o Impact on workforce familiarity and
innovation
The importance of edge computing and local
storage in drone operations
Edge computing and local storage are crucial in
drone operations for data capture, processing,
and ensuring functionality during infrastructure
failures or jamming.
o Keypoints
o Importance of edge computing
o Local storage for data capture and
processing
o Ensuring functionality during failures or
jamming
The role of 5G
technologies in IoT automation

and other wireless
5G and other wireless technologies play a
significant role in IoT automation, providing
connectivity and enabling secure command and
control of devices.

e Keypoints

o Role of 5G in IoT automation

o Connectivity and command and control

o Security implications
The need for diversified wireless technologies
for command and control
Diversifying wireless technologies, such as
Bluetooth, mesh technologies, and LoRa, is
essential for reliable command and control,

especially during infrastructure failures.
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o Keypoints

o Diversification of wireless technologies

o Bluetooth, mesh technologies, and LoRa

o Reliability during infrastructure failures
The integration of communication and data
processing in IoT systems
The
processing in IoT systems blurs the lines between

integration of communication and data

these functions, requiring a seamless approach to
design and implementation.

o Keypoints

o Integration of communication and data

processing

o Blurring of functional lines

o Seamless desigh and implementation
The importance of secure local computing in
IoT systems
Secure local computing is a critical component of
IoT systems, enabling data processing and
security functions closer to the data source.

o Keypoints

o Importance of secure local computing

o Data processing closer to the source

o Enhanced security functions
The role of Japan in robotics and hardware
innovation
Japan excels in robotics and hardware innovation,
with opportunities to lead in the development of
secure and advanced IoT systems.

o Keypoints

o Excellence in robotics and hardware

o Opportunities for leadership in IoT

o Development of secure and advanced

systems

The need for adaptable security requirements
in future IoT systems
Future IoT systems must be designed with
adaptable security requirements to address

evolving threats and ensure long-term

protection.
e Keypoints
o Adaptable security requirements
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o Addressing evolving threats

o Ensuring long-term protection
The importance of zero trust principles in IoT
device design
Zero trust principles are essential in IoT device

design, ensuring that devices do not trust
external inputs and have built-in security
measures.

o Keypoints

o Zero trust principles

o No trust in external inputs

o Built-in security measures
The potential risks of power grid

vulnerabilities
Power grid vulnerabilities, such as those in solar
panels and energy management systems, pose
significant risks, including the potential for
blackouts caused by cyber attacks.
o Keypoints
o Risks of power grid vulnerabilities
o Impact on solar panels and energy
management systems
o Potential for blackouts caused by cyber
attacks
The need for rate limiting and AI-based
detection in IoT devices
and Al-based

detection in IoT devices can prevent widespread

Implementing rate limiting
control and mitigate the impact of cyber attacks.

o Keypoints

o Importance of rate limiting

o Al-based detection

o Preventing widespread control
The importance of strong edge computing in
robotics
Strong edge computing is crucial in robotics to
ensure safe operation, data confidentiality, and
functionality during connectivity issues.

e Keypoints

o Importance of strong edge computing

o Ensuring safe operation

o Data confidentiality and functionality
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The role of identity verification in IoT
security
Identity verification is essential in IoT security to
ensure that commands are coming from trusted
sources and to prevent unauthorized access.

o Keypoints

o Importance of identity verification

o Ensuring trusted command sources

o Preventing unauthorized access
The need for continuous scanning and
reporting of IoT vulnerabilities
Continuous scanning and reporting of IoT
vulnerabilities are necessary to identify and
address security issues promptly, ensuring the
safety and reliability of IoT systems.

o Keypoints

o Importance of continuous scanning

o Reporting of IoT vulnerabilities

o Ensuring safety and reliability
Zero Trust Principle
A cybersecurity concept where no entity inside or
outside the network is trusted by default.

o Keypoints

o Often misunderstood

o Implemented by taking down security

barriers
o Should mean putting more security
barriers in place

Local Device Security
Ensuring that local devices do not perform
unauthorized or harmful actions.

e Keypoints

o More local compute

o More local SOC functionality

o More observability and traceability

o Ability to audit commands
Understanding Cybersecurity
The importance of individuals learning about
cybersecurity to protect themselves and influence
government policies.

e Keypoints

o Fundamental knowledge for functioning
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members of society
o Ability to ask for better security from
products and lawmakers
Role of Government in Cybersecurity
The government's responsibility to create
legislation that mandates security standards.
o Keypoints
o Consumers should ask lawmakers for
better security
o Legislation can make the industry
implement security
Identity Access Management
A framework for ensuring that the right
individuals access the right resources at the right
times for the right reasons.
Threat Analysis and Risk Assessment
Processes to identify and evaluate potential

threats and risks to cybersecurity.

o Keypoints
o Should be actively audited and
maintained

Ethical Use of AI in Cybersecurity
Using artificial intelligence responsibly to
automate cybersecurity tasks.

o Keypoints

o Automate tasks in a safe way
Regulation and Security Standards in the
Japanese Industry
The need for cohesive security standards in the
Japanese industry.

e Keypoints

o More regulation

o Improved security standards

Assighments & Suggestions

2.10 D2-S8 Day 2 Closing

Chris Hankin (Professor, Imperial College London,
INCS-CoE Chair)

DN NF> (A2RU7I-hly-02 ROEER. INCS-
CoE F17)

Overview

This document summarizes the discussions and
outcomes of a recent meeting held on October
31, 2024. Key topics include the expansion of the
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consortium with new university members,
research and engagement activities, economic

security, and critical infrastructure challenges.

The document also highlights academic
engagement, research initiatives, and future
directions in cybersecurity. Action items are

outlined for  further collaboration and
engagement.
New Members and Global Collaboration

e Five new universities joined in the last

year: Virginia Tech, University of Surrey,

University of Porto, University of
Indonesia, and Tallinn University of
Technology.

o Representatives include Lewis from

Virginia Tech and Rolando from the
University of Porto. Mohamed Salman
from the University of Indonesia is
attending the conference.

e The
universities worldwide.

consortium now includes 17
e 41 experts and fellows are available to
form TIGER teams to tackle specific
cybersecurity challenges.
o Expectation of growth in the number of
expert fellows in the coming years.
Research and Engagement Activities
e Active research agenda with quarterly
seminars.
e Publication of notes highlighting emerging
research challenges.
e Capture the Flag activity named "Country
to Country" to engage young
hosted by
David Luzzi at Northeastern University

cybersecurity professionals,

next year.

e Emphasis on a triple helix partnership
between government, industry, and
academia.

e Importance of academia in public-private

Al and

partnerships, especially in

quantum research.
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e Cybersecurity is borderless, necessitating
international collaboration.

Economic Security and Critical
Infrastructure

e Increasing threats from state-sponsored
actors and criminals.

e Vulnerabilities in supply chains and risk of
cascading failures, especially in power
systems.

e [Example: A power outage in the UK in
2019 cost tens of millions of pounds per
hour.

e UK recently added data centers to its
critical national infrastructure list.

e Government agencies to provide more
support and advice to data center
operators.

e Emphasis on high cybersecurity standards
for critical infrastructure, including finance
and cyber-physical systems.

Academic Engagement and Research
Initiatives

e National Cyber Security Centre (NCSC)
published a problem book for cyber-
physical systems.

e Engagement of universities to address key
challenges in cybersecurity.

e Network of 25 UK universities focusing on
cybersecurity for critical infrastructure.

e Established in 2014, directed by the
speaker since its inception.

Challenges and Future Directions

e Legacy systems like MRI machines using
outdated operating systems pose security
risks.

e Exploration of AI for intrusion detection
and addressing security concerns in Al
systems.

e Importance of building resilience across
interconnected systems.

e UK

architectures and semiconductor devices

initiatives on new  computer
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to enhance security.

Action Items

[ 1 Explore opportunities for collaboration with
new university members.

[ 1 Engage with the Capture the Flag activity at
Northeastern University.

[ ] Review the NCSC problem book for cyber-
physical systems.

[ ] Investigate UK initiatives on new computer

architectures for security improvements.

152




3 DAY 3: November 1 | West School Building 1F West Hall

3.1 D3-S1-1 Opening

Satoru Tezuka

TR B

Cybersecurity, Cyberspace, National Security
Theme

This speech emphasizes the critical importance of
digital cybersecurity for national, economic, and
societal security. It highlights the borderless
nature of cyberspace and its role as an essential
infrastructure in the information age. The speech
also draws parallels between cybersecurity and
the human nervous system, noting that minor

issues can lead to significant problems.
Additionally, it addresses the intersection of
global warming, environmental issues, and

cyberspace challenges, and underscores the
necessity of building digital infrastructure as a
default for security.
Takeaways

1. Digital cybersecurity is crucial for national

security, economic security, and societal

security.
2. Cyberspace is a borderless and
indispensable infrastructure in today's

information age.

3. Cybersecurity can be compared to the
nervous system in the human body, where
even minor issues can cause significant
problems.

4. Global warming and environmental issues

both

challenges.

are physical and cyberspace

5. Building digital infrastructure as a default
is essential for national, economic, and
societal security.

6. The symposium includes speeches and
presentations from high-level officials on
cybersecurity efforts.

Highlights

e "Cyberspace

is one of the greatest
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challenges for mankind."
Chapters & Topics
Digital Cybersecurity
The protection of digital infrastructure and
information from cyber threats to ensure

national, economic, and societal security.

o Keypoints
o National security involves government
protection.

Do
o HERECE BEIEELPHERMRENZIN
o
BAN-AR-R
SHOBRIEFRCENT, HEPZDEFAT RIGR—4
—LARBA>T5,
o F—RAVbH
o  AROHHERITATVS.
o LHIREIENKEREEESISHIITLEDD.

o Economic security involves critical o IMEKERE(CPRIBRIEL, Y4/ -AR-ADF
infrastructure protection. BB TEHD.
o Societal security involves private sector | (RREEIRE
business and citizen protection.
Cyberspace
A borderless and essential infrastructure for all
fields in today's information age.
o Keypoints
o Comparable to the nervous system in the
human body.
o Minor issues can cause significant
problems.
o Global warming and environmental issues
are also cyberspace challenges.
Assignments & Suggestions
3.2 D3-S1-2 Opening
Barbara Grewe K= T —o

Cybersecurity, National Security, Economic
Security

Theme

This speech emphasizes the critical role of
cybersecurity in national and economic security.
Key takeaways include the necessity of a whole-
the
information sharing among
the

collaboration with the private sector to enhance

of-government approach, importance of
coordination and
government entities, and need for
cybersecurity efforts.
Takeaways
1. Cybersecurity is essential for national
security.

2. Economic security is dependent on
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effective cybersecurity.

3. Weak cyber defenses can create national
and economic security vulnerabilities.

4. Cybersecurity should be a whole-of-
government effort.

5. Government efforts are often
fragmented and siloed.
6. Coordination among government

elements is crucial to address cyber
threats.
7. Information sharing across government
entities is important.
8. Incident response plans should ensure
information sharing.
9. Collaboration with the private sector is
necessary.
Highlights
e "Cybersecurity must be front and center,
when deciding how to build national and
economic  security  strategies and
implementing them."
Chapters & Topics
Cybersecurity and National Security
The

national security, emphasizing the importance of

relationship between cybersecurity and

effective cybersecurity measures.
o Keypoints
o Cybersecurity is crucial for maintaining
national security.
o Weak cyber defenses can lead to
significant vulnerabilities.
Cybersecurity and Economic Security
The dependency of economic security on
effective cybersecurity measures.
e Keypoints
o Economic security is closely tied to
cybersecurity.
o Inadequate cybersecurity can have
catastrophic economic consequences.
Whole-of-Government Approach
The necessity for a coordinated government

effort in cybersecurity.
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o Keypoints
o Cybersecurity should not be the
responsibility of just one or two

ministries.
o A
essential.

unified government approach is
Coordination and Information Sharing
The importance of coordination and information
sharing among government entities.
o Keypoints
o Government efforts are often
fragmented.
o Improved coordination is necessary to
address cyber threats.
o Information sharing helps prevent and
respond to cyber attacks.
Collaboration with Private Sector
The need for government entities to work with
the private sector in cybersecurity.
o Keypoints
o Collaboration with the private sector
enhances cybersecurity efforts.

Assignments & Suggestions

THd.
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3.3 D3-S9 Speech

Nobukatsu
Sasakawa Peace Foundation)

Kanehara  (Executive Director,

IR S5 (H)IIFHME BEES)

Overview

This speech provides a comprehensive analysis of
Japan's position in cyberspace, its historical
context in intelligence, current cyber capabilities,
structural and organizational reforms, and future
directions. It highlights Japan's need to enhance
its cyber forces, improve coordination and
intelligence gathering, and prepare for potential
The

document also outlines specific action items to

conflicts, particularly involving Taiwan.
address these challenges.
Characteristics of Cyberspace
e Cyberspace is a man-made space, distinct
from physical space.

e In cyberspace, there is no concept of time
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or distance.
o "Next door, it's Pyongyang. Next door, it's
Moscow. Next door, it's Beijing."
Japan's Historical Context in Intelligence
SIGINT
Intelligence) during the Cold War.

e Japan excelled in (Signals

o Example: Japan intercepted Soviet
communications during the KAL airplane
incident.

e Japan has lagged in cyber intelligence
since the advent of the digital age.

o Example: During the Afghan war, Japan's
Navy used outdated communication

methods.
International Comparison
e IISS classified Japan's cyber capabilities as
Class C, alongside North Korea.

o Class A: United States

o Class B: UK, France, Germany, Russia,
China

e Japan has the technology and talent but
lacks government policy.

Constitutional and Legal Challenges
e Article 21 of the Japanese Constitution

guarantees freedom of communications.

e Misinterpretation has hindered cyber
intelligence efforts.
o Example: Government initially denied

cyber intelligence, citing constitutional

protections for foreign entities.
Government Initiatives and Required
Changes

e Recent legal interpretations now allow for

some limitations on communication
freedom for national security.

e Japan needs to:

o Integrate supercomputers, engineers, and
hackers into a cohesive cyber army.

o Establish a command line within the
government for cyber operations.

o Create a centralized digital information

system for government data.
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Command and Control

e Prime Minister must have the authority to
direct cyber operations.

e Establish a Cyber Director in the Prime
Minister's office responsible for military,
government, and critical infrastructure.

Enhancing Cyber Forces

e Current cyber army is insufficient (only
900 personnel).

e Police agencies also need to increase their
cyber  capabilities (currently 500
personnel).

Coordination and Intelligence Gathering

e Japan lacks a unified system for gathering
and analyzing intelligence.

o Example: Silo (Cabinet Intelligence Office)
focuses mainly on counterintelligence.

e Need for a comprehensive system to
collect and analyze enemy information,
including cyber intelligence.

Offensive Capabilities

e Japan is acquiring offensive capabilities for
the first time since 1945.

o Example: Introduction of Tomahawk

missiles.

e Need to develop systems to gather and
analyze information to effectively use
these capabilities.
Taiwan Contingency

e Japan must prepare for potential conflicts
involving Taiwan.

e Need for a unified intelligence evaluation
system to coordinate with international
allies, particularly the United States.

Action Items

o Integrate supercomputers, engineers, and
hackers into a cohesive cyber army.

e Establish a command line within the

government for cyber operations.

e Create a centralized digital information
system for government data.

e Increase the number of personnel in the

o fl:B40 (RAIBHRE) FECHKRCERZE

\WThs,
o« YAN-1BHRESTHOBIHRZUNE - DI 22
BRI 2T LAOBEE,
WEHEN
o HARIF 1945 FLUIRAIDH TINEEENZIEF[LTL
B

o Bl bR=T-ZBAIDE A,
o INBOBENEINRNTTERIZIHICE. 1Bz
INEE - DI B AT LERFEIT D ENDD.

BERSE
o« BREBEELOBENLHFCMIRINERS
2NN

o ERNZEEE. $FCRELRET BHDH—

HRIEIREHES AT AOKETS.
79532 PATh

o ZA-N-02E1-4- I>3Z7.)\Wh-%ZHE
L. #ERDDH YA\ -E(CTB.

o  BUFAICHAN—1FEDIsER 2 LT 5.

o BT —HDERTIHIVEBRIATLAZBET
o

o UAN-BLERHEDAEZIEPT,

o YAN-IBRESTHOIBRZUNE - DITI 2
BRI XT LEFRFEI B,

o BEMEEBNIYAN--T/LIF-ZRET D,

o M—HRBERTMSZATLZEFEL. BBLOE
RN RIEAD.

158




cyber army and police agencies.

e Develop a comprehensive system for
gathering and analyzing enemy
information, including cyber intelligence.

e Establish a Cyber Director in the Prime
Minister's office.

e Prepare for potential conflicts involving
Taiwan by developing a unified intelligence

evaluation system.

3.4 D3-S2-1 Speeches from Japanese Government

NAKAMIZO Kazutaka

(Deputy Director- General, National center of
Incident readiness and Strategy for Cybersecurity
Cabinet Secretariat (NISC) )

s ME
(MEERE AEY(/\—t+1UF71t>%5— (NISC) &
TrH-R AEEEE)

Cyber Security, Ransomware, Active Cyber
Defense
Theme
This lecture discussed the current state of

cybersecurity in Japan and countermeasures:
NISC's mission, the increase in cyber attacks, the
the
diversification of cyber attacks, attacks by state-
the
attacks, and the strengthening of measures for

number of ransomware attacks,

sponsored actors, increase in zero-day
government agencies and critical infrastructure,
The main topics included the implementation of
active cyber defenses and enhanced response to
supply chain risks.

Main point

NISC's two missions

Cyber Security Strategic Headquarters
Increased Cyber Attacks in Japan
Number of ransomware cases

Diversification of cyber attacks

o u s wnN =

Increased attacks by state-sponsored
actors
Increase in zero-day attacks

® N

Strengthen measures for government
agencies and critical infrastructure

9. Implementing Active Cyber Defense

10. Strengthening Responses to Supply Chain
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Risks
Chapters and Topics
Mission of NISC
NISC  will
cybersecurity,

the
Japan's

serve as coordinator of
with

Strategic Headquarters acting as the control

Cyber Security
tower.
e Main point
o Role as coordinator of cybersecurity
o Functions of the Cyber Security Strategic
Headquarters
Current Status of Cyber Attacks
The number of cyber attacks in Japan has been
increasing, with the number of ransomware
cases in particular remaining flat at a high level.
e Main point
o Increasing trend of cyber attacks
o Increase in the number of ransomware
cases
Diversification of cyber attacks
Cyberattack methods are becoming more
diverse, with an increase in attacks by state-
sponsored actors and zero-day attacks.
e Main point
o Attacks by state-sponsored actors
o Increase in zero-day attacks
Active cyber defense
The goal is to quickly compile legislation for the
introduction of active cyber defense.
e Main point
o Implementing Active Cyber Defense
o Early compilation of the bill
Strengthening Supply Chain Risk
Enhance supply chain risk by embodying secure-
by-design and secure-by-default.
e Main point
o Embodying Secure-by-Design and Secure-
by-Default
o Strengthening Supply Chain Risk
Strengthening International Cooperation
with
countries to ensure the security of cyberspace.

Strengthen  cooperation like-minded
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e Main point
o Strengthening International Cooperation
o Joint Documentation

Homework and Suggestions

3.5 D3-S2-2 Speeches from Japanese Government

SAITA Yukio
(Deputy Director-General, Foreign Policy Bureau,
Ministry of Foreign Affairs)

HH =i
(M58 MENZBRBEEE)

Overview

This document is a meeting memorandum

prepared on November 1, 2024 on the Ministry

of Foreign Affairs' efforts regarding cybersecurity.

Its content includes a detailed description of the

characteristics and current state of cyberspace,

the Ministry of Foreign Affairs' efforts, and the
importance of public-private cooperation, as well
as related action items.

Ministry of Foreign Affairs of Japan on Cyber

Security

Characteristics and Current State of

Cyberspace
e Cyberspace as Public Space
o Cyberspace is a public space in which all

citizens participate, and risks exist in
exchange for convenience.

o Cyber attackers are becoming more
sophisticated in their methods.

e Major Cyber Attack Countries

o China: to ingest information on military-
related companies and companies with
advanced technology.

o Russia: to achieve its military and political
objectives.

o North Korea: To achieve political goals
and obtain foreign currency, North Korea
ingests crypto assets to obtain funds to
develop ballistic missiles.

e Cyber Attacks Against Ukraine

o In the wake of the Russian invasion of
Ukraine, cyberattacks have been deployed

against government agencies, critical
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infrastructure, and private companies.
o Hybrid warfare (a combination of physical
armed attacks and cyber attacks) is seen.
Initiatives by the Ministry of Foreign Affairs
Cost Burden
o Cost burden on attackers
o Expected to have a deterrent effect on
future attacks.
o Itis important to make the reality of cyber
attacks visible.
o Raise awareness among businesses and
the public.
o Connect to the formation of rules in the
international community.

o Show solidarity with the affected
countries.
Rule of law

e Application of International Law and
the State of the Rules

o Application of existing international law is
important.

the United

Nations, the application of international

o Through discussions at

law in cyberspace was confirmed.
o Itisimportant to create and implement 11
codes of conduct.
¢ International Community Relations
the
community is extremely important.

o Cooperation of international
o Strengthen cooperation with countries
that share our values.
o Need to spread values to developing
countries and the Global South.
Capacity Building Support

e Risk mitigation from a regional
perspective
o Build the capacity of neighboring

countries, especially ASEAN and Pacific
countries.

o Capacity building support was provided
through a center in Bangkok.

o The World Bank's new housing equipment
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will be used to promote cooperation.
Cyberdialogue
e Multilateral exchange of ideas
o Exchange views with many countries to
enhance cyberspace capabilities.
o Promote cooperation in the international
community and in the region.
Importance of Public-Private Cooperation
e Promotion of public-private
cooperation
o Cooperation with the private sector is
essential for cyberspace initiatives.
o The Ministry of Foreign Affairs will also
promote public-private cooperation.
Action Items
[ 1 Strengthen cooperation with countries that
share our values.
[ ] Utilize the center in Bangkok to provide
capacity building support.
[ ] Utilize the World Bank's new housing
equipment to promote cooperation.
[ ] Exchange views with many countries to

enhance cyberspace capabilities.

3.6 D3-S2-3 Speeches from Japanese Government

KEGOYA Masanori
(Deputy Director General for Cyber Security,
Ministry of Defense, Japan)

FED BF
(BhEE KEEE vAN-t+i1U7q BHRILEZR
B)

Cyber Security, Ministry of Defense, Self Defense
Forces

Theme

This speech detailed the cybersecurity measures
of the Ministry of Defense SDF. The main topics
covered included attacks on critical infrastructure
and their impact, introduction of the Ministry of
Defense version of RMF, the concept and
implementation of Zero Trust, defense industry
cybersecurity standards, personnel training and
career paths, expansion of specialized cyber
units, the fixed-term SDF officer system, reserve
SDF officers specialized in cyber, and cyber

contests. The main topics covered included.
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Main point
1. Ministry of Defense Self-Defense Forces
Cybersecurity Policies
2. Attacks on critical infrastructure and their
impact
3. Introduction of Ministry of Defense
version of RMF

Zero Trust Concept and Implementation

5. Defense Industry Cybersecurity
Standards
6. Human Resource Development and

Career Paths
7. Expansion of dedicated cyber unit
8. fixed-term self-defense system
9. Reserve Self-Defense Officer specializing
in cyber
10. Conducting cyber contests
Chapters and Topics
Ministry of Defense Self-Defense Forces
Cybersecurity Policies
Details on cybersecurity measures undertaken by
the Self-Defense Forces of the Ministry of
Defense.
e Main point
o Recognition and Efforts by the Ministry of
Defense
o Increased attacks on critical
infrastructure
o The role of critical infrastructure in the
execution of the SDF's mission
Introduction of Ministry of Defense version of
RMF
Introduction of the Ministry of Defense version of
the RMF, which is customized by the Ministry of
Defense based on the Japanese legal system and
Ministry of Defense regulations, while referring to
the U.S. government's RMF.
e Main point
o Information security risk management
measures
o Protection of facility infrastructure and

weapons systems as well as regular IT
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assets
Zero Trust Concept and Implementation
Establish a system to dynamically verify and
control all access from inside and outside based
on the zero-trust concept.
e Main point
o Strengthen resiliency based on internal
penetration rather than perimeter-based
defenses
o Rapid detection and response
Defense Industry Cybersecurity Standards
Measures related to the development and
application of cybersecurity standards for the
defense industry.
e Main point
o Same level of standards as NIST SP-800-
171
o Protection of CUI Information
o Cost-sharing measures
Human Resource Development and Career
Paths
Establishment of a cyber personnel development
system and career path in the Self-Defense
Forces of the Ministry of Defense.
e Main point
o Education through the use of each school
and extracurricular forces
o Accumulation of OJT
o GSDF's Systems and Communications
Cyber School
o Cyber education in higher secondary
schools
Expansion of dedicated cyber unit
Plans to expand the number of specialized cyber
units to 4,000 by FY2027.
e Main point
o Train 20,000 people with a certain level of
cyber knowledge
o Introduction of a new self-defense
system
o Implementation of the Ministry of Defense

Cyber Contest
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Fixed-term self-defense system
A new self-defense system for cyber duties for a
limited five-year term.
e Main point
o Offering high salaries
o Establishment of a reserve self-defense
force specializing in cyber
Revolving door realization
Strengthening the system for people to come in
mid-career and for those who left once to come
back.
e Main point
o Strengthening the cyber capabilities of the
entire country through the circulation of
human resources
o Strengthening of Institutions within ALM
Homework and Suggestions

3.7 D3-S2-4 Speeches from Japanese Government

ABE Fumihiko
(Deputy Director General for Cyber Affairs

Bureau, National Police Agency)

fafEp X2
ERTREERERE (V(/(-ERFEAEY) )

Ransomware, Phishing Scams, Cyber Police
Bureau
Theme
The lecture discussed the increase in ransomware
attacks and phishing scams. The National Police
Agency's installation of Internet sensors and
collection and observation of communication
packets, the increase in no-ware ransomware,
analysis of ransomware infection routes, the
increase in phishing cases, the amount of
Internet banking fraudulent transfers, and the
amount of credit card fraudulent use were also
discussed. The Cyber Police Bureau's efforts to
establish a Cyber Force Center and Cyber Force
were introduced.
Main point

1. Increase in ransomware attacks

2. Increase in phishing scams
and

3. Frequent cyber-ispionage

espionage
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4. Installation of Internet sensors and

collection and observation of
communication packets by the National
Police Agency

5. Increase in no-wear ransoms
Analysis of ransomware infection routes

7. Recovery costs for ransomware-affected
organizations

8. Increase in the number of phishing
incidents

9. Amount of fraudulent money transfers
from Internet banking

10. caused

Amount of damage

by
unauthorized use of credit cards
Highlights

e "It is very important that you promptly
report, consult, and inform the police and
other relevant agencies about the damage
caused by cyber attacks."

Chapters and Topics

ransomware attack

A ransomware attack is a type of cyber attack
that encrypts a company or organization's
systems and demands a ransom for recovery.

e Main point

o Increase in no-wear ransoms

o 14 no-ware ransoms in the first half of
2024

o VPN devices and remote desktops are the
primary means of ransomware infection

e Examples

In February 2024, two suspects believed to be
members of the Rockbit Group were detained in
Europe, and the servers and other criminal
infrastructure used by the group were taken
down.

o As a result of cooperative investigations by
the investigative agencies of the countries
involved, including the Japanese police,
the suspects were successfully detained

the
successfully taken down.

and criminal infrastructure was
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o The leak site that the Rockbit Group
operated to expose information inoculated
by victim companies and others has been
closed, and a web page prepared by the
investigative agency is now displayed.

Phishing

Phishing scams are fraudulent methods that use
fake websites or emails to steal personal
information.

e Main point

o Increase in the number of phishing
incidents

o Fraudulent remittance losses related to
Internet banking in 2023 will amount to
approximately 8.7 billion yen

o Credit card fraud losses in 2023 will be
approximately 54.1 billion yen

Cyber Police Bureau Initiatives

The Cyber Police Bureau is a specialized unit to
with
assistance and investigations.

deal cybercrime, providing technical

e Main point

o Cyber Police Bureau to be established in
April 2022.

o Establishment of Cyber Force Center and
Cyber Force

o Analysis to identify signs and actual

conditions of cyber attacks

Homework and Suggestions

o YAN-TA-RE2H—-EYAN-TA—ADRE
o YAN-IREDFIKORAEEZIEIET DD
BRELIERE

3.8 D3-S2-5 Speeches from Japanese Government

HIRAISHI Sekiaki
(Assistant Director-General, Second Intelligence
Department, Public Security Intelligence Agency)

a5 &8
(REHET HAELEIR)

Cyber Security, China, North Korea
Theme

The the
Symposium on Cyber Security, which crossed the

lecture  discussed International

boundaries between industry, government, and
academia. Key topics covered included the Public
Security Intelligence Agency's cyber-related

investigations, trends in Chinese and North
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Korean cyber activities, the People's Liberation

Army's creation of new units, i-Soon's

information leakage incident, Bolt Typhoon

activities, North Korean social engineering
attacks, and Kimski's activities and methods.
Main point

1. International
that

Government-Academia Boundaries

Symposium on Cyber

Security Transcends Industry-

2. Public Safety Research Agency cyber-
related investigations

3. National Security Threats in Cyberspace
Trends in Chinese and North Korean
Cyber Activities

5. Objectives and Methods of Chinese
Cyber Attacks

6. Creation of a new unit of the People's
Liberation Army

7. The i-Soon Inc. information leak

8. Bolt Typhoon activity and its effects

9. North
Attacks

10. Kimski's Activities and Methodology

Korea's Social Engineering

Chapters and Topics

Chinese Cyber Attacks

The primary objectives of China's activities in

cyberspace include the acquisition of information

and advanced technology on a wide range of
political, military, and economic fields, as well as
the control and maintenance of the Chinese

Communist Party.

e Main point

o In addition to the People's Liberation Army
and the Ministry of State Security, IT
companies in China commissioned by

these agencies are involved.

o The People's Liberation Army's Strategic
Support Unit was modified to create a new
Information Support Unit, Cyberspace
Unit, and Military Space Unit.

o The leak of iISUN's internal information.

o Bolt Typhoon activity.
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North Korean Cyber Attacks

North Korea deployed a hard-to-detect social
engineering campaign against employees of
decentralized financial, crypto asset and similar
businesses to deploy malware and ingest crypto
assets.

e Main point

o Advanced social engineering is used not
only to obtain foreign currency, but also to
ingest sensitive information.

o KIMSKY is considered a cyber unit with the
participation of the General Directorate of
Reconnaissance and has been active since
2012.

o Targeted e-mail attacks are used to target
the South Korean, U.S., and Japanese
governments, research institutions,

media, and other parties involved in the
field of diplomacy and security.

Homework and Suggestions

3.9 D3-S2-6 Speeches from Japanese Government

KONDO Reiko
(Deputy Director-General for ICT R&D and
Cybersecurity Policy, Ministry of Internal Affairs

and Communications)

Tk F
(MBFEAREEFEAE (ERKLM. 91/\-tF+1U7q
B3) )

Cybersecurity, IoT, MIC Japan

Theme

This speech, held on November 1, 2024, covers
the cybersecurity policies and directions of the
Ministry of Internal Affairs and Communications
(MIC) the
observation of cyber attacks, the frequency of
in 2023, the
communication network infrastructure, and NIC's

of Japan. Key topics include

cyber attacks importance of
safety measures. The speech also addresses IoT
botnet issues, challenges with older IoT devices,
and international collaborations for cybersecurity
capacity building.
Takeaways

1. Cybersecurity policies and directions of

the MIC of Japan
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2. Observation of cyber attacks using unused
IP addresses

3. Cyber attacks frequency in 2023

4. Importance of communication network
infrastructure

5. NIC's safety measures for continuous
communication service

6. Cyber task force operations since 2020

7. Mid-term key policies for IT cyber
securities

8. IoT botnet issues and hijacking of IoT
devices

9. Statistics on hijacked IoT devices

10.Challenges in distinguishing legal and

illegal communications

Chapters & Topics

Cybersecurity Policies and Directions of MIC

Japan

The Affairs

Communications (MIC) of Japan is responsible for

Ministry  of Internal and

communications, telecommunications, and
cybersecurity policies.
o Keypoints
o Observation of cyber attacks using unused
IP addresses.
o Cyber attacks frequency in 2023:
approximately 1 every 14 seconds.
o Importance of communication network
infrastructure for global economy.
o NIC's safety measures for continuous
communication service.
Cyber Task Force Operations
The cyber task force has been operating since
2020 to map out basic policies for cybersecurity.
e Keypoints
o Mid-term key policies for IT cyber
securities.
o Focus on IoT botnet issues and hijacking
of IoT devices.
IoT Botnet Issues
IoT devices, including cameras and routers, are

vulnerable to hijacking if not properly protected.
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o Keypoints
o Statistics show 250,000 hijacked IoT
devices up to last year.
o Challenges in distinguishing legal and
illegal communications.
o MIC's botnet solutions for IoT device
protection.
Measures for Network and Terminal IoT
Device Security
MIC has implemented measures for network and
terminal IoT device security, including detection
of potential attacks through CNC servers.
o Keypoints
o Detection based on IP address, port
address, and timestamp information.
o Vulnerability of IoT devices with weak
passwords.
o Revision of terminal-related laws in 2020.
Challenges with Older IoT Devices
Many IoT devices are vulnerable due to being
manufactured before 2013 and having weak
security measures.
o Keypoints
than 40%

manufactured before 2013.

o More of devices were
o User negligence in IoT device security.
o Revisions of the NICT law to address these
vulnerabilities.
Human Resource Development
MIC has set up a national training center for
companies and individuals to enhance
cybersecurity skills.
e Keypoints
o Special exercises for events like the Osaka
Expo.
o Collaboration with METI

security communities.

to establish

International Collaborations
MIC is engaged in international collaborations,
including seminars, workshops, and support for
developing nations.

e Keypoints
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o Cybersecurity Capacity Building Center in

Thailand.
o Special Exercise Capacity Building for
Pacific Island Countries.

Assighments & Suggestions

3.10 D3-S2-7 Speeches from Japanese Government

OKUYA Toshikazu

(Deputy Director General, Commerce and
Information Policy Bureau, Ministry of Economy,

Trade and Industry)

BaZR A0
(REEELEAREERERE (BHBBRIRFEAE
=) )

Cybersecurity, Society 5.0, Advanced Persistent
Threats

Theme

This speech, held on November 1, 2024, covers
Japan's cybersecurity policy, the complexity and
the
interconnected systems of Society 5.0. Key topics

sophistication of cyber attacks, and
include firmware malware, Advanced Persistent
Threats (APT), cybercrime, expanding attack
supply

international cooperation. The Cyber Physical

surfaces, chain cybersecurity, and
Security Framework (CPSF) and support for SMEs
in cybersecurity are also discussed.
Takeaways

1. Cybersecurity policy in Japan

2. Complexity and sophistication of cyber
attacks
Society 5.0 and interconnected systems
Firmware malware sending data to China
Identifying and addressing risks
Advanced Persistent Threats (APT)
Cybercrime and hacktivists

Expanding attack surface and vectors

W B N U AW

Supply chain cybersecurity

.International cooperation and
certification
Highlights
e "What is important is in each of us, your
initiative, each one of you's initiative is
very important."-- Toshikazu Okuya

Chapters & Topics
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Cybersecurity Policy in Japan

The cybersecurity policy in Japan focuses on
the
sophistication of cyber attacks, particularly in the

addressing increasing complexity and
context of Society 5.0, where many systems are
interconnected and encrypted.
o Keypoints
o Complexity and sophistication of cyber
attacks
o Interconnected and encrypted systems in
Society 5.0
o Firmware malware sending data to China
o Identifying and addressing risks
o Advanced Persistent Threats (APT)
o Cybercrime and hacktivists
o Expanding attack surface and vectors
o Considerations
e Strengthening measures throughout the
supply chain
e International cooperation and
certification
e Al application in cybersecurity
e Support for SMEs in cybersecurity
e Special Circumstances
e If encountering a firmware malware that
sends data to China every 72 hours, how
it be addressed? Identify the

malware, notify the manufacturer, and

should

take steps to mitigate the risk.

Cyber Physical Security Framework (CPSF)
The Cyber Physical Security Framework (CPSF)
was created to address the security challenges in
the interconnected world of physical and cyber
spaces. It provides guidelines for various sectors
and focuses on data management, IoT security,
and safety.

e Keypoints

o Creation of CPSF in 2019

o Guidelines for various sectors

o Data management framework

o IoT security and safety

o Considerations
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e Ensuring the reliability of anchor points in
cyberspace
e Securing the value creation process within
the supply chain
Support for SMEs in Cybersecurity
Supporting SMEs in cybersecurity is crucial due to
their
creating documents,

limited resources. Initiatives include

forming consortia, and
providing affordable monitoring services.

o Keypoints
SMEs in

o Challenges faced

by
cybersecurity

o Creation of support documents

o Formation of consortia

o Affordable monitoring services

e Examples

e A national project working with insurance
companies to create a consortium and
provide affordable cybersecurity services
for SMEs. The project involved setting
premiums and

offering  monitoring

services for 10,000 yen per month.

o Forming a consortium with insurance
companies

o Setting premiums for cybersecurity
services

o Offering affordable monitoring services
o Considerations

e Providing appropriate support from
outside
e Ensuring business  managers are

conscious of cybersecurity issues
Assighments & Suggestions

3.11 D3-S2-8 Speeches from Japanese Government

SAKA Akira i BH
(CISO, Digital Agency) (74T CISO)
Overview Overview

This speech outlines the key aspects of the Digital
Agency's initiatives, roles, and responsibilities,
and

focusing on cybersecurity, digitization,

citizen-centric services. It also includes action
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items to enhance cybersecurity and digitization

efforts through collaboration with private
companies. The content was created on 2024-
11-01.

Digital Agency Overview

Launch and Purpose

e Launch Date: 2021

e Trigger: COVID-19 pandemic highlighted
the delayed digitization in Japan.

e Purpose:

o Security of public space.

o Centralize and manage cybersecurity
systems previously handled by different
ministries and agencies.

o Provide a common platform for
government and citizen services.

Key Roles and Responsibilities

e Cybersecurity and Digitization:

o Central management of cybersecurity and
digitization efforts.

o Cross-border budget management and
auditing authority for government

activities.

e Provision of Services:

o Provide user-friendly, citizen-centric public
services.

o Ensure inclusive social growth through
digital infrastructure.

o Manage digital ID (My Number) for
citizens.

o Support government personnel-related
services and uninterrupted service

provision during crises like COVID-19.

Initiatives and Vision

Citizen-Centric Public Services

e Mission: Human-friendly digitization

ensuring no one is left behind.

e Vision: Government as a service,
government as a startup.

o Provide easy-to-use, user-friendly
services to both government and citizens.

o Maintain a to foster

startup spirit
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innovation and improve citizens' lives.
Digital Infrastructure for Inclusive Growth

e Objective: Build a solid foundation for
digital transformation.

e Components:

o Government cloud for efficient service
provision.

o Al
enhancements.

utilization  for  future  service
o Cybersecurity measures to protect digital
infrastructure.
Cybersecurity Measures
Collaboration and Policies
e Collaboration with NISC:
o Digital Agency provides nationwide digital
policies.
o NISC provides cybersecurity policies and
measures.
o Joint efforts to monitor and maintain safe
infrastructure for citizen services.

e CISO Role:

o Similar to private organizations,
responsible for comprehensive
cybersecurity.

o Establishes strategies, guidelines, and
manuals for secure IT systems.
Continuous Risk Management
o Continuous Diagnostic and Mitigation
(CDM):
o Nationwide information security system to
understand and address vulnerabilities.
o Responsive measures for incidents.
e COSMOS:
o Systems for individual accountability and
secure responsibilities.
o Framework to ensure organizations and
ministries meet security requirements.
Future Collaboration
e Private Sector Engagement:
with
companies to enhance cybersecurity and

o Ongoing collaboration private

digitization efforts.
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Action Items

[ ]

companies to

Continue collaboration with private

enhance cybersecurity and

digitization efforts.

3.12 D3-S2-9 Speeches from Japanese Government

SAKAMOTO Shuichi
(Assistant

Management and Evidence-based Policymaking,

Minister for Cybersecurity, IT
Ministry of Education, Culture, Sports, Science

and Technology - Japan)

AR E—
(EPRIFEE YAN\—tF1U7 1 BERIIERIEERE)

Cybersecurity, Universities, Research Institutes

Theme
This speech covers the importance of
cybersecurity in  universities and national

research institutes, including basic concepts,
R&D

initiatives, risk assessment, and training courses

collaboration among  organizations,
for cybersecurity personnel. It emphasizes the
need for information sharing and the role of
emerging technologies in cybersecurity.
Takeaways
1. Cybersecurity in universities and national
research institutes
2. Basic concepts of cybersecurity
3. Promotion of collaboration among
relevant organizations
4. R&D initiatives in cybersecurity
5. Importance of cybersecurity in protecting
critical technologies
6. Risk assessment and resource allocation in
cybersecurity
7. Training courses for CISOs, department
managers, and CSAT members
8. Information sharing among CSAT
members and relevant experts
9. Academic CSAT

meeting

information exchange

10.Information Security Task Force for
national research institutes
Highlights

e "Ensuring cybersecurity is one of the
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the
university."-- Shuichi Sakamoto { 14th

essential responsibilities of
International Cybersecurity Symposium)

Chapters & Topics

Cybersecurity in Universities and National

Research Institutes

Overview of activities for cybersecurity in

universities and national research institutes

promoted by MEXT.

o Keypoints

o Basic concepts of cybersecurity

o Promotion of collaboration among
relevant organizations

o R&D initiatives in cybersecurity

Risk Assessment and Resource Allocation

Risk assessment needs to be done based on the
latest available information and monitoring
results. Effective measures are selected and
prioritized depending on the importance of

information assets.

o Keypoints
o Risk assessment based on latest
information

o Prioritization of effective measures

o Resource allocation for system upgrades
Training Courses for Cybersecurity Personnel
MECS provides training courses for CISOs,
department managers, and CSAT members of
universities and research institutes.

o Keypoints

CISOs

focus

o Courses for and department

managers on  cybersecurity
governance and system structure
o Courses for CSAT members provide
practical exercises to improve security
functions and respond to cyber attacks
Information Sharing Among CSAT Members
Next facilitates sharing of information including
latest trends in threats, technology
advancement, and good practices among CSAT
members of universities, research institutes, and

relevant experts.
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o Keypoints
o Academic CSAT
meeting started in 2017

information exchange

o 40 academic organizations participating in
the network
o Information Security Task Force for
national research institutes
Emerging Technologies and R&D Initiatives
Emerging technologies such as generative AI and
quantum computing have been advancing at an
unprecedented speed. R&D of these technologies
international

becomes a crucial element of

competitiveness and national security.

o Keypoints

o K-Program for key and advanced
technology R&D

o Cross-sectional collaboration in

technological domains
o Government investment in critical and
emerging technologies
o Commercialization of research results
Assignments & Suggestions

3.13 D3-S2-10 Speeches from Japanese Government

SAWAKI Kiyoshi

(Secretary General, Personal Information

Protection Commission)

& FeRE
(BEANBHRFERZES FHER)

Overview
This speech contains the meeting notes from an
international symposium on cybersecurity held
on November 1, 2024. The notes cover the
introduction and roles of the Personal Information
Protection Commission (PPC), discussions on
international efforts, personal data breaches, and
collaboration among government departments.
An action items section has been created and
placed at the end of the document.
Introduction

e Speaker: Sawaki, Secretary General of

the Personal Information Protection
Commission (PPC)
e Event: International Symposium on
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Cybersecurity
e Main Focus: Discussing challenges and
efforts in Personal Information Protection
both
internationally.

Policies, domestically and
Overview of PPC

e Roles and Responsibilities:

o Address issues related to cross-border
data transfers.

o Collaborate on responses to global risks
and exchange opinions on technologies
like Al

o Handle complaints and mediation

between businesses and individuals.

o Conduct legal supervision and
investigations for significant risks.

o Engage in public relations and awareness
activities.

Topics Discussed
International Efforts

e G7 Data Protection

Authority Roundtable:

o Recent Meeting: Held in Rome, Italy.

and Privacy

o Participants: Representatives from G7

countries, including Commissioner
Oshima (PPC) and
Slaughter (FTC, USA).

o Key Points of Communique and Action

Commissioner

Plan:
= Three Pillars:
o« DFFT (Data Free Flow with Trust):
o Concept proposed by former
Minister Abe.
o Comparative analysis

Prime

of GDPR-based

certification system and global CBPR
system.

o Aim to enhance predictability for data
transfers.

o Emerging Technologies:

o Focus on AI and the role of DPAs.

o Collaboration with regulatory authorities

and

in competition, communications,
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consumer protection.

Enforcement Cooperation:

Sharing best practices and domestic
enforcement expertise.

Upcoming Event: Asia-Pacific Privacy
Authorities Forum on the 26th and 27th of
this month.

Personal Data Breaches

(o]

Collaboration

Data Breach Reports:

Statistics: Number of reports received by
PPC in the last fiscal year and the year
before.

Significant Cases:

Unauthorized Access via Telework:
Employee received a virus-infected email
from a third party met on social media.
Attackers used social media to gain trust
and extract passwords.

VPN Device Vulnerabilities:

Common due to inadequate security
measures.

Website Vulnerabilities:

Attackers exploit vulnerabilities to set
traps and obtain personal data.

SQL Injection Attacks:

Attackers
website logic forms.

infiltrate databases through

Common Causes:

Weak management of authentication
information.

Improper updates to eliminate VPN device
vulnerabilities.
Website
misconfiguration in cloud services.

vulnerabilities and
Preventive Measures:

Basic literacy and consistent action.
Ensuring security through steady efforts
and constant vigilance.

Among Government

Departments

(e]

Cybersecurity Agencies:
PPC collaborates with various government

(e]
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with
capabilities, to address cybersecurity risks

departments, each specialized
effectively.
Action Items
[ ] Attend the Asia-Pacific Privacy Authorities

Forum on the 26th and 27th of this month.

3.14 D3-S3 Societal Security

Satoru Tezuka

FiIX &

Cybersecurity, DFFT, Trust Infrastructure

Theme

This speech, held on November 1, 2024, covers
the
national, economic, and societal security. Key

importance of digital cybersecurity for
topics include the concept of Data Free Flow with
Trust (DFFT), proposed by late Prime Minister
Abe,
transformation (DX),

and its role in Society 5.0, digital

and cybersecurity. The
speech also emphasizes the development of
infrastructure to

international trust service

prevent data tampering and sender spoofing.

Takeaways
1. Digital Cybersecurity for National
Security, Economic Security, and Societal
Security
2. National Security corresponds to
government
3. Economic Security corresponds to

critical infrastructure

4. Societal Security corresponds to private
sector business and citizens

5. Importance of building digital
infrastructure

6. Data Free Flow with Trust (DFFT)
proposed by late Prime Minister Abe at
Davos Forum in 2019

7. DFFT is essential for Society 5.0, DX,
and cybersecurity

8. Trust in DFFT is crucial for preventing
data tampering and sender spoofing

trust

9. Development of international

service infrastructure
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10. Announcement of JP-EU-India
comparison report
Highlights
e "DFFT is indispensable to realize Society
5.0 and DX, as well as to realize
cybersecurity."

Chapters & Topics
Digital Cybersecurity
The integration of cybersecurity measures into
digital infrastructure to protect national,
economic, and societal security.
o Keypoints
o National Security: Government protection
o Economic Security: Critical infrastructure
protection
o Societal Security: Protection of private
sector business and citizens
Data Free Flow with Trust (DFFT)
A concept proposed to ensure the free flow of
data across borders with a foundation of trust to
prevent data tampering and sender spoofing.
o Keypoints
o Proposed by late Prime Minister Abe at

Davos Forum in 2019

o Essential for Society 5.0, DX, and
cybersecurity
o Trust is crucial for preventing data

tampering and sender spoofing
Trust Service Infrastructure
Infrastructure that supports electronic signatures
and electronic authentication to establish trust in
digital interactions.
e Keypoints
o Necessary for DFFT
o Prevents data tampering and sender
spoofing
o Requires international development and
acceleration
Assighments & Suggestions
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Action Items
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3.15 D3-S4 Speech: NIST SP800-63-4 Digital Identity Guideline

David Temoshok (NIST)

FEyR-FEZ3Y (NIST)
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Digital Identity, NIST Guidelines, Fraud Detection
Theme

This speech, held on November 1, 2024, covered
comprehensive guidelines for digital identity
management in the federal government. Key
topics included NIST Special Publication 800-63,
the

Modernization Act (FISMA), and performance

Revision 4, Federal Information

metrics for identity systems. The speech

emphasized a cross-functional approach to
privacy, usability, equity, fraud detection, and
cybersecurity, with a focus on identity proofing,
authentication processes, and fraud detection
capabilities.
Takeaways

1. Digital Identity Guidelines

2. NIST Special Publication 800-63, Revision

4

3. Federal Information Modernization Act
(FISMA)

4. Security and Privacy Controls for

Information Systems
5. Identity proofing and identity assurance
Authentication processes and
authentication assurance
7. Federation assurance
8. Digital identity risk management
9. Performance metrics for identity systems
10. Fraud detection capabilities
Highlights
e "We wanted to make sure that digital
identity management in the government
was a cross-functional approach across
privacy, usability, equity, fraud detection
capabilities and fraud investigation, as
well as cybersecurity personnel, to make
sure that the approaches being taken and
the."-- David Temoshok
Chapters & Topics
Digital Identity Guidelines
Comprehensive foundation of the processes and
technical requirements for

digital identity

Overview
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management across the federal government.
o Keypoints
o Identity proofing and identity assurance
o Authentication processes and
authentication assurance
o Federation assurance
o Considerations
o Enhancing privacy protections
o Usability considerations
o Equity across demographic groups
NIST Special Publication 800-63, Revision 4
The second public draft of the Digital Identity
Guidelines, addressing emerging threats and new
technologies.
o Keypoints
o Phishing-resistant authentication
o Syncable authenticators
o Digital credentials and mobile driver's
licenses
o E-wallets
o Considerations
o Cross-functional approach across privacy,
usability, equity, fraud detection, and
cybersecurity
Federal Information Modernization Act
(FISMA)
Statute

implement appropriate controls to address risks

requiring all federal agencies to
or vulnerabilities in information systems.
o Keypoints
o NIST establishes guidance to implement
FISMA requirements
o Publications like NIST Special Publication
800-53 and 800-63
Performance metrics for identity systems
Metrics to ensure identity systems' performance
over time.
e Keypoints
o Recommended performance metrics for
identity systems and providers
o Ongoing testing of biometric comparison
algorithms
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Action Items
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Fraud detection capabilities
Capabilities to detect and prevent fraud in
identity proofing and authentication.
o Keypoints
o Geospatial analysis
o Device characteristics
o Automated attack protections
o Death record checks
Document authentication systems
Systems to authenticate documents used in
identity proofing.
o Keypoints
for document

o Performance metrics

authentication pass rates and failure
rates
o Testing requirements for document
authentication systems
Biometric verification requirements
Enhanced performance metrics for biometric
verification in identity proofing.
o Keypoints
o Visual recognition and comparison of
selfies to identity documents
o Ongoing testing of biometric comparison
algorithms
Syncable authenticators (PASCIs)
Authenticators that can be synchronized across
devices.
o Keypoints
o Included in the draft for public comment
o Addressed in Volume 63B
User-controlled wallets
Digital identity model for e-wallets, allowing
users to control their identity information.
e Keypoints
o Processes and technologies for e-wallet-
based authentication
o Treated similarly to federation assertions

Assighments & Suggestions

3.16 D3-P5 Panel: Trusted Data Distribution, Data-EX, Ouranos, IDSA/GAIA-X

Moderator: Koichi Akaishi (Tokio Marine & Nichido

E5L-4— 1 9"A B (RRBLASNRIR B
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Fire Insurance Advisor)

Panelists:

- Akira Sakaino (NTT Communications)

- Taka Matsutsuka (Senior Research Director,
Data & Security Research Laboratory, Fujitsu
Research)

- Christoph Mertens (Head of Adoption,
International Data Spaces Association)

- Ulrich Ahle (CEO, Gaia-X European Association

for Data and Cloud AISBL)

i)

JCRUZB

- BB | (NTT 12225 —>3>X INU2IURRN)

- it B ((EL@EGRSE 793 1)THAE
Fii 2Z7U9—-F51L7975)

- JYART - X)F> X (International Data Spaces
Association FABIFIEEE)

- D)WWwk-7—L (Gaia-X European Association for
Data and Cloud AISBL CEO)

Overview
This speech summarizes the panel discussion on
trusted data distribution held on November 1,
2024. 1t includes presentations from key figures
in the data space industry, discussions on
challenges and solutions, and future collaboration
steps. The action items section has been
consolidated and moved to the end for clarity.
Introduction

e Moderator: Akaishi

o Panel Members:

o Ulrich Wahle, CEO of Gaia-X

o Mr. Mertens, Head of Adoption,
International Data Spaces Association
(IDSA)

o Dr. Matsutsuka, Senior Research Director,
Fujitsu

o Akira Sakaino, NTT Communications

Presentations
Gaia-X Overview

e Latest Developments:

o GAIA-X announced NTT Data as the first
installation in Japan, along with Tokyo
University, SoftBank, and Toshiba.

o Trust anchors include digital IDs such as
wallets, driver's licenses, passports, and
airline alliances.

o GAIA-X Academy offers a 10-course
program explaining the basics of GAIA-X.

o Upcoming GAIA-X Summit in Helsinki,
Finland on November 14th and 15th.

International Data Spaces Association
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o Historical Context:

o Established in 2016 to support the data
economy through data sharing.

o Core Assets:

o IDS reference architecture, recognition,
testbeds, and protocols.

o IDS rulebook for data usage.

e Applications:

o Examples include Japan's Channel and
Data Performance Connector.

o Data Space Protocols:

o Emphasis on trust services and identity.

o Importance of standardized data sharing
and exchange.

Trust Interoperability
o Data Space Trust Framework:

o Trust is related to participants and
objects.
o Legal frameworks and technical

differences pose challenges.

e Proposals:

o Step-by-step approach to align trust
frameworks across countries.

o Roaming-like technology for data space
exchange.

o Collaborations:

o Fujitsu and NTT working together on trust
frameworks and data space initiatives.

Practical Aspects of Data Space
e Internationalization of Data Space:

o Importance of realizing a circular
economy.

o Need for common protocols and data
sovereignty considerations.

e Role of Telecom Carriers:

o Telcos can provide interoperable networks
and manage cross-border data
operations.

o Telcos' resources can be utilized to ensure
safe and secure data space usage.

e Challenges:

o Different standards and rules across
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countries.
o Need for mutual recognition of credentials
and trust frameworks.
Discussion and Q&A
Challenges and Solutions
o Integration of Other Economies:
o GAIA-X and IDSA need to
economies like the U.S. to achieve their

integrate

goals.
o Differences in laws and regulations pose
significant challenges.
o Technical and Business Aspects:
o Importance of showing ROI to gain
interest from businesses, especially in the
u.s.
o Need for interim solutions while waiting
for legal reforms.
Collaboration and Future Steps
e Global Collaboration:
o Importance of mutual recognition
standards for data flow between Japan,
EU, and the U.S.
o Need for cooperation among government,
academia, and industry.
e Japanese Ecosystem:
o Positive direction with activities supported
by NTT, Fujitsu, and other players.
o Keidan Ren's proposal for industry
collaboration on data platforms.
Action Items
[ 1 Participate in the GAIA-X Summit in Helsinki,
Finland on November 14th and 15th.
[ 1 Work on aligning trust frameworks across
different countries.
[ ] Develop interim solutions for data exchange
while waiting for legal reforms.
[ ] Foster cooperation among government,

academia, and industry for global data sharing.
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3.17 D3-S6 Speech: International Mutual Recognition and ID Wallet

Vicente ANDREU NAVARRO (EU Commission, DG
CNECT)

Et>F-7>RLD-FJ70 (EU Commission, DG
CNECT)

Overview

This speech provides a comprehensive overview
of the European Digital Identity Framework,
including its implementation, governance, and
international cooperation. It details the European
Digital Identity Wallet, elD
schemes, and new trust services added to the

trust services,

ecosystem. The document also outlines strategic
partnerships and mutual recognition processes
for trust services. Action items are listed at the
end to guide further steps in the implementation
and cooperation efforts.

Introduction to the European Digital Identity
Framework

e The European Digital Identity Framework
came into force in May 2021, amending
the previous regulation from 2014.

e Main improvements:

o Ensures acceptance of qualified trust
services in the EU under equal conditions.

o Provides a highly secure, trustworthy

electronic identity solution for cross-
border use.
European Digital Identity Wallet

e The wallet allows citizens to carry their
digital identity across the EU, maintaining
control of their data with privacy and
security at the core.

e Ensures public and private services can
rely on trusted and secure digital identity
solutions.

e Empowers users to share identity data
limited to the needs of specific services.

Overview
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Trust Services
Definition and Scope
e Trust services provide security, privacy,
and reliability for electronic transactions.
e The regulation includes:

o Recording of electronic data in an
electronic ledger.
o Management of remote electronic

signature creation devices.
Assurance Levels
e The new framework requires a high

assurance level for digital identity
schemes.
e Three levels of assurance: low,

substantial, and high, each with specific
criteria and functional requirements.
eID Schemes

e EU member states must notify the

Commission about their eID schemes.

e The regulation establishes a framework

for mutual recognition of electronic

identification means and trust services
across EU member states.

e Conditions for recognition of electronic
identification means from other member
states are laid down to facilitate cross-
border interoperability.

Implementation and Governance
Legal and Governance Framework

o Development of secondary regulation and
with
specifications for building the wallet and

implementing  acts technical
trust services.

o Establishment of a governance framework
involving all member states and other
stakeholders.

Technical and Testing Initiatives

e Standardization and harmonization

initiatives.

e Large-scale pilots for testing the EU Digital

Identity Wallet.

o Integration with trust services.
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International Cooperation
Strategic Partnerships

e Cooperation outside the EU is based on
strategic partnerships, dialogues, and
information exchanges.

e Implemented through pilot projects and
proof of concepts, such as collaborations
with Japan and Keio University.

Mutual Recognition of Trust Services

e The new framework facilitates mutual
recognition of qualified trust services.

e Tools for mutual validation of non-
qualified trust services, such as the third
countries advanced electronic signatures
list.

New Trust Services

e New trust services added to the existing
ecosystem include:

o Electronic archiving.

o Electronic preservation of qualified
electronic signatures.

o Electronic attestations of attributes.

o Electronic ledgers.

o Management of remote qualified signature
and seal creation devices.

International Cooperation Lines on Trust
Services
Mutual Recognition Process

e Based on equivalence between services
provided outside the EU and qualified
services within the EU.

e Legal decisions can be taken through
international agreements or implementing
acts by the EU Commission.

Non-Qualified Trust Services

o Initiative to provide eIDAS-compliant tools
for validating electronic signatures and
seals from outside the EU.

e The third countries advanced electronic
signatures trust list facilitates validation
without the need for international

agreements or implementing acts.
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Steps Towards Mutual Recognition

e Inclusion in the third countries trust list is
a step towards mutual recognition of
qualified trust services.

e Technical assessment by the Commission
adds value and facilitates future mutual
recognition.

Action Items

e Develop and

secondary regulation

implementing acts  with  technical
specifications.

e Conduct large-scale pilots for testing the
EU Digital Identity Wallet.

e Establish a

all

governance framework

involving member states and
stakeholders.

e Continue strategic partnerships and pilot
projects for international cooperation.

e Implement tools for validating non-

qualified trust services from outside the

EU.

3.18 D3-P7 Panel: International Mutual Recognition for Trust Service

Moderator: Hiroshi Nakatake (Managing Director,
Representative of the Japan Office, GLEIF)
Panelists:

- Takahiro Fujishiro (Senior Director, Hitachi, Ltd.,
Government & Public Corporation Information
Systems Division, Business Innovation
Operation)

- Vikas Panwar (Country Business Manager for
India, GLEIF)

- Jean-Emmanuel Perez Hernandez (External
Subject Matter the

Commission)

Expert at European

- Akira Nishiyama (Representative, Future Trust
Lab)

EFL—4—: i &S (GLEIF Managing Director
HASHEFIAR)
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Overview

This speech provides a comprehensive summary
of discussions and presentations from a meeting
held on November 1, 2024. Key topics include
mutual trust

international recognition,
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architecture, interoperability, and the Japan-EU
digital partnership. The document also outlines
use cases, such as carbon footprint data
exchange, and compares trust frameworks
between Japan and the EU. Action items are
listed at the end for follow-up.
Introduction
e Mr. Takahiro Fujishiro, General Manager of
Public Business Innovation, and Takahiro

Fujishiro from the Power System Division

of Hitachi, were introduced as today's
panelists.
G7 Takasaki Meeting and International

Recognition

e Discussion on the G7 Takasaki meeting

and the concept of Data Free Flow with

Trust (DFFT) proposed by the Japanese
government in 2019.

e Emphasis on mutual recognition and
coordination with EU member nations to
facilitate smoother business activities.

e Systems, technology, architecture, and
data models are being developed to raise
feasibility into practice.

International Mutual Recognition

e Four points to consider for international
mutual recognition, focusing on legal

requirements, technical standards, and

trust anchor standards.
e Importance of a common authority for
the

integrating different schemes.

certification and challenges of
Trust Architecture and Interoperability
e 3D, 3-Layered Architecture:

o Top Layer: Trust application services for

handling.

o Middle Layer: Trust data distribution
layer for communication between
participants.

o Bottom Layer: Trust service
infrastructure  layer with  electronic

signatures and authentication.
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e Simple demonstration scenario based on
communication between data providers
and consumers.

Use Case: Carbon Footprint Data Exchange

e European manufacturers request carbon
footprint data from Japanese suppliers
using a trust infrastructure.

e \Verification of inquiries, preparation of
data, and transmission through Japanese
and EU trust systems.

Trust List and Cross-Certification

e Phase 1: Verification paths for Japanese
and EU certificates.

e Phase 2: Use of a simulated bridge

certificate authority for Cross-
certification.
e Inclusion of overseas trust lists and

confirmation of feasibility.
PKI Infrastructure and Applications
e PKI infrastructure for public applications
like tax reporting and electronic printing.
e Use of Unified Payment Infrastructure
(UPI)
transactions.

for  digital proofing  and
Japan-EU Trust Framework Comparison

e EU Qualified SSCD components include

Address Format, Qualified TSP, Qualified
Certification, and Qualified Standard.

e Verification

of security requirements,

identification  profiles, devices, and
formats.
Accreditation Criteria and Mapping
e Detailed survey report on accreditation
criteria.
e Comparison of projects in Japan and other
countries across five categories.
Action Items
[ ] Review the YouTube demonstration of the
trust list process.
[ 1 Further investigate the integration of
different trust schemes.
[ ] mapping and

Continue comparing
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international trust standards.

3.19 D3-S10 Speech

Yasuhiko TANIWAKI (Member of the Board,
Executive Vice President, I1J)

B RE (RS- RyMZS 7747 BUHE
BIHLRIITIRE)

Overview
This
decisions made during a meeting focused on data

speech outlines the discussions and

integration and distribution. Key topics include
the importance of data accuracy, the functionality
of data
collaboration opportunities. Action items have

integration layers, and potential
been consolidated and placed at the end for
clarity.
Data Integration and Distribution
Importance of Data Accuracy

e Emphasized the critical need to maintain

accuracy in data distribution.
e Highlighted the

ensuring trust in data handling processes.

role of accuracy in

Data Integration Layer
o Connector Functionality:
o Discussed plans to implement a connector
function to facilitate data connections.
o This
application services that connect data

function will support various
within different communities.
e Projects and Initiatives:
o Mentioned ongoing projects like Gaia-X in
Europe and Data-EX by DSA in Japan.
o These projects aim to enhance data
integration and distribution frameworks.
Collaboration Opportunities
e Expressed the possibility of collaborating
with Japan on similar data integration
projects.
Action Items
[ 1 Explore potential collaboration opportunities

with Japan on data integration projects.
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3.20 D3-S8-1 Final Closing

Barbara Grewe

K-35 G-

Overview

This speech provides a comprehensive overview
of interconnected security paradigms, focusing
on national, economic, and societal security. It

Overview
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highlights the integration of cybersecurity into
the
collaborative efforts between government and

various sectors and importance  of
industry. The document emphasizes the need for

unity and collective action to address
cybersecurity challenges effectively.
Interconnected Security Paradigms
National, Economic, and Societal Security
o Distinct Lenses: Traditionally, national
security is viewed through a protection
lens, economic

security through a

monetary lens, and societal security
through a paternal lens.

o Intertwined Responsibilities: There is
growing recognition that these security
responsibilities are interconnected and

need coordination. A new security
paradigm has emerged, creating both
opportunities and challenges.
e 3D Glasses Analogy: Viewing these
securities together, like wearing 3D
glasses, allows for a comprehensive
understanding of global events.
Cybersecurity Challenges and Strategies
e Cybersecurity Integration: Cyberspace
is increasingly integrated into the real
world,  impacting

politics,  society,

economy, and culture. Cyberattacks,

including state-sponsored ones, pose
significant threats.
China's 2015

cybersecurity strategy acknowledged the

o Historical Context:
integration of cyberspace and its potential
for disruption.

e Current Initiatives: Discussions included
active cyber defense, improving cyber
intelligence sharing, using government

cloud services, and strengthening cyber
contingency planning in the Asia-Pacific
region.

Collaborative Efforts and Partnerships

Government and Industry Collaboration
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e Senior Leadership Insights: Leaders like
Chief Cabinet Secretary Hayashi and
White Coker
emphasized the shift from idea sharing to

House Cyber Director

collaborative action.

e Panel Discussions: Topics included

improving critical infrastructure defenses

and cyber supply chains, with new
Japanese government initiatives
highlighted.

Overcoming Fear and Building Unity

e Deputy Chief of Mission's Warning: The
cyber realm is daunting, but fear can be
mitigated through unity and collective
action.

e Strength in Unity: Better partnerships,
information sharing, and collective action
are essential to counter cyber threats
effectively.

Action Items

[ 1 Improve critical infrastructure defenses.

[ 1 Enhance cyber supply chain security.

[ ] Strengthen cyber contingency planning in
the Asia-Pacific region.

[ ] Increase cyber intelligence sharing.

[ ] Utilize government cloud services for better
security.
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3.21 D3-S8-2 Final Closing

Jun Murai AFH fiE

Cybersecurity, Three Pyramids, Knowledge | Y//\—tF1)71, EREZLHEE, FELZEHFRE
Sharing T~

Theme COFEBHETE YAN-TF1VT1SURSVLADEE L.

The speech focused on the multifaceted nature of

cybersecurity, emphasizing its impact on
national, economic, and societal security. It
introduced the concept of three security

pyramids, each representing a different aspect of
security, with operational activities at the base
and governance at the top. The importance of
merging these pyramids and sharing knowledge
across different security domains was highlighted
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as crucial for effective cybersecurity. Continuous

service, recovery, and collaboration were

underscored as essential components for
addressing future cybersecurity challenges, as
discussed at the 14th International Cybersecurity
Symposium.
Takeaways
1. Cybersecurity involves national,
economic, and societal security.
2. The

representing different security aspects.

concept of three pyramids

3. Importance of merging and sharing
knowledge across different security
domains.

4. Operational activities form the base of
the security pyramids.

5. Governance and decision-making are at
the top of the security pyramids.

6. Continuous service and recovery are
crucial in cybersecurity operations.

7. Collaboration and sharing of wisdom are
essential for effective cybersecurity.

8. The the
importance of understanding different

symposium  emphasized
security perspectives.
Highlights
e "Sharing it and viewing from the three

different points of view is the only way
that we do have a kind of strong challenge
for the future of cybersecurity."-- (14th
International Cybersecurity Symposium))

Chapters & Topics

Three Pyramids of Security

The concept of three pyramids representing

national, economic, and societal security in
cybersecurity.
e Keypoints
o National security focuses on protecting a
nation's  critical  infrastructure and
information.

o Economic security involves safeguarding
financial systems and economic interests.
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o Societal security addresses the protection
of social structures and public safety.

o Explanation

o The speech explained that each pyramid
operates independently with its own
operational base and governance at the
top. However, merging these pyramids
and sharing knowledge across them is
crucial for effective cybersecurity.

o Considerations

o Ensure continuous service and recovery in
cybersecurity operations.

o Facilitate collaboration and knowledge
sharing across different security domains.

Assighments & Suggestions
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4 DAY 2: October 31 | North Building 1F North Hall

4.1 D2-T1-S1 Hitachi

Hitachi Hiz
Title: What Does Effective Security Risk | 54Nl : S B REFIVFIVAIODRZZLEE?
Visualization Look Like Today? EFL—4-: AR & RXSHEIRER I39RY

Moderator: Osamu Ishihara (Senior chief | —EXTSYrIA—LAESXZAZYN IR—SRATIYRTA
Engineer, Managed & Platform Services Business | —AHY—EXEEZ FEFEIR)

Division, Cloud Services Platform Business Unit, | /{RUZN :

Hitachi, Ltd.) - JIEE B— (RBFEFE BBRREGRE b1\t
Panelists: F21U715R FRMIL)

- Yuichi KATO (Deputy Director of the|- & 8ti (HAESHKAST JO0-NNL/IR-23>
Cybersecurity  Division, = Commerce  and | BB&#HIESS >—77071v3>3F))

Information Policy Bureau, Ministry of Economy,
Trade and Industry (METI))

- Mikiya Tani (Senior Professional, Global

Innovation Strategic Division, NEC Corporation)

Overview
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4.2 D2-T1-S2 Cisco

Cisco

Title : The latest status of "economic security"
and "national cyber security" that enterprise
companies need to understand

Moderator: Shigeru Kimura (Cyber Security
Center of Excellence Japan / Security & Trust
Office, Cisco Systems, G.K)

Panelist:

- Takahisa KAWAGUCHI (Head Consultant &

Manager, Risk Management Dept. & Corporate

Cisco
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Planning Dept., Tokio Marine dR)
- Isamu MONIJI (Principal Sales Architect, Service

Provider Operations Cisco Systems, G.K)
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4.3 D2-T1-S3 InterNational Cyber Security Center of Excellence (INCS-CoE)

InterNational Cyber Security Center of Excellence
(INCS-CoE)

Theme: INCS-CoE progresses and directions in
international collaborations in research and
training

Moderator: Chris Hankin (Professor,
College London, INCS-CoE Chair)

Panelists:

Imperial

- Kazuo Noguchi (Sr. Researcher, Keio University)
- David Luzzi (Senior Vice Provost, Northeastern
University)

- Karl Steiner (Vice President, University of
Maryland Baltimore County)

- Luiz DaSilva (Professor, Virginia Tech)

- Konstantinos Mersinas (Associate Professor,
Royal Holloway, University of London)(Invited)

- Muhammad Salman (Head of Computer
Engineering Study Program, University of
Indonesia)

- Rolando Martins (Assistant Professor, University

of Porto)

Language: English

InterNational Cyber Security Center of Excellence
(INCS-CoE)
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Overview

This document provides a comprehensive summary of recent developments, seminars, and initiatives

related to cybersecurity across various universities and organizations. It highlights the activities of

the INCS-CoE, including seminar series, research programs, and international competitions. The

document also outlines the cybersecurity initiatives of the University of Indonesia and the University

of Porto, emphasizing collaboration, research, and talent development. Action items are consolidated

at the end for clarity and follow-up.
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Introduction to INCS-CoE

e Chris Hankin, Professor at Imperial College London and current board chair, introduced the
INCS-CoE panel.

e The panelists were introduced, and the session aimed to update on INCS-CoE's activities since
the last cybersecurity symposium.

INCS-CoE Developments

e INCS-CoE was informally established around 2015-2016 and formally chartered in 2019 by
six partner universities from Japan, the US, and the UK.

e Despite pandemic interruptions, the network has grown to 17 member universities, with
recent additions including Virginia Tech, University of Surrey, University of Porto, University
of Indonesia, and Tallinn University of Technology.

e The organization now includes a community of 41 experts and fellows, with expectations for
rapid expansion.

Seminar and Research Programs
Seminar Series

e Seminars are held quarterly, lasting about 1.5 hours, and are open to all.

e Topics covered this year include:

o Security of healthcare systems

o Security challenges of next-generation energy distribution networks

o Security challenges for democratic elections

e Upcoming seminar on December 11 will focus on the security of space systems.

e Future topics may include embedded medical devices, aviation, immersive technologies, and
Al security.

Research and Policy

e INCS-CoE focuses on three pillars: research, policy recommendations, and
education/training.

e The organization aims for international government-industry-academia partnerships to
address cybersecurity challenges.

Capture the Flag (C2C) Competition

e The C2C competition is a Capture the Flag event held annually, involving global university
students.

e The competition emphasizes ethics and international collaboration, with teams formed from
different countries and universities.

Recent Developments

e Over the past five years, the competition has seen participation from 77 universities and 33
nationalities.

e The next competition will be hosted by Northeastern University in Boston in July 2025.

e Future hosts include the University of Indonesia and George Mason University.

Expert Community Panels
Security Challenges for Democratic Elections

e Held on September 11, the panel discussed electronic voting security amidst ongoing elections

in Japan and the US.
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e Key points included:
o Voter coercion and protection against hacking (Vote XX system by Alan Sherman, UMBCQC).
o Verification of electronic voting systems (Steve Schneider, University of Surrey).
o Potential threats to the 2024 US election, including misinformation (David Lazor, Northeastern
University).
o Overseas voting challenges and solutions in Japan (Juasa Harumichi, Meiji University).
Introduction
e Presenter: Luis de Silva, Bradley Professor of Cybersecurity at Virginia Tech and Executive
Director of the Commonwealth Cyber.
e Organization: Commonwealth Cyber, a consortium of 46 universities and colleges in Virginia
focused on cybersecurity research, innovation, and workforce development.
e Objective: Collaborate globally in cybersecurity, joining INCS-CoE to enhance partnerships
beyond Virginia.
Seminar Series Overview
e Focus: Protecting electricity distribution systems, relevant to the symposium's theme on
economic security.
e Keynote: Mr. Kumar from the U.S. Department of Energy discussed hardening electricity
distribution systems against cyberattacks.
Distributed Electricity Systems
e Transition: From centralized to distributed systems, increasing resilience against
cyberattacks and natural disasters.
o Renewables: Integration of solar and wind energy introduces new vulnerabilities.
o Presenter: Dr. Ali Mirazi-Sani from Virginia Tech discussed vulnerabilities and the role of
5G/6G in supporting distributed systems.
Electric Vehicles and Security
e Presenter: Dr. Dirsel Cavendish from Kyushu.
e Topic: Security vulnerabilities in electric vehicle charging, including potential malware
injection.
o Solution: Adapting communication network authentication protocols for secure vehicle
charging.
Healthcare Systems Security Seminar
e Speakers:
o Emile Lupu(Imperial College): Security issues in healthcare, Al vulnerabilities.
o Kevin Fu(Northeastern University): Expert on medical devices, discussed device security.
o John Wondolt(Georgia Tech Research Institute): Trustmark system for secure information
sharing in healthcare.
Key Discussion Points
o System Resilience: Maintaining critical functions amidst cybersecurity compromises.
e Balance: Cybersecurity risk versus system usability.
o Future Devices: Security implications of biodegradable devices implanted in the body.
Seminar Notes and Research Agenda
e Publication: Seminar notes available on the INCS-CoE website, including abstracts, speaker
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bios, and key questions.
e Upcoming Seminar: Focus on space systems later this year.
Introduction to University of Indonesia's Cybersecurity Initiatives
University of Indonesia's New Membership

e The University of Indonesia has been accepted as a new affiliate member of INSCOE since
August 23, 2024.

o Indonesia is experiencing rapid digital transformation with a significant increase in internet
users, reaching 221 million out of a total population of 278 million, resulting in an internet
penetration rate of 79.5%.

Challenges and Initiatives

o Digital Transformation Challenges: Indonesia faces challenges such as increased attack
surfaces and security risks, particularly in data security and critical information infrastructure.

e Cybersecurity Workforce Gap: There is a notable lack of cybersecurity workforce, especially
in technical capacity, which is a concern for government and public sectors.

e IDCARE Establishment: The University of Indonesia established the Indonesia Cyber
Awareness and Resilience Center (IDCARE) in 2020, focusing on:

o Postgraduate programs in cybersecurity.

o Cybersecurity-related research.

o Collaboration, partnership, and certification building.

o Enhancing cybersecurity capacity of human resources.

Collaborative Efforts

e Cybersecurity Academy Membership Program (CAM): Involves multiple universities in
Indonesia to collaborate on cybersecurity research and capacity building.

o Joint Research and Development: Collaboration with other universities to develop security
monitoring tools and SOC based on open source, benefiting both academic communities and
SMEs.

e Training and Competitions: Conducts cybersecurity training for leaders and national CTF
competitions to develop cybersecurity talents.

International Cooperation

o JICA Project: Collaboration with JICA for human resources development in cybersecurity,

developing a curriculum based on the NICE framework and security body of knowledge.
University of Porto's Cybersecurity Research
Membership and Collaboration

e The University of Porto is a member of the Center of Cybersecurity and Privacy, focusing on
exchanging experiences and knowledge with other partners.

e Recent joint publication with UMBC on risk analysis in cybersecurity for car infrastructure.

Autonomous Vehicles and Cybersecurity

o Challenges in Autonomous Vehicles: Emphasizes the need for multiple sensors in
autonomous vehicles for accurate perception and decision-making.

e Security Risks: Highlights potential risks of coordinated attacks using autonomous vehicles
and the importance of a multi-layered cybersecurity approach.

Intrusion Tolerance and System Security
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e Intrusion Tolerance: The ability of a system to function in a degraded mode even when

compromised, requiring redundancy and a holistic approach integrating machine learning,

dependability, and cybersecurity.

Northeastern University's Cybersecurity Competition

International Talent Development

e The INCS-CoE is focused on growing the international talent base in cybersecurity, addressing

the global challenge of filling cybersecurity positions.

e The competition aims to develop international networks among students from like-minded

countries and provide exposure to different cybersecurity practices.

Competition Details

e Online Qualification Round: Scheduled for early February, with registration opening in

December.

e Finals: Anticipated to exceed 400 students, with around 100 students traveling to Boston,

Massachusetts, USA, for the finals competition from July 6-10, 2025.

e Future Competitions: Planned to be held in Indonesia and then back in the U.S. at George

Mason University.
Action Items

[ ] Plan and announce the seminar program for 2025 and provisional program for 2026.

[ ] Prepare for the next C2C competition at Northeastern University in July 2025.

[ ] Expand the community of experts and fellows within INCS-CoE.

[ ] Publish seminar notes and abstracts on the INCS-CoE website.

[ ] Prepare for the upcoming seminar on space systems.

[ ] Register for the cybersecurity competition in December.

[ ] Contact David Luzzi for more information about the competition and participation opportunities.

4.4 D2-T1-S4 Keidanren

Keidanren
Theme: Enhancing Cyber Resilience through
Public-Private Partnerships and Capacity Building
Moderator: Akihiro WADA (Chair, Working Group
on Cyber-Security Enhancement Committee on
Cyber Security, Keidanren)

Panelist:

- Shinichi FUCHIGAMI (Corporate Executive
CISO, General Manager, Cyber Security Strategy
Department, NEC)

- Nobutaka TAKEO (Director, Cybersecurity
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BFAMBROEFIVT1FvT

o BFOROIEAMOREIE

o BEFAMBEROLOOTFIUTFv>TZEL T, BNIEEFAMEZRIELTVET,
YA N—EF21UTA AMOBE R LTRER

o HRERE
o #J 20 £F/IT 1000 BMETULIZIDTSLN®EIN, EERTETAN—tF1)FT1 AMMMEALL TREL TV
o
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o HHIHERR/NBETE. ABPTEFIIT R ZHEETDIAMPREREL TV,

o SEOHDIEH

o JOUSLDILFEEH/INMPEEBIFOAMBRRBERZARET .
#ZELEDERDHE A
Society 5.0 for SDGs & DFFT

o =FHEFOHDHEH

o EXEEWA EREE. ERESETBEUYAN\-tF+1)71581k.,

o BIFAFI- 2@ EMBUILZ 2T LRY A\ -ZEROIEE,
BEYAN-1BEHIv>a>

o HRENS

o 20234 1H 15 HHS5 18 HICMNI THRETE .

o REDADTIZIVAVPEREEOHAIMEFENMRALENMD TS,

o HETEERFEZFTTTHAN-ZFION - # B TR,

. BOEE (MOC)

o AMBRELEREEZEE 8 mMOABT MOC Zifis,
EREEEAMBHORE
EREEORE

o [FHRHABOEER

o NRAMTOBHRAENNE,

o (EREEROBENBIRIBORE,

o EBH#FNRERDIEA

o AFVADLICERTOAMIZRZE.

o BUFRIDA>TUS1> A8EHIRE,
A BERRDRE

o tFIVFI AMODIED

o IA—Y-1EPHNPECHITZEFIVTI AMOARE.

o EEEMFIIVFTZEBEFRIELUUIIEDS . EHNCEDBOHENDD.

o BHFMRIER

o WAFUS TR AMOERZEC T, 171 A ZE K.
IKRIVESR
EREEORE(L

o ERRALHIRF

o BIRONENKEREIRE.

o BERHBOIZ1IZF1Z2MIFI2ELL T, BIRERZECULIZ 171 O ER,

o (SHBROEE

o INSIPDENZIEHER. SRR EILITDENEE,
AMBRORELEDEA

o I1-Y-DREADAYVE-T

o tTFIUFI AMOROZERET DI, BEBNTT1IUTZEERL. SHBCEDBOIENNE,

o UAFUZIOIFIRAMOIERAZBU T, tF1UTI AMEBRT 2N KDEND,
TFIVTA AMDRBEBE R
FUNBRICHE T EF VT A DB ETE
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o BURORE: H/NEETE. BEOTFIVTIAMPIARELTVS,
o JSAEFIVTIAM: BEFEEEAMIBIZNIFAF1VTA AMINAREL TSI, BIFFOHEICEF1UT(
AFINZENNT DNENDD.
EbLtFIVTFRFHEDOHE L
o BEILOEEM: ANA OBIZET, MMZERSEHRZBA<SUENIBIR T 1T DEST(CERII D LTS,
o fRERLERREEL: MIBEPEERETHNIAMOELFICHESIEORENMFINC,
PIT74THAN=FT 1T ADEDFEH
WEEADOMG
o IMEBHIFELHMEEELL: WEBDY-N\-Z1FTEL. TOMEEZEIETREZBTEL TS,
o WBIEMIEE: /\WwI/\WIORWVEEZHIENCRIET 2 EZIRFTH,
EFZIEDHIWMEEFADH L
o APTHEQDXME: HE. 027, 17>, L RENERZIBZZITLEZBLL THEITBNS,
e Volt Typhoon: FEZROIIN—THEEA>IFADIERRH TLBEDERN DD,
ERESEOEEE
BEOFIT7YRTLY
o [BRERZMORE: REINMFOADIERZENMUEL. [BREZZMMIDETHERRIRIEZEDIEMNMEREIN
IZo
AMZTHREB
MAFEDHRTD AR
o MAMOBRBRTAMIZREITIRENDDFELUI,
o I—H-DEINVT-PENMEEUTERDHEOIENEELENFELUL.
A B OEDH
o REREFRZOHDEHNEBITEINELI,
o I—H—-EPHNRZEICEOTOEARNBEDEHNKROHENTVET,
o BHVOSHERMENERZLRZILNEAENELI,
BAN—CFIVTALERET—HAR—-R
BAN—tF1UF1 DR
o NFTOHAN—-tF1UT<(CBIT DZmNEDSNTEELUI,
EET-HAR-ADIRE
o REMENMRULES(OVWTIBITENEL,
o EETHAR-RE. TAFEZRHRICBEINDZENFRBAENELUR,
o ATHEREREY(C NS R NEAZZE(BL . EFRM(CABEER NI BRI AR - AZIBER I DN SFELENTVET,
o ERTHHERZITIGZREL. BFRAT P EHGEEL TIDED CERRINFU,
Action Items
[ ] EREZEDBERABRIEDE /H
[ ] N—=Z297095 L0 RBEUESHERRIRERDIE
[ 1 VRFUI ORHERRERETS EDIRET
[ 1 IRETA—YDOFE—EET)> T OERIL
[ ] BEBEBIHARSAOIERK
[ ] HMEEEFEFI)TH—-EXDRERF - LADIEE
[ ] IoT HmORIEHIEDIEE
[ 1 IPA [CLBTAMN—IBRDITRESI DIELE

219




[ 1 APT IZEENSRF— AA[J-CRAT D51k,

[ 1 AR IO 1) M)EE

[ 1 AMBERIOYSLDENE

[ 1 EREEIEHFCF1UT IOFZIBFIEDER

[ ] EFAMBBROF1V71Fv> TOENE

[ 1 T0J3LDILFEEHINMEZEBT DA B REBEROIRET

[ 1 ERTOAMIRO®EL

[ 1 BUFRIDA>7)2 1> R581E

[ 1 YRAFUS IR AMORAZBUIZEF 171 AMOBERK
[ 1 tFIUTA AMOBR IO 5 LD

[ 1 774784 N=T1I1> 2D FIEMIEBOFEHRTE

[ 1 EREECLDIERIRDFEH B

[ 1 Y- -EOEERGICHTTEEARNREDEH Z&51 S 2,
[ ] EET-IAR-2ADBRCEIT-ERREDSZRET 2.
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5 DAY 2: October 31 | East Research Building 8F Hall

5.1 D2-T2-S1 Japan Digital Trust Forum (JDTF)

Japan Digital Trust Forum (JDTF)

Title: Trends in Digital Trust Required for DX -
What is Trust in the Digital Space? -

Moderator: Masaki Shimaoka (Senior Researcher,
IS Laboratory, SECOM CO.)

Panelists:

- Akihiro Odajima (Vice-Chairman, Trust Services
Study Committee, Digital Trust Council)

T NSANMGES (JDTF)

H14NL 1 DX #EETROHSNBT SIS MOEE ~F
SHNZERDERREL ? ~

L4 B BE (TILKAS IS KA.
EAFRE)

JERUZ b

- NEBIS BBE (TTAINRSAMEESR RSAN—ERD
VSR EER BIEZER)

- Yukihide Seki (Senior Professional, NEC |- B 175 (HABSHRS =7 JOJ1vIaHl)
Corporation) - TE B (Bhatkast >Z277095-)

- Satoru Tsuchiya (Senior Director, Fujitsu

Limited)

No record

5.2 D2-T2-S2 Data Society Alliance (DSA)

Data Society Alliance (DSA)

Title: The technical requirement in
implementation of DATA-EX
Moderator: Hiroshi Mano (EverySense,Inc.,

C.E.O., Data Society Alliance, Secretary General)
Panelists:

- Masazumi Hirono (Senior Engineer, ID
& Public

Division,

Promotion Center, Government

Corporation  Information
Hitachi, Ltd.)

- Taka Matsutsuka (Senior Research Director,

Systems

Data & Security Research Laboratory, Fujitsu
Research)

- Masaru Dobashi (Senior Specialist / Executive
IT Specialist (Platform), NTT DATA Group
Corporation)

Tt aHEERES (DSA)

A4 N . DATA-EX O3, 2R EORAiTHIERE
E7L—4 B & (IJUED RSy UUBAat K
EUS . — it EEANT St SHER RS 5IES
/EBRE)

JKRUZN

- E% Ef (MRS BIEFF AHIITLAEE
B8 1D eSS EAERRET)

- IR &R (BEL@sAst 7-9&EF1UFAR
Fr >Z7UY—-F571L797)

- I8 B BRRSENTT T-99I—F =7 - AR3v
UANTIHCHIT4T IT ZRSVURN (TFYRTA—L))

No record

5.3 D2-T2-S3 Digital Architecture Design Center (DADC)

Digital Architecture Design Center (DADC)

Title: Is a trust infrastructure required to realize
DFFT?

Moderator: Soshi Hamaguchi (Maximax Co., Ltd.,

FIINT—FTHFv - TH1> 25— (DADC)

A4 ML NS ANEEE(E DFFT RIRDHICHERDOH
L% B0 #BE (RSt Maximax AK)
KRR
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Representative)

Panelists:

- Tetsuya Sakashita (JIPDEC (Foundation for
promotion of Digital Economy and Community),
Managing Director)

- Hiroshi Mano (EverySense,Inc./EverySense
Japan K.K. , C.E.O.)

- Toshikazu Yoshida (Japan Digital Trust Forum,
Director, Chief of Secretariat)

- Takeshi Kawabata (IPA Information-technology
Promotion Agency, Researcher)

- IRF Bi((—B) BXRBERBEHSHER S B
HE)

- BE & (IO RS0/ Utk ettt REREEFE)

- 5l BE (—MEEEATSIVISAMGESR
(JDTF) EEHFEHFER)

- M 8 (RIZITBUEAN (BIRLIEHEEAB (IPA)
HRE)

No record

5.4 D2-T2-S4 CyLogic

CyLogic

Title: FedRAMP Cloud Training for Japan
Speaker:

- Louis Mayberg (CyLogic's Co-Founder & CEO)
- Chris Grady (CTO, CyLogic)

Language: English

CyLogic

A4 N : FedRAMP 57 ROBAR@EIF R —Z24
Speaker :

- WA R-XA()\—=4 (CyLogic, HREIAIF%EFE CEO)
- HUZ-J5vy74 (CyLogic, CTO)

E=3
=]

anl

.
4. R

aun

I

No record
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6 DAY 3: November 1 | North Building 1F North Hall

6.1 D3-T1-S1 Trend Micro

Trend Micro Trend Micro
Theme: Emerging Trends in Russia-Linked APT | 7—X : O3 7(CBSET 3EH5ND APT OENE(CDLT
Activities EFL-4 B EiE (ML RY/90 BaN\-tF1U7

Moderator:  Hiroyuki Kakara (Sr. Threat | 14/ JA=23 R, 27 ALY NS —Fv—)
Researcher, Trend Micro Cybersecurity Institute)

APT HYRDO—-LA Jq4v >4

7T~

COFEETIE. OS> 7SRO APT (Advanced Persistent Threat) OEEIERETFECDOVWVTEELRSSNELR. 45
(C BYRD—LPRIZAR=L (APT28) . APT29. TWARA. 7—247 (AL RY) REDEENEHI—4 MIERD E(F5
NFU. FlzL B RI=AILLBTTAINATA—5—DFEE®., DI54TERIB IREOFEM. J1vS I FvoR-2DF
EICOVWTEERBAENEUIZ. INSM APT J)L—Joskdts, #3241, FIE (TTP) (CBEI 3 hiThnELk.

O 7RO APT OE[a)

B2 RO-LADIEBNET TV h

ROAR—L (APT28) OiEEIEI—SYh

APT29 OSEBNEA—S I

TWARA DEENEA—-T WK

7—=2Z47 (AXLRY) OiFESheI—Tvk

B RD-LIRLELBZTPAINAT1—5—DFER

954 FERIB I E D

. TPANARTA—=5—OBWEES T YR T7 AL

10.R-Clone ZAL\fz C&C J&Eh

W o N U A WNRE

=T N2/
O3> 7RO APT OE)E
O3 7(CREET 3E#5N% APT (Advanced Persistent Threat) OBIEICDVTOIAITE Do
e ER
o YYRI-AF GRU ICIFEU. 97314 FD1>TF% NATO hlEEEZS -5 ML TLVS,
o MWYAM=LA (APT28) (& GRU [CIREL. tHEFRHDESE. BT XT17%25—TyNMLTWS,
o APT29 (3 SBR ([CIRREU. BATHEBINS 205> 0% -5y ML TWVS,
o TWARA (& FSBA [CIFEU. BUAFHERIPOKR(EREZY —T Y ML TS,
o FP—=2A47 (AXLRY) (£FSBA [LIBEUL. D734 T BAFPESHEZI - YNIL TV,
YO RI-AILLBT7PAINATA—5—-DFER
Y RI-ALIRRBIDEHBNDTFAINATA—5—DFEREZDFH M.
s ER
o RO-JICEHET DI IHEERBIRZIBE I 3LI(CT AN TS,
o DIFAFEMERTIRO—>0EHRZECIFHICEAS L TS alEEM.
o WEODXFINESHTIrAIIEL. C&C ([C7yIO—-RI 3.
ROAM=AD TTPs EREDHEFTINR—->
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AOAM=L (APT28) DO TTPs (ffy. ¥2fft. FE) EmADEFv> -0,
e Em
o LTSN ITS T FvIR- %R,
o AA—Yyb EOENY-EXWOIEROE =BDOA-ILTRLAZER,
o Webhook OFANF—EX%Z CRC LU TEA.
UKR.NET OILF ISP WIS 2T IR—>
UKR.NET O1—H—-%4—-5YNIUIT1vS 2T Fv 0 R=2 T ABOIN AT — Ry M-D(EFEL, 1-Y-&E/NRT—
ReINEEIGXET S,
e Em
o MU X=)EBRLTI-Y-%AE0OYA NIEEE
o ANETNIERILBEIRZINEE(OXE
o Mocky.io ® URL %{#
MS LT ISP TAVS DT FrIR—>
Outlook Web App ZIERUIE 1w >0 H4A MefERL. 1-H—-00J1 >V EREzEDFr -2,
e Em
o A=UvhDI1-Y—-%% URL DI\SA-FELTER
o pipedream.net ® Webhook (C&ERZIX(E
o IR=FZRPI—IYZT7OKENT—F vk
PU=FFrINR->
Mocky.io @ URL ZERURART I T SATLIEREINET 2T >R,
e Em
o MN—=FYREIRANEENT—Svh
o JavaScript Z{ERAL TIEHRZINE
o webhook.site (C[BEREIXE
APT29 D TTP
APT29 OHEBIAYREANT, $efft. FIE (TTP) ([CDOWVWTDEERA.
e Em
o VUIVNRIRDIEE
o RETFIT1vS > DER
o HTML R $%4ti
APT29 DiEEIED V51 TS EDRSE
APT29 (3O 7 DIINBIRT DIHISTEENL TLDEE ZHN., D54 FTHER(CREEL CEBZ/ERLSE T,
e EBm
o APT29 (32021 Fh5 2023 FICMNITEEZTERIC.
o  DISATEESREEL T MBENSDII A FADHRIRZIEIEL LS ELIZ AT EE .
o DOI7IGEVERBEARMRESNTULS,
M7 SOWMEFE
N T SEZART T49S T 0IA =A== 7y )% ERL. IHEECIIII7ZER I 5.
e EBm
o Adobe PDF 1 Java ORfess4zE .
o HAALIIINITT DREFELAER.
o BIFAFI—JIELHEERENFI,
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HZXDRIIIT DYSHEEE(L
NZDERTZDOEBERNYIRT T, BEOBOIYE > E#FALICL TREENTLS,
e Em
o 2005 FtH(C.NET Framework THi¥E.
o EEOIN>RERFS. 45 OIN> RhEURIEN T,
o RRRURIRD KA > (CEIEESL.
P=A9IDUE- NI V— M OITH3a>xd0
7=2ZH7VE- 2T — M2 1h3a %2 ERL. YI0%EBU TARIERI- REEITT 3,
e ER
o NXAYOYINI—-ROTYIL—MiEEZER.
o VBScript ZROvJUTET,
o TUIL=RRFIXINY-ARFIXY NS ZFATITDNENHD.
BRELIESR

6.2 D3-T1-S2 InfoKeyVault Technology / WIiSECURE Technologies Corporation

InfoKeyVault Technology / WISECURE | InfoKeyVault Technology / WISECURE

Technologies Corporation Technologies Corporation

Title: The Impact of CMMC 2.0 on the Defense | #1/ Nl : CMMC 2.0 " T51F1—>hEIc 52 37E
Supply Chain BIH4NL

Subtitle: - CMMC 2.0 £ SP 800-171r2 &5

- The emergence of CMMC 2.0 and SP 800-171r2 | - CMMC 2.0 AQEEHLC LD, EEEASA—(ET—-5t+1Y)
- CMMC 2.0 compliance will push the industrial | 7AADIKEZSS(IEPI CLICRD

vendors to invest more in the data security - BEEAA-(FEDLILTT —HRERRETEZN

- How could the vendors improve their data | - EDQHZT—IDIRECREI 2T EAN -3
protection
- Some interesting demonstrations on protecting | Speaker :

your valuable data 7)I\—=k-F1> (InfoKeyVault Technology Co., Ltd.
CEO, WISECURE Technologies Corporation CEQO)
Speaker:

Albert Cheng (CEO of InfoKeyVault Technology
Co., Ltd.,, CEO of WIiISECURE Technologies
Corporation)

i
B
5
B

Language: English

Overview
This document provides a comprehensive overview of the cybersecurity symposium, focusing on the
importance of data protection, the U.S. Department of Defense's CMMC framework, and insights
from InfoKeyVault Technology. It highlights key discussions on data-centric security strategies and
compares CMMC with ISO 27001. The document concludes with action items for further engagement
with InfoKeyVault Technology and exploration of the CMMC framework.
Introduction to InfoKeyVault Technology

e Speaker: Albert from InfoKeyVault Technology, Taiwan.
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Company Overview: InfoKeyVault Technology specializes in data security, providing
hardware products and design services for military, government, aerospace, and enterprise
sectors.

Importance of Data Protection in Cyberspace

Key Insight: Data protection is crucial as cyber attackers aim to steal or manipulate valuable
data.

Examples:

Google and ChatGPT rely on data for functionality.

Critical infrastructure like JR-TRANS and power plants depend on accurate data.
Perspective: Data-centric protection is essential as attackers may eventually breach systems
despite strong defenses.

U.S. Department of Defense (DoD) and CMMC

(0]

(0]

CMMC Overview: Cybersecurity Maturity Model Certification (CMMC) is a compliance
framework for DoD vendors to protect sensitive data.

Regulations:

CMMC focuses on Federal Contract Information (FCI) and Controlled Unclassified Information
(CUI).

Non-compliance may lead to removal from the DoD vendor list.

Timeline:

CMMC 1.0 introduced in 2020.

CMMC 2.0 expected to begin in the first quarter of next year.

Full certification required by 2028.

CMMC vs. ISO 27001

(0]

(0]

(0]

(0]

Comparison:

CMMC is specific to data protection for DoD vendors.

ISO 27001 is a general security framework applicable to any company.

Impact:

CMMC certification is mandatory for DoD vendors and their subcontractors.
Infrastructure and service providers are also affected due to their role in data handling.

Lessons from CMMC

(o]

(o]

(o]

Data-Centric Security: Emphasizes the importance of protecting data as a critical asset.
Security Strategy:

Traditional perimeter-based security is insufficient.

Focus on identifying and protecting valuable data like CUI and FCI.

Techniques:

Use encryption and access control based on data states (at rest, in transit, in use).

Company Introduction and Product Demonstration

(o]

(e]

InfoKeyVault Technology:

Established for nearly 20 years, focusing on data security.

Expanded operations in Japan under the brand WiSecure Gaishi Kaisha.

Product Highlight:

FileAgis: A file-only automatic encryption system using unique keys for each user.
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o Google Workspace Integration: Demonstrated client-side encryption for enhanced data
security.
Action Items
[ ] Contact InfoKeyVault Technology for more information on data protection solutions.
[ 1 Explore the CMMC framework for potential application in your organization.

6.3 D3-T1-S3 Leukocyte-Lab

Leukocyte-Lab Leukocyte-Lab
Title: Give Your Cybersecurity a Checkup: Al- | 34N : BAN—-tF1VF1DRIRDI T : Al (CLDA]
Driven Visibility, Effectiveness, and Investment | f%. B3IE. IXEZNER O

Evaluation Speaker : 211Y>-t> (Leukocyte-Lab Co., Ltd.,
Speaker: Jason Shen (Leukocyte-Lab Co., Ltd., | CEO)
CEO)

=58 | R

Language: English

Overview
This document provides a comprehensive summary of the first day of a Japanese conference focused
on cybersecurity. It covers various aspects such as current cybersecurity threats, the importance of
attack visibility, testing defense effectiveness, security investment strategies, and the integration of
Al in next-generation Breach and Attack Simulation (BAS). The document also includes case studies
and real-world examples to illustrate key points. Action items are consolidated at the end for clarity.
Introduction
e Speaker: Jason, President of Leukocyte, Founder of Leukocyte-Lab, and Core Member of
Military Cyber Security Association in Taiwan.
o Context: First day of the Japanese conference, focusing on cybersecurity challenges and
solutions.
Cybersecurity Threats and Attack Visibility
Current Cybersecurity Risks
e Global Impact: Cybercrime is a significant risk for global businesses and government
agencies, with losses expected to reach $10 trillion by 2025.
e Frequency of Attacks: Cyber attacks occur every 39 seconds, highlighting the increasing
severity of cybercrime.
Importance of Attack Visibility
o Definition: Attack visibility refers to the ability to monitor all network activities to detect
threats promptly.
e Analogy: Compared to a general on a battlefield needing to understand enemy positions,
cybersecurity requires understanding threat dynamics.
o Consequences of Lack of Visibility: Without visibility, organizations face significant financial
losses and brand damage.
Case Studies
o Equifax: Failed to patch vulnerabilities due to insufficient attack visibility, leading to
exploitation by hackers.
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e Target: Vulnerabilities in third-party vendor security went undetected for weeks, resulting in
unauthorized access.
Testing and Ensuring Defense Effectiveness
Necessity of Testing
o Misconfigurations: Highlighted by the Capital One case, where a misconfigured web
application firewall allowed unauthorized access.
e Testing Methods: Traditional vulnerability assessments and penetration testing are costly
and may not be feasible for all companies.
Breach and Attack Simulation (BAS)
e Functionality: BAS automates security testing, simulating potential attacks to assess defense
effectiveness.
o« Comparison: Unlike traditional methods, BAS is more affordable and flexible, providing a
comprehensive view of security posture.
Real-World Examples
e Network Traffic Monitoring: A case where outdated equipment led to undetected attacks
due to traffic overload.
e Server Misconfigurations: Highlighted issues where network settings prevented proper
detection of attacks on certain servers.
Security Investment Strategy
Role of BAS in Investment Decisions
e Pre-Investment: BAS helps simulate attacks to guide risk assessments and budget
allocation.
o During Investment: Assists in evaluating cybersecurity products by testing them against
real-world attacks.
o Post-Investment: Regular testing ensures defenses remain effective against evolving
threats.
Case Study: Medical Center
e Challenge: Faced ransomware threats and needed to decide on further security investments.
e Outcome: BAS testing revealed strong existing defenses but identified gaps in data
protection, leading to targeted investments.
Next Generation BAS and AI Integration
AI-Driven Testing
o Automation: AI simplifies the selection and execution of security tests by analyzing network
architecture.
e Log Analysis: Al automates log collection and analysis, reducing the time required for
security assessments.
Benefits of AI Integration
o Efficiency: Reduces analysis time from a week to a day, allowing for quicker response to
threats.
o Comprehensive Reporting: Automatically generates detailed reports with specific
recommendations for security improvements.
Company Overview
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e Leukocyte-Lab: A leading cybersecurity startup in Taiwan, recognized for its innovative

solutions and collaborations with government and industry leaders.

o Expansion Goals: Aiming to enter the Japanese and East Asian markets.

Action Items

[ ] Explore BAS solutions for ongoing security testing and investment strategy.

[ ] Consider Al integration for automated security log analysis and reporting.

6.4 D3-T1-S4 Keio University Global Research Institute, Cyber Civilization Research

Center (CCRC)

Keio University Global Research Institute, Cyber
Civilization Research Center (CCRC)

Keio University CCRC (Co-organized by ECHONET
Consortium, Japan Electrical Manufacturers'
Association, Inc.)

CCRC Open Discussion: Trust Design about
Energy Resource Aggregation Business as Cyber

and Physical system.

Moderator: Masaki Umejima (Project Professor,
Graduate School of Media and Governance, Keio
University /Convener of Smart Energy
Development Plan, System Committee, IEC)
Panelists:

- David Farber (Guest Professor [Global], Keio
University and Co-Director of Cyber Civilization
Research Center)

- Masao Isshiki (Professor and Director, ECHONET
Lite Interoperability Test Center, Kanagawa
Institute of Technology)

- Selvakumar Manickam (Director, Cyber Security
Research Center in University Science Malaysia)
- Yasuyuki Hayama (Assistant Professor, Faculty
of Design, Strategic Design Department, Kyushu
University)

- Masato Nagasawa (Chairman of Promotion
Committee, ECHONET Consortium)

- Yoichi Masuda (Technical Committee SAWG
Chief Manager, ECHONET Consortium)

- Kenichi Nagami (Chief Security Officer of
UCHITAS Project, Intec Inc.)

- Chihiro Hasegawa (Seier Consultant, Nomura

Research Institute)

ERESBASZIO—) UG —FA2AT4T1— N B4/ —
XEREAZ 25— (CCRC)

EEFEAYS CCRC (3tf : —##EBEA IT—Ryhd>
Y-3T L, —MEHEEA BABETES)

CCRC ABIEtER: HAN—I4 SIS AT AELTOIRI
£y ZFHF -3 E SZACETBNSANT A >

B4 IS B (2R, BEEZ2KRFARFRK
AT (T7IRFRRNHERUSE, IEC SATLAZRESTIE—TF
(AN—hIXRF—FFETEIEY))

JKRUYZN

- TEYR-T7—N\— (. BEERDARZIFRIBIEEER
(EBR). BAN-XBRAE L AA-HFEEHI-R)

- —8 IEB (#R/IIIRARFEEEE. ECHONET Lite
REZIRTA-FRER)

- WLNON=) -XZThLtEE (NL—ST7RIZERFTAN
— IV AR EA-FIR)

- BR A (I3—xvb DY-37Lh EREER)

- Pl Rz (WNARFEXRZFE =M TFEHAFRREANT
SvOTHA AR BhE)

- BHE F— (Id-xvbh IDY-37L EiNiEZER

SAWG F8)
- kR f#— (UCHITAS JO 1/ hmEt+iVT(EF
B MRS TY))

- BB 503 (SZ7IDYIVID N FFAHEERITRR)
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Overview
This document summarizes the discussions and outcomes from a series of meetings focused on
cybersecurity and trust design in energy resource aggregation and IoT systems. Key topics include
security frameworks, risk assessments, and the challenges of implementing secure protocols in
resource-constrained IoT devices. The document also outlines action items for future developments
and collaborations.
Introduction
e Meeting Time and Venue: The meeting was held at 5 p.m. Japan time as part of the Keio
University International Cyber Security Symposium, co-organized by Econet Consortium and
the Japan Electrical and Manufacturers Association.
e Facilitator: Masaki Umejima, Professor at Keio University and CCRC member, led the
discussion.
Main Topic
e Objective: Discuss the security of energy resource aggregation business and trust design
within a cyber and physical security framework.
o Definition: Energy resource aggregation business involves managing demand and supply of
electricity through coordination with retailers and grid distributors.
Key Challenges
e Resource Facilitation: Managing diverse resources at the customer side is a significant
challenge.
e Cyber and Physical System: The integration of cyberspace and physical space is crucial for
system security.
Security Framework
e Security Triangle:
o Framework: Introduces necessary security assessment methods and recommendations.
o Guidelines: Defined by government authorities, such as the Japanese government and NIST
in the US.
o Implementation: Balancing technology and economics to choose appropriate security
measures.
Risk Assessment
e Current Status in Japan:
Ongoing risk assessment of energy resource aggregation business.

o

Previous guidelines from 2019 are being updated, with a new version expected by March
2025.
Process:

o

Identify risk sources, analyze risks, evaluate them, and consider treatment based on ISO and
IEC standards.
Cyber and Physical Space Connection

o

e Security Measures:

o Authentication and encryption are key for both physical space security and connecting cyber
and physical spaces.

o Data management is critical, especially in controlling data spread after uploading.

230




Updates on Technical Paper and Guidelines
CCRC and Keio University Technical Paper
e Publication Timeline: A new technical paper from CCRC at Keio University is expected to be
published in Spring 2025.
e Purpose: The paper will align with the updated Japanese government guidelines and serve
as an example for implementing security measures.
e Audience: Aggregators and other stakeholders can utilize this paper to understand and
implement security measures.
Current Assessment and Vulnerability Collection
e Ongoing Assessment: The current focus is on assessing vulnerabilities in labs, considering
both cyber and physical systems.
e Objective: To understand and mitigate vulnerabilities effectively.
ERAB Security Guidelines
Background and Development
o Release Date: Scheduled for March 2025.
e Context: The guidelines are being developed in response to the increasing number of IoT
devices and associated cyber threats.
Key Points
e Increase in Cyber Threats: As IoT products proliferate, so do cyber threats targeting
vulnerabilities.
o Diverse Threats: Threats are increasing due to the diversification of information obtainable
from target devices.
Implementation Items
e Role Distribution: Tasks are being carried out by CCRC Umeshima-sensei and LNRI, with
roles distributed among team members.
e Current Focus: Modeling the e-lab system, identifying threats, and considering risk
scenarios.
Econet Consortium Security Perspective
Overview
e Presenter: Mr. Nagasawa, Vice-Chairman of Econet Consortium.
e Focus: Security perspective from the Econet Consortium side.
Products and Systems
e IoT Products: Includes industrial control devices, network cameras, and home appliances.
e Smart Power Supply: Key area of focus, with specific requirements under the Econet
project.
Standards and Collaboration
o Star 1 and Star 2 Requirements: Both are subject to self-adjustment declarations.
e Collaboration: CCDS group and home-related manufacturers are involved in developing
standards.
Security Requirements
o Econet Star 1: Mr. Masuda from Panasonic discusses the security requirements and system
architecture.
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ECHONET Lite Implementation and Security Concerns
Overview of ECHONET Lite Implementation
e The implementation of ECHONET Lite is compared to other systems, emphasizing its
importance in protecting information assets.
e Discussion on whether ECHONET Lite should treat certain information assets to prevent
potential damage.
Smart Home Subworking Requirements
e The focus is on the smart home area where Econet Lite devices are predominantly used.
e The consortium is considering future responses to meet the requirements of Econet Lite
devices in this subworking.
Challenges in Implementation
e Balancing technical and economic viewpoints is crucial for successful implementation.
e The Japanese government's role is highlighted as significant in addressing these challenges.
Presentation by Dr. Salwa
Introduction
e Dr. Salwa, Director of the Cybersecurity Research Center at the University of Science Malaysia,
shares insights on ECHONET Lite.
e The center focuses on cybersecurity in emerging technology and industrial communication
systems.
Establishment of Cybersecurity Test Center
e Collaboration with CCRC, SFC Forum, and Masaaki-san led to the first Econet Lite
Cybersecurity Test Center in Malaysia.
e The center includes real Econet Lite appliances and emulated systems to demonstrate
complex communication within the network.
Malaysian Cybersecurity Act and Recommendations
e The Malaysian Cybersecurity Act (Act 854) focuses on national critical information
infrastructure, including the energy sector.
e The center has developed a Malaysian-centric EROP recommendation for security and privacy,
considering local policies and culture.
Evaluation of ECHONET Lite Security
e ECHONET Lite is an open protocol similar to the internet, facing similar security challenges.
e Key security concerns include the lack of built-in security features like authentication,
encryption, and integrity checks.
e The complexity of relying on external protocols for security increases vulnerability to attacks
such as spoofing and data tampering.
Recommendations for Security Improvement
e Reducing complexity by minimizing dependence on external protocols is essential.
e Known vulnerabilities in external protocols like DTLS, WPA3, and IPSec need to be addressed
through research and testing.
Security Challenges in IoT Protocols
Resource Constraints and Protocol Complexity
e IoT devices are resource-constrained, making it challenging to handle multiple protocols and
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dependencies.

The complexity of protocols impacts computation capability and resource management in
cyber-physical systems and home IoT devices.

Cost is a significant concern alongside limited end-to-end security and the need for protocol-
level security integration.

Security Considerations and Experimentation

Security considerations are based on real experiments, including attacks on air conditioners
and lighting systems.

Findings highlight the importance of secure communication, storage, privacy, and defense
against attacks, aligning with the CIA triad: confidentiality, integrity, and availability.
Vulnerabilities found will be detailed in the upcoming report version, expected in November.

Recommendations for ECO and ELAIR Protocols

Addressing Security Challenges

Authentication: Protect against unauthorized access and rogue devices by embedding
cryptographically generated passwords in each device.

Data Integrity: Use cryptographic hashes to prevent tampering and man-in-the-middle
attacks, ensuring reliable data exchange.

Data Confidentiality: Encrypt data in transit to prevent unauthorized access, adhering to a
zero-trust policy.

Replay and DOS Attacks: Implement rate limiting to address replay and DOS attacks, which
can have severe physical consequences.

Data Storage: Encrypt data on devices to prevent deciphering in case of a breach.

Key Management: Ensure robust encryption, authorization, and authentication processes.
Firmware Updates: Enforce digitally signed firmware updates from dedicated servers to
prevent unauthorized modifications.

Tamper Reduction: Implement mechanisms to prevent device tampering and unauthorized
firmware modifications.

Balancing Security and Usability

Open protocols must balance security with ease of implementation and use, similar to RESTful
APIs.

Security is crucial for distributed energy resources and home appliances, where risks can
transcend from cyberspace to physical space.

Open protocols offer interoperability, innovation, accessibility, and flexibility, reducing vendor
lock-in and fostering global participation.

Expert Insights and Panel Discussion

Balancing Interoperability and Security

Dr. Selber emphasized the need for balance between interoperability and secure systems.
Panelists highlighted the importance of device-level authentication and the challenges of built-
in security in open systems.

Dave Faber discussed the complexity added by openness and the need for rigorous testing
and verification.

Future Directions
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e The challenge lies in maintaining a balance between interoperability and security over the
next five years.
e The Econet Consortium is considering device-level authentication as a key focus area.
e Continuous security assessments and feedback from participants are crucial for improving the
Econet Lite system.
Action Items
[ 1 Finalize the draft of cybersecurity guidelines for energy resource aggregation business by the
end of the year.
[ ] Release version 3.0 of the guidelines before March 2025.
[ ] Share information with Ms. Hasegawa regarding the vulnerability of the EDAB system.
[ 1 Support Ms. Hasegawa's information-gathering activities.
[ 1 Once the outline is decided, share the contents of the Econet standards with relevant
stakeholders.
[ 1 Consider the balance between technical and economic viewpoints in ECHONET Lite
implementation.
[ 1 Develop strategies to reduce complexity and reliance on external protocols for ECHONET Lite
security.
[ 1 Address known vulnerabilities in external protocols through continued research and testing.
[ ] Provide feedback and comments on E-Lab security concerns to Ms. Hasegawa and her team.
[ ] Participate in future workshops hosted by Keio University CCRC to stay updated on security
issues and solutions.
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7 DAY 3: November 1 | East Research Building 8F Hall

7.1 D3-T2-S1 Robot Revolution Initiative (RRI)

Robot Revolution Initiative (RRI)

Title: Trustworthiness concept for Supply & Value
Chain

Speaker:

- Mahara Kumiko (Sony Semiconductor Solutions
Corporation IS Business Strategy Department)

- Takashi Ogura (Hitachi, Ltd. Research &
Development Group, Connective Automation
Innovation Center, Autonomous Control Research
Department)

- Nobuaki Suzuki (Toshiba Corporation)

-  Fumikado Anzai (MITSUBISHI HEAVY
INDUSTRIES, LTD. Research & Innovation Center
Control Systems Research Department)
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7.2 D3-T2-S2 Japan Cybersecurity Innovation Committee (JCIC)

Japan Innovation Committee
(JCIC)

Theme: Cybersecurity is Your Own Business:

Cybersecurity

Let's Spread It among Your Company

Speaker:

- Toshihiro HIRAYAMA (Visiting Fellow, JCIC &
Professor, iUniversity)

- Masahiro SAWADA (Visiting Fellow, JCIC)
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7.3 D3-T2-S3 Cybexer

Title: Smart City and Cyber Ranges
Speaker: Ragnar Rattas (CybExer Technologies,
CTO)

Language: English

Cybexer
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Cyber Ranges Red Team Smart City Systems
Theme

This speech provides an overview of cyber ranges as simulated environments for cybersecurity

training, detailing their infrastructure, platform, game net, and exercise scenarios. It discusses the
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progression of red team attacks, the integration of smart city systems, and the visualization of real-
world impacts during exercises. Key takeaways include the use of cyber ranges for training, testing,
and research, and the importance of realistic and industry-specific scenarios. The lecture also
highlights discrepancies in blue team reporting and the use of 3D map visualization for smart city
components.
Takeaways

1. Cyber ranges as simulated environments for cybersecurity training

2. Different layers of a cyber range: infrastructure, platform, game net, exercise

scenarios
3. Cyber range infrastructure can be on-premise or cloud-based
4. Cyber range platform includes content management, scoring, and various IT services

o

Game net layer consists of technical systems like virtual machines and physical
equipment

Exercise scenarios can be industry-specific or general

Use cases for cyber ranges: exercises, training, testing, and research

Examples of game nets for industrial control systems and space technologies

v N

Cyber range environments can be tailored to specific needs
10. Cyber range portals and mission boards for user interaction
Chapters & Topics
Cyber Ranges
Cyber ranges are simulated environments used for training cybersecurity engineers, testing
organizations, and conducting cybersecurity exercises. They consist of various layers including
infrastructure, platform, game net, and exercise scenarios.
o Keypoints
o Cyber ranges provide a safe environment for cybersecurity tests and training.
o They can be on-premise or cloud-based.
o The platform includes content management, scoring, and various IT services.
o Game net consists of technical systems like virtual machines and physical equipment.
o Exercise scenarios can be tailored to specific industries or be general.
o Explanation
o Cyber ranges are designed to simulate real-world environments where cybersecurity
professionals can practice and hone their skills. They include various components and layers
that work together to create a comprehensive training and testing environment.
e Examples
A training environment consisting of three virtual machines: one PLC, one human-machine interface,
and one Windows 10 workstation. This setup is cloned for each participant in a training session.
o The environment is created to simulate industrial control systems.
o Each participant receives a clone of the environment for hands-on training.
o The setup allows participants to interact with realistic systems and scenarios.
An intermediate-sized network diagram representing space technologies, including business services,
security systems, and industry-specific systems like satellite mission control.
o The environment includes realistic software used in real-world space operations.
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o Participants can interact with systems like satellite mission control.
o The setup is designed to be as realistic as possible for training purposes.
o Considerations
o Ensure the cyber range environment is realistic and relevant to the training objectives.
o Consider the scalability of the environment to accommodate multiple participants.
o Align training scenarios with recognized frameworks for consistency and standardization.
e Special Circumstances
o If encountering a situation where the cyber range needs to simulate a specific industry, tailor
the game net and scenarios to reflect that industry's unique challenges and systems.
Red team attack progression
The progression of red team attacks in exercises, starting from gaining access to workstations,
moving to Windows domain controllers, and finally targeting power grid SCADA systems.
o Keypoints
o Initial phase targets workstations.
o Subsequent phases target Windows domain controllers.
o Final phase targets power grid SCADA systems.
Technical exercise target check status
A page that shows the status of various technical services during exercises, indicating whether
services are up or down.
o Keypoints
o [Each box represents a system in the exercise environment.
o Measures availability of technical services.
o Used to calculate availability scores.
Differences in blue team reporting and actual status
Discrepancies between what blue teams report and the actual status of systems during exercises.
o Keypoints
o Blue teams may miss red team attacks.
o Blue teams may report non-existent compromises.
Integration of smart city systems in exercises
The inclusion of smart city systems like SCADA and smart traffic lights in cyber exercises.
e Keypoints
o Smart city systems are represented as boxes on a map.
o Allows visualization of real-world impacts.
Real-world impact visualization
The ability to visualize the real-world impacts of IT system failures during exercises.
e Keypoints
o Buildings or districts are colored based on system status.
o Shows impact of losing access to critical infrastructure.
3D map visualization for smart cities
A new feature that allows the visualization of smart city components on a 3D map during exercises.
e Keypoints
o Maps technical systems to real-world objects.
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o Improves understanding of real-world impacts.

Assighments & Suggestions

7.4 D3-T2-S4 CylLogic

CyLogic
Title: FedRAMP Cloud Training for Japan
Speaker: Chris Grady (CTO, CyLogic)

Language: English

CyLogic
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