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Main Session

1 DAY 1: October 28 | West School Building 1F West Hall

1.1 D1-S1-1 Opening

D1-S1-1 Jun Murai (Senior Advanced Research
Project Professor, Keio University)

D1-S1-1 A #it (BEZRZ2AF T REHER
%)

1. Professor Murai welcomes participants to the
15th Keio International Cyber Security
Symposium and introduces Keio’'s multi-layer
research structure (Cyber Security Research
Center and CCRC under KGRI).

2. He emphasizes the value of holding this
symposium annually and highlights this year’s
theme: Cybersecurity for Digitized National,
Economic, and Societal Security through Global
Multilateral Public-Private Partnership.

3. The symposium gathers leaders from
government, industry, and academia worldwide
to discuss evolving cybersecurity and digital
trust issues.

4. Murai expresses gratitude to all long-time
supporters, including industry partners,
universities, and especially MITRE as the co-
organizer.

5. He acknowledges participation from 11
embassies and the United Nations, emphasizing
the importance of international cooperation.

6. He introduces distinguished keynote and
special speakers from Japan, the US, Europe,
and other regions, including former national
security leaders and senior government officials.
7. Speakers represent organizations such as
Japan’s National Cyber Security Office, US
intelligence community, East Japan Railway
Company, Stanford University, RUSI, US Federal
CIO office, and the European Commission.

8. Murai stresses that the conference’s value
comes from the contributions and discussions of
all speakers and participants.

9. He underscores that in 2025 cybersecurity
cannot be addressed by any single entity or
country; only collaboration and mutual

understanding make progress possible.

1. AHEUREEE 15 BEEERY/\-t+1U71> 2R
TSOLOSINEZELL ., BIERRKRFOZEIIATA
#ll (KGRI & TFOBAN-tF1VFHAFTRES Y- KU
CCRC) Z#BTUIZ,

2. EBUREARS VRS LAOFERFEHEOEERZETL.
SEOTXITO0-)IBRERESICLIER - FF -t
OFT ZHIUEICHIBAN—tF1UT 1 12iRRUTz,

3. RIURSUAFHEHREEOBAT - EHER - FHROU-H
—ZE&ED. ELITITAN—TFIUT1ETSIIUSTRDORTRE
ZiFim I Do

4, NHEBIREERR/N - — XZE RHCHEETHS
MITRE ZE0RFOZIEEEE(CHBEZRMALL.

5. 11 OXEEEEEREDSNZ:R%. B HOEEM%E
ZRRERUTZ,

6. B KE. B, 2SS, STERZ ERE
EEEPHNEEZS0ERLEHFEES 5hEES
BRI UIZ,

7. BEEIAROERIAN-tF1)72>5 - KE
BIRMEE REAREENE, 25>T4—FKFE, RUSI,
KELNEF CIO FHF. RINEESREDRBENART
o

8. BFURF. ASROMEFEHES - SMBORRE
Fam(ChdEsRTALI,

9. (&, 2025 FOYAN\—tF1)7 4 (FEIRDFRIEOE
TIIMATES BHABBIRRRCIOTOIHERN RIRER
EFRERT .

10. #(EF. SEOZ RS LN EFRNBRY NI —)%58
16U, B2 14 BIORETEMIERINDIGH T D
ZEELEATVD,




10. He hopes this year’s symposium will
strengthen international networks and continue
the successful tradition established over the past
14 iterations.

1.2 D1-S1-2 Opening

D1-S1-2 Wen Masters (Vice President, MITRE)

D1-S1-2 D1>-YA5—X (MITRE, El#tR)

1. Wen Masters, Vice President for Cyber
Technologies at MITRE, welcomes all
participants to the 15th International
Cybersecurity Symposium on behalf of MITRE.
2. She highlights Japan’s new active cyber
defense (ACD) law as a major strategic shift
enabling proactive measures, stronger
deterrence, improved critical infrastructure
protection, and deeper cross-sector information
sharing.

3. ACD underscores that cybersecurity is
inseparable from national, economic, and
societal security—longstanding themes of the
symposium.

4. She identifies three major challenge areas:
critical infrastructure cybersecurity, safe and
secure Al, and data protection in the era of
quantum computing.

5. Critical infrastructure systems—energy,
transport, communications, finance, healthcare,
manufacturing, food and water—face increasing
attacks from nation-states, criminals, and
terrorists.

6. MITRE's recent tabletop exercise with 200
participants from 70 organizations showed that
isolated incident responses are insufficient, and
interdependencies across sectors must be
understood for effective crisis operations.

7. Strengthening emergency communications
and preparing the cybersecurity workforce are
essential for managing prolonged disruptions.
8. Al presents both enormous benefits and
significant risks; professionals must address Al
system vulnerabilities, adversarial behaviors,
and build safe and secure Al through policy and
technological measures.

9. Quantum computing threatens current
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cryptographic systems by enabling rapid prime
factorization, allowing adversaries to crack
today's encryption—and adversaries are already
harvesting data for future decryption.

10. She calls for accelerated migration to
guantum-safe cryptography and encourages
active discussion and idea exchange throughout

the symposium.

1.3 D1-R2-1 Remarks from Keio University

D1-R2-1 David Farber (Visiting Professor, Keio
University)

D1-R2-1 FM4EYR-J7—/)\— (BEEDKAZFE BEH

%)

1. Professor David Farber briefly introduces
ongoing work at Keio University’s Cyber
Civilization Research Center (CCRC), led by
himself and Professor Jun Murai.

2. He explains that the Internet was originally
designed for high availability and fault tolerance,
but not for resilience, reliability, or security—
issues that now create major challenges.

3. He notes that both software and hardware
foundations of current systems are insecure,
which contributes to widespread cybersecurity
problems.

4. CCRC focuses on two core missions:
education and research, including supervising
graduate students and exploring future secure
system designs.

5. He cites a recent thesis on securing medical
information as an example of practical and
socially relevant research at CCRC.

6. Farber stresses the need to build robustness
and security into emerging technologies rather
than reacting after vulnerabilities appear.

7. He highlights upcoming challenges such as
quantum computing and widely adopted virtual
reality systems, which raise new security and
privacy concerns.

8. A key goal of CCRC is to anticipate
technological evolution and identify both societal
and technical issues before they become critical.
9. He emphasizes the importance of educating
future leaders—not only engineers but also

managers, finance specialists, and policymakers.
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10. Farber concludes by noting that developing
talented students, including those from non-
technical fields, is an essential role of both
universities and research centers like CCRC.

1.4 D1-R2-2 Remarks from Keio University

D1-R2-2 Kohei Ito (President, Keio University)

D1-R2-2 ik N (BERBATF 2R)

1. President Kohei Ito warmly welcomes
distinguished guests, colleagues, and students
to Keio University’s Mita Campus for the
International Cybersecurity Symposium, co-
hosted with MITRE.

2. He notes that the symposium began in 2016
and has been held annually in the same venue
for nine years.

3. President Ito recognizes ambassadors and
senior diplomatic representatives from the UK,
Australia, France, Israel, Norway, Portugal,
Lithuania, the EU, Germany, Canada, and the
United Nations, as well as Japanese government
officials.

4. He explains that the U.S. Ambassador cannot
attend due to the U.S. President’s visit, but the
Deputy Chief of Mission will deliver remarks later
in the week.

5. He highlights Keio’s leadership in
cybersecurity through experts such as
Professors David Farber, Jun Murai, and Satoru
Tezuka—who now serves as Chairman of Japan’s
Personal Information Protection Commission.

6. Keio plays a central national role not only in
cybersecurity but also in advancing digital trust
initiatives across Japan.

7. President Ito, a quantum computing expert,
recounts the field’s evolution from seeming
science fiction 27 years ago to today’s
functioning quantum computers.

8. He describes Keio’s Quantum Computing
Center—established seven years ago with IBM—
as a leader in quantum algorithms and software
development.

9. The center collaborates with major financial
institutions (MUFG, Mizuho, SMTB), which are
interested not only in computational advances
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but also in defending against quantum-enabled
cyber threats.

10. He emphasizes the importance of
understanding quantum technologies both for
defending against quantum attacks and for
leveraging quantum capabilities for secure
cybersecurity, including a live post-quantum
cryptography demonstration available during the
conference.

1.5 D1-R3-1 Remarks from Japanese Government (Ministerial)

D1-R3-1 HIRAI Takuya (Former Minister of
Digital Agency, member of the House of
Representatives)

D1-R3-1 ¥H =t RITZIIKE. REfEE)

1. The speaker emphasizes that cybersecurity
fundamentally relies on timely and effective
information sharing, especially as attackers
increasingly share information.

2. He reflects on his long involvement in Japan’s
digital and cybersecurity legislation, starting
with the 2000 IT Basic Law and later the 2014
Basic Cybersecurity Law.

3. The 2014 law had limitations—especially
regarding coordination between national
security and police authorities—highlighting the
need for seamless national and global
cybersecurity structures.

4. Japan has now established a more
comprehensive national structure for
cybersecurity, but securing sufficient authority
and resources remains essential.

5. He stresses that users must be obligated to
use the internet safely, noting the misconception
that the internet is “free” despite significant
national spending on cybersecurity.

6. Companies tend to treat cybersecurity as a
cost rather than a strategic investment, often
spending far less than governments relative to
revenue.

7. Technology itself has no inherent good or
evil; risks arise from how humans use
technologies such as AI and quantum
computing.

8. A growing societal concern is excessive
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reliance on Al for judgment, including during
elections, where people increasingly defer
decisions to Al systems.

9. Al training data can embed ideological biases,

including from foreign actors generating large
volumes of machine-oriented text—raising new
types of security risks.

10. As society enters the era of integrated
digital technologies (internet, AI, quantum),
cybersecurity must expand to address human
decision-making, content safety, and broader
societal impacts.

1.6 D1-R3-2 Remarks from Japanese Government (Ministerial)

D1-R3-2 Satoru Tezuka (Chairman of the
Personal Information Protection Committee)

D1-R3-2 Fix 1B (EANBHRREE Z8R)

1. Chairman Satoru Tezuka introduces himself
as Chair of Japan’s Personal Information
Protection Commission (PPC) and explains he
will discuss Japan’s current situation and the
evolution toward DFFT 2.0 (Data Free Flow with
Trust).
2. He highlights that digital society requires
trusted data flows, and DFFT 2.0 aims to
strengthen freedom and trust in cross-border
data exchanges.
3. Tezuka explains the concept of “cyberspace”
in Japan as a system grounded in freedom and
trust, with an emphasis on secure and reliable
data circulation.
4. He outlines key issues: data generation,
organizational processes, and technical
mechanisms—all of which must be addressed to
enable safe and secure data use.
5. He presents a three-layer cyberspace
architecture:

* Base registries providing authoritative
identity and attribute information

* Public trust layers issuing trusted
credentials

* Trusted data distribution layers enabling
secure data exchange
6. The top layer of this architecture supports
product-level data applications, built on trust

1. BAIERFEZESR (PPC) EERLUT. DFFT
(Data Free Flow with Trust) BLUZOFEEATH
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frameworks below.

7. Tezuka reviews Japan’s national data-
protection legal system, noting that high-level
tools such as adequacy arrangements enable
smooth international data exchange.

8. When these tools cannot be applied, lower-
layer mechanisms—such as standard contractual
clauses (SCC/MCC)—provide additional transfer
options.

9. He stresses that Japanese society must shift
its perception of personal data: data protection
and data utilization should not be viewed as
opposing forces but as mutually reinforcing.

10. He concludes that developing interoperable,
cross-border data-transfer frameworks and
establishing strong global data-governance
systems are essential for trusted digital societies
under DFFT 2.0.

ZIFENT —HEBRITEILRL. T—92M% T DFFT Z2i&
FARJREE I BT DIHEA N DFFT2.0 ORLEEIRA T
Do

10. =ARMIC, TZHIINID/Z-DEFEEEZI 0/
1BEE T 16, DFFT2.0 OHEEN A BI R THDEHHHKD
TWs,

1.7 D1-R4-2 Remarks from each of the governments and United Nations

D1-R4-2 Emil Levendoglu (Chargé d’Affaires,
British Embassy, Tokyo)

D1-R4-2 IZ—Jl LAYR—)L— (BEHZRENE)

1. The speaker expresses gratitude to Keio
University for the invitation and notes the
importance of gathering leaders, experts, and
industry figures to reinforce shared cyber
resilience.

2. He highlights major progress in Japan over
the past year, including active cyber defense
legislation, the creation of the National Cyber
Security Office, and an upcoming new cyber
strategy.

3. Despite these advances, 2025 has seen an
unprecedented surge in cyberattacks targeting
the UK, exposing vulnerabilities in critical
sectors.

4. He describes the severe cyberattack against
Jaguar Land Rover, which halted production,
impacted over 30,000 employees and suppliers,
and caused losses up to £50 million per week.
5. The UK government had to issue a £1.5
billion loan guarantee to stabilize the affected
supply chain, showing how deeply cyber
incidents can harm national resilience.
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6. He emphasizes that cybersecurity is no longer
a niche issue—it is a core national security
imperative affecting all countries, sectors, and
systems.

7. Governments must ensure every public
organization has a robust cybersecurity strategy,
act collectively against malicious actors, and
eliminate bureaucratic barriers that slow
information sharing.

8. Public-private collaboration is essential:
industry must be integrated with government,
while government provides national
frameworks, services, and clear accountability.
9. The UK is advancing a Cybersecurity and
Resilience Bill to regulate managed service
providers and designate critical suppliers
previously outside the formal “critical
infrastructure” scope.

10. He concludes by stressing the need for
harmonized regulation, secure-by-design
technologies, and a diverse cyber workforce—
achievable only through openness, collaboration,
and difficult but necessary conversations.

RHEOEFRIRTRM (N\—EF(E-—23>) EEELRN
W,

9. TF1T7EIMiIZEFREMY BIC(EA—T R ROEHE
HARBIRTHD, HEEHIN RN CLOTHRZRIFTE
BERRTNS,

10. &L SMENORG RN, H(CLNZZETHHE)
BT DHNRFREISEIFUNT THREDL O TS,

1.8 D1-R4-3 Remarks from each of the governments and United Nations

D1-R4-3 Justin Hayhurst (Ambassador,
Australian Embassy Tokyo)

D1-R4-3 SvZT4>-N)\=Zb (TEBA-XNSUT7K
fEEERAE)

1. Ambassador Justin Hayhurst congratulates
Keio University for its long-standing global
engagement and its growing leadership role in
cybersecurity.

2. He stresses that a secure Japan is essential
for a secure Asia and a stable world, making
Japan a critical lynchpin in regional and global
cybersecurity.

3. Australia aims to become the world’s most
cyber-secure nation and focuses on safe
technology, threat sharing, infrastructure
protection, private-sector engagement, and
sovereign cyber capability.

4. Cyber threats are borderless, fast-moving,
and transnational, coming from both state and
non-state actors; they threaten trust and
stability in digital economies.
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5. Cybersecurity has become central to
Australia’s foreign and security policy, especially
through cooperation with Japan in Southeast
Asia and the Pacific.

6. He cites joint actions such as the 2025 "SALT
Typhoon" advisory with Japan and other
partners to call out malicious cyber activity and
raise awareness.

7. Japan is regarded as a trusted and influential
partner; its increasing cyber leadership makes
collaboration, information sharing, and
coordinated responses even more important.

8. Cybersecurity must be a whole-of-nation
effort—protecting infrastructure, safeguarding
data, and maintaining economic confidence,
involving not only experts but all sectors of
society.

9. Public—-private partnerships are indispensable;
Australia emphasizes that industry collaboration
is not optional, and a broader "culture of
cybersecurity" is needed.

10. Japan’s emerging cyber threat information-
sharing framework offers new opportunities for
deeper cooperation with Australia, supporting
secure connectivity and stronger national
defenses.

Fiest, BEHIYA/N\—1TEITHUL CHE TERMSE
PIHEEZED TVSEHZEBTL TS,
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1.9 D1-R4-6 Remarks from each of the governments and United Nations

D1-R4-6 Philippe SETTON (Ambassador of
France in Japan)

D1-R4-6 J1UyT-th> (BERIFZAKIE)

1. Ambassador Philippe Setton thanks Keio
University for the invitation and expresses
support for the 15th International Cybersecurity
Symposium.

2. He emphasizes that today’s cybersecurity
challenges require collective, interdisciplinary,
and multi-stakeholder cooperation to maintain a
free, stable, and secure cyberspace.

3. France has articulated a clear national vision
for cyberspace, beginning with the 2018 Paris
Call for Trust and Security in Cyberspace, now
supported by 81 states, hundreds of civil-society
groups, and major companies.

4. The Paris Call promotes principles such as

1. 2 15 @9AN\-tF VT ERS RS ANOENN
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protecting individuals and infrastructure,
securing electoral processes, enabling
responsible regulation, and safeguarding privacy
to reduce cyber instability.

5. These principles continue to guide France’s
international engagement and shape its global
cyber diplomacy.

6. Nationally, cybersecurity is a core component
of the France 2030 strategy, which includes
investment in education, training, research,
innovation, and broader cybersecurity culture.
7. France participates actively in multilateral
forums, including the UN’s new global
mechanism for inclusive cybersecurity
discussions and EU initiatives.

8. France and the UK jointly launched a process
to develop guiding principles and policy options
for governments, industry, and civil society to
address specific cyber challenges.

9. He highlights the essential role of the private
sector, which must follow clear regulatory
frameworks, adopt cybersecurity-by-design, and
promote cyber education.

10. As cyber threats grow in number and
complexity, only coordinated defensive and
proactive efforts across society can build lasting
cyber resilience.

6. OECD *° EU BEEBFHEA DR TEHLLXNZX A
BEREIEL. EEHD7)I-OIZ1 TR REHEEL T
WBEIRRTLVD,

7. BAMNCUFUMNHCIZY MU TWSCE, FeRRETEI5
— - MRAROSNMNIARBI R TH B LU THEZRL
TWs,

8. BAERRHIAADIRRICED. BERTSHIEED
SRIRVOATT A IR -2 3> DfBEN BRI BECR B EAEHEL TL)
o

9. [BAN—-TF2)F71- /N1 -THA> |DFEPEFEBA
DEEBERE, HEZARTOYAN-UF5>—m LOERH
ZERFL TS,

10. YAN-IREOIEMEEM 2B R, EENNDOM
BB HTENTAN-LIIID A2 KIRT DM~ DTS
ETHBRLHDD TS,

A
B

1.10 D1-R4-8 Remarks from each of the governments and United Nations

D1-R4-8 Gilles Beschoor Plug (Ambassador, the
Kingdom of the Netherlands to Japan)

D1-R4-8 bEILZR-ARZK—-TIwT (BEEASHIEEK
1)

1. Ambassador Plouffe congratulates Keio
University on the 15th Cybersecurity
Symposium and highlights Keio's historical
Dutch origins and long-standing ties between
Japan and the Netherlands.

2. She reflects on the 425-year Japan-
Netherlands relationship, noting that scientific
advancements such as medicine and astronomy
entered Japan historically through Dutch
channels.

3. Unlike past tangible challenges (disease,
drugs, trade competition), today’s cyber threats
are less physical, harder to attribute, and come
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from both state and non-state actors.

4. She stresses the need for multinational,
multi-stakeholder cooperation among academia,
governments, and industry to meet cyber
challenges effectively.

5. The Netherlands strongly supports Keio’s
efforts and emphasizes the growing
intrusiveness of digital risks, including
ransomware and threats to vital industries.

6. Effective response requires developing
cyberspace governance norms and establishing
accountability for malicious actors.

7. She welcomes Japan’s new cyber legislation
as an important step in strengthening resilience
and building partnerships.

8. The Netherlands sees secure, resilient supply
chains—especially in technologically advanced
sectors like semiconductors—as a shared priority
with Japan.

9. She highlights ongoing cooperation through
initiatives such as ASEAN capacity building,
Japan’s Cybersecurity Competency Center, and
the Dutch-Japanese “D6” collaboration.

10. She concludes by emphasizing the urgency
of moving from discussion to concrete
international action to confront serious global
cyber challenges.

KTEBI—IIKONEETHZILIERL TS,

6. BARTHULWHAN=EFINEIRUCEZEDL, YA
N—BHHHDBENZ E THELRR TS,

7. HE22HROYTIAFI—BHENEETHH. BAROH
BRDEFT OT 14 RIA > HMERRR THD L& EHIEL TL
B

8. BEMTOBEEATIGETHD. —EROHBS5TLE
BITOBAONAREREL. HAD ASEAN B4/\—EES718
FLAH-OEDEAOZIFL TS,

9. AZAEHDFHLERETOEEZBNL. HEOL
FUTA A IR=23RIPTSANITRL -3, YA
N-HBB OB ZED TOBDERRTD,

10. 5% 1 . SBICHBADZILAL. AN\ -DEFDER
RE(CHFETEDMBOEARE RU THEDOTLS,

1.11 D1-R4-15 Remarks from each of the governments and United Nations

D1-R4-15 Gilberto JERONIMO (Ambassador,
Embassy of Portugal in Japan)

D1-R4-15 Z)INLL-T10Z4A (BEBEMRILMIIVAEE)

1. Ambassador Gilberto Jeronimo thanks Keio
University for hosting the symposium and
introduces Portugal’s perspective on
cybersecurity, emphasizing critical infrastructure
protection.

2. He explains that Portugal has adopted a new
cybersecurity legal framework aligned with EU
standards to enhance prevention, resilience, and
national response capacity.

3. The Portuguese Cybersecurity Centre leads
these efforts, but universities play a key role in
awareness, skills development, and training
future experts—similar to Keio’s role in Japan.
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4. Portugal’s progress is internationally
recognized: ranked 4th in the ITU Global
Cybersecurity Index 2024 and 23rd out of 153
in the National Cyber Security Index.

5. He stresses that national measures alone are
insufficient because cyberspace knows no
borders; global cooperation is essential.

6. Portugal, Japan, and like-minded nations
share a common vision aligned with the EU,
NATO, and the UN to promote a free, fair, and
secure cyberspace.

7. Portugal has strengthened its role in hybrid-
threat defense, joining the European Centre of
Excellence for Countering Hybrid Threats and
hosting NATO’s Communications and
Information Academy.

8. He highlights undersea cable protection as a
major priority, given Portugal’s strategic role as
an Atlantic hub for data centers and submarine
cable connections operated by companies like
Google and Meta.

9. Cybersecurity is also an economic
opportunity, attracting investment, fostering
innovation, and creating high-skilled jobs;
Portugal positions itself as a secure, stable entry
point for Japanese investors into Europe and the
Atlantic.

10. He concludes that cybersecurity is
fundamentally about trust—protecting citizens,
economies, and ensuring prosperity—and
expresses confidence that the symposium will
strengthen shared commitments to a safer
digital future.
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1.12 D1-R4-10 Remarks from each of the governments and United Nations

D1-R4-10 Aurelijus Zykas (Ambassador of the
Republic of Lithuania to Japan)

D1-R4-10 79LUDR-S—HR (BEEYNZZ7HIEHTF
LE L FNED)

1. Ambassador-designate Aurelius Zykas
expresses gratitude for the invitation and shares
his personal nostalgia for returning to Keio
University, which he considers his beloved
university.

2. He notes that cybersecurity threats connect
all nations, with malicious activity coming from
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actors in Russia, China, and other regions.

3. Lithuania recorded a 60% increase in cyber
incidents in 2024, partly due to rising threats
but also improved detection and public
awareness.

4. Given its difficult geopolitical neighborhood,
Lithuania has prioritized strengthening national
cybersecurity capabilities.

5. Lithuania’s strategy is built on three pillars:

* Strengthening cyber resilience across
society and critical infrastructure through
cooperation between the National Cyber
Security Centre, state institutions, and private
companies.

* Equipping national forces, including
establishing the Lithuanian Cyber Command and
expanding cyber conscription and reserve units.

* Enhancing collective cyber defense by
training allies and working with like-minded
partners.

6. Japan is identified as a strategic partner;
Lithuania and Japan launched a full bilateral
cyber dialogue last year, with a second round
scheduled soon.

7. Both countries are collaborating on cyber
exercises, including forming a joint Lithuania-
Japan team for NATO’s major cyber exercise,
Locked Shields.

8. Information-sharing cooperation is
strengthening—Japan has, for the first time,
sent an expert to the Lithuanian Regional Cyber
Defense Center, with hopes of continuing
regularly.

9. Ongoing negotiations on the Chisoya
agreement will further facilitate bilateral
cybersecurity information exchange.

10. He concludes by thanking the organizers
again and expressing enthusiasm for discussions
and concrete proposals to advance international
cyber cooperation.
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1.13 D1-R4-4 Remarks from each of the governments and United Nations

D1-R4-4 Thomas GNOCCHI (Chargé d'affaires,
Delegation of the European Union to Japan)

D1-R4-4 h—YR-Zav+ (BEEERMESAREPEREFA
HALE)
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1. Thomas Gnocchi, representing the European
Union, congratulates Keio University and notes
the EU has been participating in the symposium
since 2018.

2. He emphasizes that despite global efforts,
cybersecurity threats have continued to grow,
with both state and non-state actors becoming
increasingly sophisticated.

3. The EU is facing a surge in covert malicious
activities, making economic, national, and
societal security urgent priorities.

4. Citing a recent ENISA report, he highlights
major trends:

* Expansion of ransomware-as-a-service

* Increased cyber-espionage targeting
industrial supply chains

* Growth of hacktivism

* More advanced phishing techniques

* Rising risk of AI used as an independent
malicious actor
5. Cyberattacks now tend to be continuous
multi-vector campaigns rather than isolated
high-impact incidents, challenging resilience
across Europe.

6. The EU is enhancing cyber resilience through
major legislation and certification schemes,
including:

* NIS2 Directive covering 18 critical sectors

* Cyber Resilience Act (common security
standards for digital products)

* Cyber Solidarity Act (improving
preparedness, detection, and coordinated
response)

7. ENISA supports EU member states,
institutions, and industry through certification,
implementation support, and threat analysis.

8. The EU prioritizes strengthened global
partnerships, as cyberspace has no borders, and
countries worldwide face similar threats.

9. Cooperation with Japan is expanding,
including:

* Joint work on cybersecurity standards

* Collaboration on responsible state behavior
norms at the UN
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* Pilot projects under the ASEAN-Japan
Cyber Capacity Building program
10. He notes upcoming joint initiatives: the EU
team’s participation in the Cybersecurity
Challenge in Tokyo, and the Japan-US-EU
Industrial Control Systems Cybersecurity Week,
aimed at training Indo-Pacific participants.

1.14 D1-R4-9 Remarks from each of the governments and United Nations

D1-R4-9 Martin Huth (Deputy Head of Mission,
German Embassy)

D1-R4-9 NILF1>-J—b (RAYKfEEE BFELME)

1. Germany emphasizes that modern national
functions—from power grids to elections—
depend on private-sector digital systems,
making cyber attacks threats to both security
and democracy.

2. Recent incidents attributed to APT28,
Lazarus, and other state-sponsored actors show
that cyber threats are global and geopolitically
linked.

3. Cyber attacks have severe economic impacts,
exemplified by disruptions to 6,000 European
wind turbines and an estimated USD 230 billion
annual cost to the German economy.

4. Societal security is at risk, as shown by the
AKIRA ransomware attack that halted welfare
and community services for 1.7 million citizens
in 2024.

5. Germany is implementing NIS2, expanding
regulated critical entities from 4,500 to 29,000,
requiring major private-sector investment.

6. The government is increasing cybersecurity
spending by exempting it from the national
“debt brake,” enhancing capabilities of the
Cybersecurity Authority.

7. Legislative updates will strengthen active
cyber defence, and Germany aims to build a
semi-autonomous detection/response capability
called the “Cyber Dog.”

8. Public-private cooperation is central:
Germany collaborates through the Tallinn
Mechanism and coordinates with 8,700
companies via the Alliance for Cybersecurity.

9. The UP-CRITICS platform unites operators of
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critical infrastructure with federal agencies to
conduct joint risk assessments and national
Crisis exercises.

10. Germany and Japan share a participatory
approach to cybersecurity, and Germany seeks
deeper cooperation with Japan to build a secure
and resilient digital world.

AR

1.15 D1-R4-5 Remarks from each of the governments and United Nations

D1-R4-5 Deborah Paul (Minister / Deputy Head
of Mission, Embassy of Canada to Japan)

D1-R4-5 FMF-R—J)l, (FEENFIKRMELE BEFEAME)

1. Canada congratulates Japan on passing its
active cyber defense law and notes both
countries are adapting their cyber response
toolkits.

2. Canada launched its first national
cybersecurity strategy in 2018, establishing the
Canadian Centre for Cybersecurity and the
National Cyber Coordination Centre.

3. A refreshed strategy was introduced this
February, emphasizing whole-of-society
engagement, agile leadership, and partnerships
across academia, industry, civil society, and
international actors.

4. The strategy relies on real-time adaptation
through issue-specific action plans and ongoing
investment in cyber resilience.

5. Bill C-8, introduced in June, reinforces
Canada’s commitment to resilience and
deterrence in protecting critical infrastructure.
6. Canada notes strong parallels between its
updated approach and Japan’s cybersecurity
strategy, reflecting shared principles and mutual
learning.

7. Bilateral cooperation with Japan includes
exchanges between cyber defense forces,
regular dialogue on cyber defense policy, and
enhanced cooperation against cybercrime.

8. Continued official exchanges, including those
involving the NISC and Canadian counterparts,
are strengthened through the recently signed
Security of Information Agreement.

9. Canada values multilateral cooperation with
Japan to advance global norms and build cyber
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capacity worldwide.

10. Trust is emphasized as the core requirement
for effective cybersecurity collaboration, and
Canada sees forums like this symposium as
essential for building relationships that improve
national and societal resilience.

1.16 D1-R4-14 Remarks from each of the governments and United Nations

D1-R4-14 Izumi Nakamitsu (Under-Secretary-
General and High Representative for
Disarmament Affairs, United Nations)

D1-R4-14 i R (EFRESEHRK- BB E
RAER)

1. The UN highlights the global importance of
cybersecurity as digital transformation
accelerates across societies.

2. Digital public infrastructure in India has
enabled 1.3 billion people to access digital IDs,
financial services, and digital payments.

3. In Timor-Leste, data collection in key sectors
supports economic development and protects
agricultural heritage.

4. Japan’s smart-city initiatives are improving
the efficiency and sustainability of public
services.

5. These examples show the great potential of
digital technologies, but also the need to
manage risks responsibly.

6. A whole-of-society approach is essential:
governments alone cannot secure cyberspace;
industry, academia, and civil society must all
contribute.

7. Public-private partnerships are critical, as
responding to ICT incidents requires diverse
technical capabilities and continual information
exchange.

8. For more than 20 years, the UN has
facilitated intergovernmental discussions on ICT
security and the role of multi-stakeholder
partnerships.

9. In July, UN member states agreed to
establish a permanent global mechanism on ICT
security that will begin work in 2026.

10. The new mechanism will build on existing
international norms, promote responsible state
behavior, and include multi-stakeholder
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engagement through intersessional and
consultative meetings.

1.17 D1-S3-2 Keynote Speech: National Security

D1-S3-2 IIDA Yoichi (National Cyber Director,
National Cybersecurity Office)

D1-S3-2 R B— (EFRYAN\—HIEE RSN
—-B)

1. Japan faces rapidly increasing cyber threats,
including data theft, ransomware, and highly
sophisticated state-sponsored attacks that
target both IT systems and mission-critical
infrastructure.

2. Attack volume has risen dramatically—NICT
reports a tenfold increase over ten years, with
malicious packets appearing every 13 seconds—
expanding the areas Japan must defend.

3. Recent major incidents include ransomware
attacks on Toyota’s production system and the
Port of Nagoya, causing multi-day operational
stoppages and highlighting economic security
risks.

4. Large DDoS attacks targeted airlines,
financial institutions, and telecoms, disrupting
flights and online banking, influencing recent
cyber-response legislation.

5. Japan’s 2022 National Security Strategy
emphasizes seamless, omnidirectional cyber
response, including the implementation of active
cyber defense under new legislation.

6. Japan aims to establish cyberspace as a
foundation of a free and democratic society,
guided by five principles: free flow of
information, rule of law, openness, autonomy,
and diversity.

7. The government recognizes that neither the
public nor private sector alone can manage
cyber threats; deep public-private cooperation
based on mutual trust is essential.

8. Active cyber defense relies on incident
information sharing from private organizations,
government action based on that data, and
structured councils covering critical
infrastructure sectors.

9. New mechanisms—such as security-cleared
information-sharing systems beginning in May—
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enable analysis and dissemination of threat
intelligence across ministries and private
entities.

10. Japan’s five-year cybersecurity vision
focuses on national resilience, security-by-
design for individuals and SMEs, talent
development, strengthened international
cooperation, and closer alignment among
government, industry, and academia.

1.18 D1-S3-1 Keynote Speech: National Security

D1-S3-1 ADM (Ret.) Dennis Blair, (Former
Director of U.S. National Intelligence)

D1-S3-1 7=X-JL7 (FeREERFREE)

1. Admiral Blair highlights major global cyber
developments in the past year, especially the
rapid evolution of Al, which has empowered
criminals and hostile nations more quickly than
defenders.

2. He describes two massive, long-running
Chinese cyber campaigns—Salt Typhoon
(telecom penetration and message extraction)
and Volt Typhoon (critical infrastructure
infiltration and malware implants).

3. Social-media-based influence operations by
Russia, China, and others have intensified,
aiming to polarize societies and influence
elections in Western countries.

4. Japan’s new active cyber defense legislation
mainly targets criminal attacks and still offers
limited authority for countering state-sponsored
threats like Salt Typhoon and Volt Typhoon.

5. Japan has strengthened its defensive
posture—cloud migration, zero-trust initiatives,
security classification reforms—but these
measures lag behind best practices in other
Western nations.

6. Despite increases in incident reporting, Japan
still undercounts cyber intrusions, particularly as
Al expands attackers’ capabilities; many
government systems continue to have
unpatched vulnerabilities.

7. Blair warns that China is implanting malware
within Japanese critical infrastructure and that
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Japan lacks effective counter-strike cyber
capabilities, unlike its progress in military
deterrence.

8. Foreign disinformation campaigns targeting
Japan’s elections are growing, yet government
response has been weak, with limited
transparency or urgency compared to other
democracies.

9. He stresses the need for real-time public-
private collaboration, recommending Japan
establish a JCDC-like operational body rather
than relying solely on policy frameworks.

10. Japan must rapidly expand trained cyber-
defender capacity, develop Al-enabled defensive
tools, increase investment, and elevate urgency
to match the rising state-level threat
environment, especially to strengthen
cooperation with the United States.

B(CHA N L 2RIECEDEOREZERBL TWS.

1.19 D1-S4 Keynote Speech from Japanese Industry

Yoshihisa Nishimura (Executive Director, East
Japan Railway Company)

At FEA (RAXREHRERAST BTRE)

1. JR East operates extensive mobility and
lifestyle businesses—including railways, Suica
services, stations, hotels, and retail—serving 35
million customers with over 100,000 employees,
creating a large and complex security
environment.

2. The company’s information security policy is
structured with top-level basic policies, detailed
rules, and system-building guidelines, including
strict internal rules for AI usage and cloud
adoption.

3. With more than 70 group companies
interconnected, JR East faces significant supply-
chain cyber risks, requiring unified, group-wide
security measures.

4. A recent incident involving a malware-
infected PC showed that employee actions (such
as calling a fake support number) can still lead
to breaches despite existing rules.

5. JR East deploys endpoint security on
approximately 73,000 PCs, collecting 1 TB of
logs daily for analysis by a 24/7/365 hybrid
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security operations center (internal + external).
6. In May of last year, a massive DDoS attack
targeted Mobile Suica, reaching up to 166 Gbps
from bots in over 100 countries, overwhelming
defenses and disrupting other internal systems.
7. Attackers demonstrated sophisticated
orchestration and bypass techniques, requiring
rapid tuning of defense mechanisms to restore

service and improve resilience for future attacks.

8. JR East is investing in next-generation
automated rule-compliance checking systems to
complement human monitoring and prevent
information leakage incidents similar to those
seen in other major communication carriers.

9. For control systems, JR East prioritizes safety,
stability, and real-time performance, conducts
security assessments under national guidelines

(e.g., SCIS), deploys intrusion detection devices,

and uses data diodes to enforce one-way data
flows.

10. JR East complies with the Economic Security
Promotion Law and active cyber defense
requirements, promptly notifying authorities of
incidents and working to upgrade security in line
with government guidance.
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1.20 D1-S6 INCS-CoE Speech

Chris Hankin (Professor, Imperial College
London, INCS-CoE Chair)

DORIFD (A2RU7I- w02 R 2%, INCS-
CoE F17)

1. The International Cyber Security Centre of
Excellence (INCS-COE) began informal
collaboration in 2016 and was formally
established in 2019 by six founding universities
from the U.S., U.K., and Japan.

2. INXCOE has since expanded to 16 member
universities across nine countries, with 41
expert members and fellows.

3. The center’s primary activities include regular
research seminars and the annual Country-to-
Country Capture the Flag (C2C CTF)
competition.

4. Four research seminars were held since the
previous symposium, covering space systems,
medical devices, aviation/UAVs, and immersive
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technologies.

5. A highlighted challenge in space systems is
their similarity to IoT and ICS environments
despite harsh operating conditions, prompting
cross-domain learning.

6. In medical devices, a key challenge is that
mitigating cyber threats may require invasive
procedures, creating tension between patient
safety and security.

7. In UAV applications—such as emergency
response—the challenge includes safely landing
drones when standard navigation aids are
unavailable.

8. For immersive technologies, research
revealed major unresolved issues involving
scaling from single-user to multi-user
environments.

9. The C2C CTF attracts around 300 applicants
annually, selects about 120 students, forms
multinational teams, and covers a wide range of
cybersecurity challenges from web security to
digital forensics.

10. Future plans include building an alumni
network, hosting the next C2C CTF in Bali, and
preparing for a subsequent event at George
Mason University in 2027.
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1.21 D1-P1 Panel

Theme: INCS-CoE

Moderator: Chris Hankin

Panelists:

- David Luzzi (Senior Vice Provost, Northeastern
University)

- Karl Steiner (Vice President, UMBC)

- Anupam Joshi (Vice Provost & Chief Al Officer,
UMBC)

- Luiz DaSilva (Professor, Virginia Tech)

- Konstantinos Mersinas (Associate Professor,
Royal Holloway, University of London)

- Muhammad Salman (Head of Computer
Engineering Study Program, University of
Indonesia)

- Rolando Martins (Assistant Professor,
University of Porto)
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- Takao Kondo (Project Assistant Professor, Keio
University)

1. The panel introduced the International Cyber
Security Centre of Excellence (INCS-COE)
network, with Imperial, Northeastern, UMBC,
Virginia Tech, Royal Holloway, University of
Indonesia, University of Porto, and Keio
presenting their roles in collaborative
cybersecurity research and education.

2. Imperial College highlighted its status as a UK
centre of excellence, leading RITICS on
trustworthy interconnected cyber-physical
systems, focusing on industrial control system
resilience, critical infrastructure, and
attack/defence research with a 500-member
community of interest.

3. Northeastern University showcased broad
cybersecurity research (IoT, ICS, medical,
space, democracy defense), major facilities open
to international users (Colosseum wireless
digital twin, SPHERE testbed, large anechoic
Faraday facility), and programs like the National
Internet Observatory, Archimedes Center for
healthcare, and CHEST for hardware security.
4. UMBC described a campus-wide strategy
integrating AI, quantum, and cybersecurity,
including an OT-focused cyber range, Al and
Quantum Science Institutes, an interdisciplinary
Cybersecurity Institute, and deep workforce and
research ties with NSA and a large cyber
incubator in its BWTech research park.

5. Virginia Tech’s Commonwealth Cyber
Initiative (CCI) brings together 47 Virginia
institutions, supports over 350 faculty and
thousands of students, funds and spins out
startups, runs IUCRCs like CyberSmart
(financial-sector cybersecurity) and Whisper
(6G/future networks security), and has
generated significant jobs, GDP, and research
funding while expanding collaboration with
Japan.

6. Royal Holloway emphasized its pioneering
history in information security education (MSc
since 1992), large global alumni network,
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multiple research labs (smart cards, crypto,
human/behavioral security), diverse master’s
and online programs, and free educational tools
such as a browser add-on to help users improve
their online security behaviour.

7. The University of Indonesia outlined its JICA-
backed cybersecurity human-resource
development project, ongoing work in cyber-
physical and OT/ICS security, Al-driven threat
intelligence, IoT and blockchain security, an
open-source SOC/monitoring initiative, and its
role as host of the 2026 C2C CTF in Bali with
broad technical challenge categories.

8. The University of Porto’s cybersecurity centre
unites multiple faculties and industry partners to
work on autonomous vehicles (with Bosch),
resilient infrastructure, Al-based
vulnerability/zero-day risk scoring, offensive Al
for defensive testing in the energy sector (with
Galp), and quantum-classical hybrid networks
for secure QKD deployments.

9. Keio University’s Cybersecurity Research
Center, now under the Cyber Civilization
Research Center, presented its work on OT/ICS
security and “dynamic penetration testing”
frameworks using cyber-range environments to
evaluate resilience (detection + rapid recovery)
in long-lived, IT-connected OT systems with
large attack surfaces.

10. In the Q&A, panelists stressed that AI will
automate some entry-level SOC and testing
tasks but create demand for higher-skilled roles
and new defenses against Al-driven attacks;
they framed future-proof skills around
technological, data, and human literacy, and
invited universities and industry (especially in
quantum/future networks, healthy ageing, and
digital currencies) to join INCS-COE seminars
and collaborations.
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1.22 D1-S7-1 Speeches from Japanese Government

D1-S7-1 FUJIYOSHI Takayuki (Assistant Minister
for Cybersecurity, IT Management and
Evidence-based Policymaking, Ministry of

D1-S7-1 & Wz (XERFE Y/ /\-t+1U71-
BRI EREEE)
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Education, Culture, Sports, Science and
Technology - Japan)

1. Assistant Minister Fujiyoshi introduces himself
as responsible for cybersecurity, IT
management, and evidence-based policymaking
at the Ministry of Education, Culture, Sports,
Science and Technology (MEXT).

2. He thanks the organizers and participants,
emphasizing that cybersecurity is now a core
issue for universities and for the research
community.

3. He notes that the information environment
surrounding universities is rapidly changing, and
it is essential to identify, prioritize, and
implement the most effective security
measures.

4. Universities are engaged in diverse research
activities, which exposes them to the latest and
most serious cyber threats, increasing the
importance of robust security management.

5. He stresses that basic “on-the-ground”
security practices and risk management must be
carried out consistently on a daily basis, not just
at the policy level.

6. MEXT seeks to strengthen cybersecurity
human resources, including the development
and training of CISOs and other key personnel in
universities.

7. While new technologies bring many benefits,
he warns that they also generate new types of
risks that can only be addressed through proper
cybersecurity and coordinated responses to
cyber attacks.

8. He concludes by underlining that cyber
attacks target not only private companies but
also governments, and that close cooperation
between all stakeholders is essential.
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1.23 D1-S7-2 Speeches from Japanese Government

D1-S7-2 OKUYA Toshikazu (Deputy Director
General, Commerce and Information Policy
Bureau, Ministry of Economy, Trade and
Industry)

D1-S7-2 Bx 8l (REEXEAEEREZRE
(BBIBIREEREIER))

1. Okuya emphasizes that Japan and the world
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face increasingly serious cyber threats, including
recent ransomware incidents and cases like the
2023 Volt Typhoon intrusion targeting critical
infrastructure.

2. He warns that cyber and physical domains
are rapidly integrating, expanding the attack
surface and diversifying attack vectors.

3. He argues against checklist-based
cybersecurity, noting that even 90/100
compliance can still leave a kill chain open;
instead, organizations must adopt a risk-based
approach.

4. Only top leadership can identify the

I"

organization’s true “crown-jewel” assets, making
cybersecurity fundamentally a governance and
business-management issue.

5. Because attacks propagate through supply
chains, companies cannot protect themselves in
isolation—collective, ecosystem-wide
cybersecurity is essential.

6. METI's cybersecurity policy has four pillars:
(1) strengthening supply-chain security; (2)
international cooperation on IoT and software
security (including SBOM); (3) direct
government support to industry; (4) expansion
of human resources and R&D.

7. He explains Japan’s Cyber-Physical Security
Framework (CPSF), integrating organizational
capability, secure systems, and data trust—now
progressing toward international
standardization.

8. METI is developing sector-specific guidelines
(factories, buildings, automotive, space,
semiconductor), noting the need to earn global
trust for Japan’s semiconductor resurgence
(e.g., Rapidus).

9. SMEs lack cybersecurity resources, so METI
launched a low-cost support service
(monitoring, emergency response, insurance)
and is expanding users beyond 10,000
organizations.

10. Japan launched the JCSTAR IoT security
labeling scheme, is advancing SBOM adoption
across industries, and is investing heavily in new
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R&D centers and OT-security workforce
development (ICSCOE, 500+ specialists
trained).

1.24 D1-S7-3 Speeches from Japanese Government

D1-S7-3 MORI Masahiro (Assistant Minister for
Pharmaceutical Industry
Healthcare DX, MHLW)

Promotion and

D1-S7-3 &% BEih (B&5HdE EEEFEIRE- EE
BIREEE)

1. Mori highlights that recent cyberattacks have
severely affected medical institutions, disrupting
operations and exposing vulnerabilities in
healthcare systems.

2. He notes a major incident in Ryokutan,
explaining that although a cyberattack occurred,
essential information about the attack was
lacking at the time.

3. He references additional cases in the U.S.
(North Carolina and San Diego), stressing that
cyber incidents in healthcare are global and
increasingly frequent.

4. He emphasizes that medical institutions are
uniquely vulnerable because of the sensitive
nature of personal and clinical data, including
patient names and medical records.

5. Healthcare cyberattacks jeopardize not only
confidentiality but also the continuity of essential
clinical services—posing real risks to patient lives.
6. Mori explains that many incidents stem from
basic security failures, such as extremely weak
passwords and password reuse by service
vendors and administrators.

7. In one case, reusing an administrator ID and
password allowed unauthorized identity provider
(IdP) access, leading to a full server compromise.
8. These examples illustrate the need for stronger
cybersecurity hygiene, vendor management, and
improved authentication practices in the medical
sector.

9. Mori stresses the importance of continuous
training—not only of systems but of human
that cybersecurity

and organizational

operators—highlighting
both
preparedness.

requires technical

10. He concludes by urging the healthcare sector
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to adopt

strengthen

stronger protective measures,

resilience, and learn from past

incidents to prevent recurrence.
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1.25 D1-S7-4 Speeches from Japanese Government

D1-S7-4 NIKAMI Hideo (Assistant Director-
General, Second Intelligence Department, Public
Security Intelligence Agency)
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1. Nikami explains that intelligence agencies
view cyberattacks through the lens of espionage
and destructive operations, noting that state-led
attacks differ fundamentally from criminal
attacks.

2. State actors do not care about legal or
financial consequences, making deterrence
through penalties ineffective compared with
ordinary crime.

3. Even when governments are responsible,
actual operations are often conducted by
individuals, contractors, or IT companies
cooperating with state agencies—especially in
China and North Korea.

4. Key objectives of hostile states include:
intelligence collection, critical information theft,
infrastructure penetration, and the spread of
disinformation.

5. He highlights ongoing disinformation
campaigns linked to geopolitical tensions,
including attempts to influence public opinion in
regions such as Taiwan.

6. Hostile states also use cyberattacks to
support broader strategies such as military
expansion, coercion, and intimidation.

7. Nikami cites recent major state-supported
intrusions such as “Typhoon-type” attacks
targeting telecommunications networks over
long durations.

8. He notes that many victims remain unaware
of intrusions for long periods, demonstrating the
stealth and sophistication of state-backed

1. NEABTORBIBELT. ERNZIE -BHS5IT2HAN
-~ ORHE . PE - LR ARNREBR. 35N
LZRBETOHRENOVWTERBAL TV,

2. EFRESOY\—EEN. [BRINE. BIEES. 14
B3R - HERIRIE. IBS EEGEVREDIETRIIINERTEIRE
WOIEHBA I TITOHN DL EEIR L TULVS,

3. EREHNESIIHE. EFSEMDIHICIANE
IR TIREZARGT I DL EITEB L TR/ \wh—5%
0 IT (REEORMERETRIBA |2 ENRERIFH
IZLIERL TV,

4, PEIOOVTE. ARFREPERZLHEN B
R0DD, BIFIFFT2INC IT BELEME-THI. thE
DIEIRINE. BIBTROILEL - 2T IF. B2ES2RE
ZIASR - BFIEBNEREMN THDERBAL TS,

5. FEOAFIELT. BEBEERYNI—ICREFBRU.
BIEXIT—IPHE. (B EHRZAE(CEENT 2 Salt
TyphoonlRENEFEN., KEHBICLZFE AN/ \WH—
DORISEEFEPORIE IT PEADHIFICHEERL TV,

6. BACHUTE MirrorFace IREEMEENZT L —TH
SEEILTHD, YT (7. AMERR. RTPENRDEHE
FERRMARERIRIC, [1>F81—-SBTELWLELEE
DR BRIA— )L TIIWIITEEDAD . SO TIVIENBRIR
FONBLBNTVDEERRTVS.

7. EBEHOVTE. EFREFEEATLHHARSTOESHR
BRENMESU. IT HEEZERURNSIES EEDTFEL
THEZESL. BBRMARREEAI?CE. BUa-B5
IBHROUNE BT ENADIFRIEH Y AN\ - BRI TIEN
FHEIZEERBAL TS,

8. ILBEAEFOEHILL T, BBSEERS IRl E) )
TN BREEFEUC L TIRE - BEEZREIA-I
EFTINIITEED, V=0V ISP EFARIIN
ExEHENETEREDIBSEEZGEL TL\AIEZBNT

34




operators.

9. Defending against such attacks requires
protecting cyber assets, monitoring access
rights, and preventing information leakage that
enables social engineering.

10. Public Security Intelligence Agency efforts
include tracing adversary activities on networks
and contributing intelligence to shape Japan’s
national cyber policies.
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1.26 D1-S7-5 Speeches from Japanese Government

D1-S7-5 SAWAKI Kiyoshi (Secretary General,
Personal Information Protection Commission)

D1-S7-5 & ®E (BANBERREZESR SHH
K)

1. Sawaki introduces the Personal Information
Protection Commission (PPC) and emphasizes
that personal data protection is inseparable from
cybersecurity to enable trusted data use and
innovation.

2. He outlines PPC's core roles: policy
formulation under the APPI, compliance
oversight, international cooperation, complaint
handling/mediation, and public awareness.

3. PPC actively participates in global privacy
governance, including the G7 Data Protection
Authority Roundtable, producing communiqués
on DFFT, emerging technologies, and
enforcement cooperation.

4. G7 DPAs seek practical steps to operationalize
DFFT, share best practices on Al governance,
and create a unified enforcement case-sharing
format.

5. The G7 statement stresses responsible
innovation, privacy-by-design across the
technology lifecycle, and stronger protection for
children in digital environments.

6. PPC also collaborates with the EU, OECD, and
global DPAs, and recently hosted a DFFT-
focused international event to advance global
data-governance alignment.

7. Personal data breach reports in Japan have
risen to nearly 20,000 annually, prompting
concern and deeper analysis.
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8. Sawaki highlights four common breach
patterns: telework-related social-engineering
attacks, exploitation of VPN vulnerabilities,
phishing through fake websites, and SQL
injection into web services.

9. Most incidents stem from basic weaknesses—
poor authentication management, unpatched
devices, website vulnerabilities, and cloud
misconfigurations—and could be prevented with
fundamental literacy and routine security
practices.

10. PPC continues to work with other Japanese
government agencies to coordinate
cybersecurity efforts and urges organizations to
strengthen governance to ensure consistent,
basic data-protection measures.
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1.27 D1-S7-6 Speeches from Japanese Government

D1-S7-6 MIYAKE Fumito (Deputy Director
General, Foreign Policy Bureau, Ministry of
Foreign Affairs) Deputy Vice-Minister for Cyber
Security and Information

D1-S7-6 =% A (MBE HENRBRBEEE
BE)

1. Miyake congratulates Keio University and
partners for hosting the 15th International
Cybersecurity Symposium and highlights
growing global attention to cybersecurity.

2. He outlines Japan’s three foreign-policy pillars
in cyberspace: rule of law, deterrence, and
capacity building.

3. Japan promotes the rule of law in cyberspace,
participating in long-standing UN discussions
that culminated in agreement on norms and
responsible state behavior.

4. A new global mechanism for ICT security will
be launched, and the Ministry of Foreign Affairs
(MOFA) is actively engaged to strengthen
international governance.

5. Japan is introducing Active Cyber Defense
(ACD), including pre-emptive access or
neutralization of threats, even when servers are
located overseas, consistent with international
law.

6. Enhancing deterrence requires making
cyberattacks costly for adversaries; attribution is
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essential, and Japan works with the U.S., South
Korea, and other partners on this.

7. Miyake references recent cases such as the
April “Typhoon” (Salt/Vault Typhoon-type)
activity, stressing the need to counter state-
sponsored cyber operations.

8. Public attribution, strong messaging, and
transparent disclosure of attacker methods are
key tools for deterring future attacks.

9. Japan conducts extensive capacity building,
including joint training with MIC, AJC/CBC,
AFRAN, and large-scale programs for ASEAN
nations—efforts highly praised internationally.
10. Japan will continue strengthening
international cooperation across governments,
private sector, and academia to achieve a free,
fair, and secure cyberspace, aligning diplomatic
efforts with the three core pillars.
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1.28 D1-S7-7 Speeches from Japanese Government

D1-S7-7 TAKIZAWA Ken (Deputy Vice-Minister
for Cyber Security and Information. Ministry of
Land, Infrastructure, Transport and Tourism)

D1-S7-7 #e#E & (BXx@da YAN\-t+1U571-18
HRILEER)

1. The speaker, Deputy Vice Minister Takizawa,
introduces himself and outlines his long career
in the Japanese government, including more
than 30 years of work in MLIT-related
administrative fields.

2. He emphasizes MLIT's responsibility over
many critical infrastructure sectors in Japan,
including transportation, aviation, logistics, and
public works, which makes cybersecurity a core
mission.

3. MLIT oversees 14 designated critical
infrastructure sectors, and within six minutes of
a major incident, more than 100 organizations
may be affected—illustrating the scale and
interconnectedness of the sector.

4. He describes the ministry’s information-
sharing platforms and communication systems
designed to rapidly coordinate cybersecurity
responses across diverse operators.

5. MLIT has developed specialized cybersecurity
initiatives tailored to the characteristics of each
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infrastructure domain, recognizing that sector-
specific operational environments require
customized security controls.

6. Following the 2020 revision of national critical
infrastructure cybersecurity policy, each MLIT-
related sector updated its security and safety
guidelines to reflect modern cyber-risk
conditions.

7. These guidelines emphasize identifying and
addressing risks to information security and
operational safety, ensuring resilience across
transport-related infrastructure systems.

8. In the transport sector, MLIT established
collaborative mechanisms—such as shared alert
systems and operator networks—to disseminate
threat information quickly and maintain
situational awareness.

9. The ministry encourages operators to
autonomously strengthen their security postures
while maintaining coordination with MLIT for
unified readiness against cyber threats.

10. In conclusion, the speaker stresses that
cyberattacks and information leaks pose
significant risks to critical infrastructure, and
sustained, sector-wide security enhancement is
necessary to ensure safe, stable, and continuous
transportation services.
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1.29 D1-S7-8 Speeches from Japanese Government

D1-S7-8 OKUDA Naohiko (Deputy Director
General, Digital Agency)

D1-S7-8 B BEE (TIJAIT ATEBEY-EXII
—T B)

1. Okuda outlines the Digital Agency’s mission:
ensuring no one is left behind, modernizing
government services, and improving
inclusiveness across medicine, education, and
disaster response.

2. He highlights major progress in My Number
Card deployment—nearly 98 million cards issued
(over 80% of population) and expanded use in
emergency medical care and evacuation
procedures.

3. Security is emphasized as foundational to all
Digital Agency systems, including My Number
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infrastructure and national shared platforms
such as NISC/NISC-related systems.

4. Digital governance is strengthened through
centralized policy-setting, compliance audits,
and digital system inspections across ministries
and agencies.

5. A standardized security-by-design pipeline is
enforced: risk analysis, secure procurement,
supply-chain checks, vulnerability testing, and
continuous security reviews throughout the
system lifecycle.

6. The Agency maintains comprehensive Digital
Security Guidelines (DS-xxx series), with the
Security-by-Design Guideline as the core
reference for development teams.

7. Technical guidance includes a vulnerability
assessment guideline requiring both initial and
periodic diagnosis to keep systems up to date
against threats.

8. Okuda introduces CRSA (Continuous Risk
Scoring & Action)—Japan’s CDM-style
framework for continuous monitoring, scoring
vulnerabilities, prioritizing fixes, and maintaining
real-time dashboards across government
systems.

9. A centralized operation-monitoring system
detects outages, performance issues, and
security incidents, enabling coordinated
response, triage, and management reporting.
10. Digital Agency also leads an inter-agency
certification and coordination mechanism for
entities handling highly sensitive information;
seven agencies currently participate, with
expansion underway to unify standards and
improve efficiency across government.
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1.30 D1-S7-9 Speeches from Japanese Government

D1-S7-9 NAKANO Noriyuki (Deputy Director
General for Cyber Security, Ministry of Defense,
Japan)

D1-S7-9 4%y J= (BEEAREERY/N\-t+1Y
71 - BIRILEERR)

1. Japan operates under three major strategic
documents: the National Security Strategy, the
National Defense Strategy, and the Defense
Build-Up Program, all recently updated to
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advance national cyber posture.

2. The government plans to allocate roughly one
trillion yen over five years to significantly
strengthen its national cybersecurity capabilities.
3. Objectives include defending against
sophisticated cyber threats, raising
cybersecurity capacity across Japan, and
reinforcing the trustworthiness and mission-
readiness of cyber defense forces and industry.
4. MOD and the Self-Defense Forces are
expanding their cyber-dedicated units, aiming
for 4,000 specialized personnel by 2027 and up
to 20,000 personnel involved in automated
systems and related areas.

5. Cyber-dedicated staffing has already
increased from 819 personnel in 2022 to 7,620
by the end of 2025, supported by systematic
recruitment and training pipelines.

6. MOD established specialized cyber education
programs, renamed institutions to emphasize
cyber engineering, and expanded training for
both domestic personnel and those sent abroad.
7. MOD shifted its security approach from
eliminating risk to adopting continuous risk-
management frameworks, incorporating
vulnerability assessments, integration tests, and
updated countermeasures.

8. A Defense Security Gateway is being
implemented to secure information exchange
between MOD and defense contractors,
supporting cybersecurity in the defense industry.
9. Japan is strengthening international cyber
cooperation, especially with the U.S. and
Australia, conducting joint exercises, policy
coordination, and team deployments, including
participation in NATO CCDCOE activities.

10. Japan is advancing proactive cyber defense,
establishing cyber-hunting capabilities,
improving collaboration with police authorities,
and enhancing mechanisms for handling
confidential information.
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1.31 D1-S7-10 Speeches from Japanese Government

D1-S7-10 NAKAMIZO Kazutaka (Deputy

D1-S7-10 & #ZE (ERYA/\-HEE NEEE
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Director-General, National Cybersecurity Office)

B)

1. The speaker introduces examples of Japan’s
current cybersecurity advisory practices,
including national policy renewal and public
awareness initiatives.

2. Japan is updating cybersecurity policies and
prevention frameworks, aligning national
strategies with technological advances and
international trends.

3. A key case study involves January’s
investigation into China-related cyber incidents,
coordinated with allies such as the U.S. and
U.K., as part of a multilateral response
mechanism involving 10 countries.

4. Japan aims to strengthen warning
mechanisms to better identify and attribute
cyber-attack actors, enabling more effective
defensive measures.

5. The three pillars of Japan’s "Active Cyber
Defense" are highlighted: protecting societal
foundations, ensuring national safety, and
executing coordinated government-wide
implementation.

6. These pillars include operational measures,
access-denial functions, and legislative
frameworks, with further legal provisions to be
implemented in stages from next year.

7. The government has compiled near-term,
non-legislative cybersecurity actions, including
strengthening command functions, enhancing
public-private cooperation, fortifying critical
infrastructure security, and expanding
international collaboration.

8. PQC migration is presented as a concrete
example: the U.S., EU, and U.K. have set
timelines, and Japan began inter-ministerial PQC
transition planning in May-June, aiming to
release a governmental PQC roadmap by
January.

9. Japan is drafting a new national cybersecurity
strategy for release within the year, emphasizing
five core principles, defense and deterrence
under the new cyber-defense law, and achieving
cyber capabilities on par with major Western
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nations.

10. The strategy also prioritizes nationwide
cybersecurity resilience, Al-related security (Al
for security / security for Al), quantum-related
measures, and strong stakeholder and
international cooperation, which the speaker
stresses in closing.
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1.32 D1-S7-11 Speeches from Japanese Government

D1-S7-11 AKASAKA Shinsuke (Deputy Director
General for Cybersecurity and Information
Technology Management, Minister's Secretariat,
Ministry of Internal Affairs and Communications)

D1-S7-11 7Rl &
71 - FRLEEE)
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1. The speaker explains MIC’s cybersecurity
responsibilities, emphasizing cooperation with
Australia and engagement in international
initiatives such as the “Endurance
Cybersecurity” project.

2. NICT’s nationwide monitoring shows
cyberattacks increasing exponentially; on
average, one IPv4 address in Japan is targeted
every 13 seconds, including attacks by nation-
state actors.

3. Japan coordinates via the NISC (NCA),
ensuring ministries align security measures and
cooperate closely on national cyber defense.

4. As communications networks themselves
form part of critical infrastructure, MIC
highlights that protecting telecom infrastructure
is equivalent to protecting national
cybersecurity.

5. NICT's real-time attack-visualization system
shows global attack traffic hitting Japan, with
recent increases in IoT-based attacks (e.g.,
webcams, routers) and large-scale botnet-
driven DDoS campaigns.

6. NICT identifies weak or already-infected IoT
devices daily (2,800+ vulnerable devices; ~210
infected devices per day), issuing alerts to users
via telecom operators.

7. Japan faces a technological dependency
problem: only about 20% of its cybersecurity
market is covered by domestic vendors, creating
risks in incident response, data access, and
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timely threat intelligence.

8. MIC and NICT are strengthening Japan’s
cyber-technology ecosystem by collecting
national threat data, conducting malware
analysis projects (e.g., NICTER, Starlight), and
translating research into industrial and
educational outcomes.

9. Japan suffers a severe cybersecurity talent
shortage—far larger than peer countries—so
NICT and MIC provide extensive training,
practical cyber-range exercises
(“CYDER/TIGER"), and youth-talent programs
(e.g., SECCON).

10. The speaker highlights emerging Al-related
threats, including adversarial examples, sponge
attacks, prompt injection, and data-source
poisoning; MIC is preparing guidelines to
address “security for AI” and ensure safe
development and deployment of Al systems.
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1.33 D1-S7-12 Speeches from Japanese Government

D1-S7-12 ONODERA Kenichi (Deputy Director
General for Cyber Affairs Bureau, National Police
Agency)

D1-57-12 \EF¥F f— (EZTEEEEER
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1. The speaker explains that the police will
present the current cyber-threat landscape,
recent incident trends, and how law-
enforcement is responding, especially around
ransomware.

2. Ransomware attacks via email, SNS, and
compromised websites are increasingly
targeting critical sectors such as energy,
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transport, and finance, encrypting data and
demanding payment for decryption.

3. National statistics show cyber incidents and
suspicious communications rising sharply since
2019, with phishing and other malicious
communications reaching well over a million
cases per year.

4. Many ransomware intrusions exploit exposed
VPN/remote-desktop devices; once infected,
victims suffer severe impacts, with recovery
often taking from one week to several months,
and some organizations admitting to paying
ransoms, sometimes more than once.

5. Police-run internet sensors continuously
observe massive volumes of malicious scanning
and attack traffic, more than 99% of which
originates from overseas IP addresses.

6. To strengthen response, Japan created the
Cyber Police Bureau and specialized cyber
investigation units, which now handle
nationwide major cases, support local police,
and work to prevent secondary damage by
sharing information and countermeasures.

7. Reported cybercrime cases continue to grow
(over 13,000 in 2022), including incidents that
misuse generative Al to create malware or
unlawfully publish vulnerabilities.

8. The Cyber Police Bureau collaborates with
foreign law-enforcement (e.g., Europol and
others) in joint investigations, has identified key
members of international attack groups, and,
with partners, developed decryption tools that
have helped multiple victim companies restore
hundreds of thousands of encrypted files.

9. Japan has publicly attributed large-scale
cryptocurrency thefts and other operations to

state-linked groups from North Korea and China,

issuing joint advisories with national cyber
agencies to raise awareness and support global
defensive measures.

10. A new Active Cyber Defense law was passed
in May, enabling police to access attacker-
controlled systems in narrowly defined cases to
prevent serious damage; ahead of its entry into
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force next year, the police are preparing to
implement it and are publishing detailed
situation reports and guidance on their website.

1.34 D1-S7-13 Speeches from Japanese Government

D1-S7-13 OKI Kenji (Deputy Director-General,
Systemic Stability and Risk Strategy
Development and Management Bureau Financial
Services Agency of Japan (JFSA))
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ZHIJ1ES))
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1. The speaker outlines financial-sector cyber
initiatives, including “Delta Walk,” sector-wide
assessments, emergency exercises, and the
publication of the annual Cybersecurity Report
as part of Japan’s Financial Administration
Policy.

2. Local financial institutions play a vital role in
regional economies, but they face increasingly
complex threats such as money-laundering,
cyber fraud, and broader cyber-enabled financial
crime.

3. Financial institutions are expected to
strengthen cyber-risk management, following
the recently updated Cybersecurity Guidelines
that emphasize voluntary, continuous
improvement rather than checklist-based
compliance.

4. The guidelines stress that cyber risk is a top-
tier management risk for financial institutions,
requiring coordinated action across internal
teams, external partners, industry bodies, and
government agencies.

5. Required responses include baseline cyber
hygiene measures for all institutions and more
advanced best practices for larger or more
systemically important entities, tailored to each
institution’s business model and risk appetite.
6. Sector-wide maturity uplift is a priority: Japan
has expanded participation in cyber-incident
response exercises to record levels and
promotes adoption of zero-trust architectures,
internal network segmentation, and self-
assessments for small and medium-sized
institutions.

7. Third-party and supply-chain cyber-risk
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management is being strengthened, moving
from formalistic checks to lifecycle governance,
including contract content, subcontractor
oversight, disclosure obligations, and mandatory
cooperation in incident response.

8. Japan has launched a PQC (post-quantum
cryptography) working group for deposit-taking
institutions, producing guidance that will also be
useful for securities, insurance, and other
financial sectors as they prepare for quantum-
era threats.

9. PQC migration will require inventorying
assets, updating systems, planning around
vendor release schedules, and designing
architectures flexible enough to accommodate
rapidly evolving cryptographic standards—while
starting preparations well before the 2030s
quantum-computing horizon.

10. The speaker concludes by reiterating that
cyber risk is rising globally and the financial
sector must prioritize risk-based resourcing,
strengthen cyber-governance, and collaborate
closely with government agencies and industry
associations to maintain resilience.
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1.35 D1-S8 Day #1 Closing

Craig Wiener (Technical Fellow, MITRE)

LAY 94—+~ (MITRE)

1. The speaker congratulates attendees for
completing Day 1 and shares that this is his
second time joining the Keio-MITRE conference.
2. Eleven ambassadors and chargés d’affaires
participated, emphasizing the significance of the
discussions and their commitment.

3. Strong focus was placed on Japan’s new
active cyber defense law as a strategic shift
enhancing national security.

4. Speakers repeatedly highlighted that
cybersecurity is inseparably linked to
international security and that data protection is
essential.

5. Critical infrastructure is increasingly at risk,
and the community must prepare not only for
incidents but for prolonged cyber conflict.

6. The speaker warns that future attacks will
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likely be multi-sector, simultaneous, or
sequenced, not isolated events targeting a
single company.

7. He stresses that sectors such as finance,
telecom, electricity, water, oil, and gas are
deeply interdependent, and crises will exploit
these dependencies.

8. Despite decades of warnings (e.g., the 1997
U.S. directive), attacks on critical infrastructure
continue to rise, with more than 50% of recent
incidents hitting these sectors.

9. He raises concerns about whether adversaries
follow the same rules and values, urging
participants to consider whether current
preparations are adequate.

10. The speaker concludes by emphasizing the
need for collective security and cooperation,
encouraging attendees to carry these reflections
into Day 2.
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2 DAY 2: October 29 | West School Building 1F West Hall

2.1 D2-S1 Day #2 AM Opening

David Luzzi

TAEYR-byYq

1. Day 2 of the 15th International Cybersecurity
Symposium officially opened with remarks by
David Lutzi of Northeastern University.

2. The symposium addresses cybersecurity for
digitized national, economic, and societal
security, emphasizing global multilateral public-
private partnership actions.

3. Northeastern University conducts US$300
million in annual research and educates over
38,000 students across 17 campuses in the US,
Canada, Ireland, and the UK.

4. Its renowned cooperative education program
collaborates with more than 3,850 employers in
53 countries across all seven continents.

5. Northeastern offers bachelor's, master's, and
PhD programs in cybersecurity and is a charter
university of the International Cybersecurity
Center of Excellence.

6. Northeastern faculty have played major
leadership roles in top cybersecurity
conferences, including IEEE Security & Privacy
(2020, 2021, 2025, 2026) and ACM CCS 2025
in Taipei.

7. Faculty will also serve as program chairs for
the Internet Measurement Conference (IMC)
2026 in Karlsruhe, Germany.

8. The Day 2 program begins with a keynote
address by Anne Neuberger on cybersecurity for
the digital society.

9. Additional introductory remarks will be
delivered by Nobukatsu Kanahara (Sasakawa
Peace Foundation) and Maria A. Roat (former US
Deputy Federal CIO).

10. The speakers will lead two panels focused
on active cyber defense and national cloud
initiatives; Lutzi asked English speakers to speak
slowly for interpreters.
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Distinguished Fellow, Stanford University and
Royal United Services Institute (UK), Former
Deputy National Security Advisor, USA)

RRZEEEIZBEZEREATTFR (RUSI) &2E710
- IEKEERZEREESEIRE)

1. The speaker praises Japan’s recent legislative
progress and its role as a strong example in
national cyber security.

2. Three main topics are introduced: (1) major
cyber threats, (2) risk and resilience, and (3)
Al's role in cyber offense and defense.

3. China is described as the most sophisticated
state-level cyber threat, integrating cyber
warfare into its military strategy and targeting
global critical infrastructure.

4. North Korea uses cyber attacks, especially on
cryptocurrency institutions, to evade sanctions
and fund its missile program, including
infiltrating organizations as IT workers.

5. Iran conducts aggressive cyber operations
against adversaries, including compromising
Israeli street cameras during missile strikes.

6. Russian criminal ransomware groups pose
major global risks, exemplified by the Nagoya
port attack and disruptions to hospitals.

7. The speaker emphasizes that cyberspace has
no borders, creating shared vulnerabilities even
for geographically protected nations like Japan
and the U.S.

8. A key lesson from the NSA after the Snowden
leaks: security models must evolve, accounting
for insider threats and continuously adapting to
changing adversaries.

9. FedRAMP is highlighted as a critical global
standard; the U.S. updated its rules after China
compromised Microsoft’s cloud, showing the
need for continuous improvement.

10. Al is portrayed as transformative—
improving both vulnerability detection and
network anomaly identification—ultimately
strengthening national, corporate, and personal
cyber defense.
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2.3 D2-S3 Speech

Nobukatsu Kanehara (Executive Director,
Sasakawa Peace Foundation)
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1. The speaker reflects on serving as Deputy
National Security Advisor under Prime Minister
Abe and explains that progress in Japan’s
cybersecurity was long blocked by constitutional
debates over Article 21.

2. He describes how constitutional
interpretations once protected even foreign
adversaries’ communications, delaying
meaningful cybersecurity reforms until very
recently.

3. A major incident (“Black Shark”) triggered
the government to take cybersecurity seriously,
leading to new laws and the formation of
Japan’s cyber police and cyber army.

4. He stresses that cyber threats are real and
rapidly growing, outpacing Japan’s current
governmental capabilities, with constant probing
from China and North Korea.

5. Japan’s society is now deeply dependent on
cyberspace and data, making it extremely
fragile; a single attacker abroad could paralyze
Japan’s infrastructure.

6. He argues that critical infrastructure—not
only the military—must be protected, and Japan
needs a national-scale hyperscale cloud to
ensure resilience.

7. The new law enabling attribution and
neutralization of malware is insufficient, as it
covers only criminal matters and not military or
intelligence cyber operations.

8. He emphasizes the need for cyber
deterrence: Japan must demonstrate reciprocal
offensive capabilities to dissuade adversaries,
similar to nuclear deterrence logic.

9. Japan is significantly behind leading cyber
powers; although Japan has money, technology,
and skilled hackers, it lacks coherent policy and
must accelerate action.

10. He concludes that the new law is only the
beginning, and the government must multiply
its efforts to defend the nation and prepare for
cyber contingencies.
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2.4 D2-P1 Panel

Theme: New Acts on Active Cyber Defense
(Government Defense)

Moderator: Nobukatsu Kanehara

Panelists:

- Mike Studeman (retired RADM, U.S. Navy,
MITRE national security fellow)

- Chris Capper (British Embassy)

- Urmas Ruuto (Head of Technology Branch,
CCDCOE)

- Gloria Glaubman (Founder & Principal, GMG
Consulting)
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1. The panel agrees that cyber threats are real,
rapidly growing, largely invisible to ordinary
citizens, and can devastate modern data-driven
societies much like a “tsunami or typhoon.”

2. Experts highlight China’s capabilities (living-
off-the-land, large-scale zero-day hoarding
without an equity process, use of frontier AI)
and its loosely regulated security-company
ecosystem as a major strategic risk, contrasting
this with more regulated approaches in the UK
and elsewhere.

3. Panelists are broadly optimistic that AI can
favor defenders: Al can inventory assets,
automate threat hunting and triage, detect
anomalies at scale, and strengthen zero-trust
architectures—provided networks are well-
managed (MFA, segmentation, patching,
continuous monitoring).

4. NATO's Cooperative Cyber Defence Centre of
Excellence (CCDCOE) explains its dual focus on
defensive (Locked Shields) and offensive
(Crossed Swords) exercises, stressing that the
best defenders are those who deeply
understand offensive methods and insider-
driven attacks.

5. On public-private cooperation, the U.S. “safe
harbor” model (legal protection for companies
that share incident data) and similar
mechanisms are cited as key to overcoming
corporate shame, market fears, and liability
concerns, and to enabling governments to
synthesize and redistribute threat intelligence.
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6. There is sharp debate over government
responsibility for critical national infrastructure:
some argue government cannot directly protect
all operators and should instead enforce
regulation and assurance schemes, while using
tools like the UK'’s forthcoming Cyber Security
Resilience Bill and China-style rapid incident-
reporting mandates as contrasting models.

7. For cloud and hyperscalers, the panel
recommends a “diversity and redundancy”
strategy: avoid dependence on a single U.S.
hyperscaler, mix multiple global and domestic
providers, design interoperable stacks (Taiwan is
cited as a model), and use certifications and
zero-trust controls to manage shared
government and critical-infrastructure clouds.
8. On talent and insider risk, speakers stress
building teams of capable hackers (including
neurodiverse profiles), using aptitude testing
and reservist programs, and managing insiders
through rigorous security clearances plus
continuous evaluation and strict need-to-know
data segmentation to prevent another
“Snowden-type” breach.

9. Disinformation and cyber operations are
increasingly fused: adversaries combine
influence campaigns with technical actions such
as DDoS, and use Al to craft highly targeted,
realistic phishing and online narratives—so
responses must combine cyber, diplomatic,
legal, sanctions, and public-education measures,
not treat “cyber” and “information” as separate
silos.

10. For cyber deterrence and international
norms, the UK framework of “deterrence by
denial and by cost” is presented: build
resilience, use joint attributions, sanctions
(including thematic cyber sanctions against non-
state actors), and transparency about national
doctrine, while pursuing minimum mutual trust
and stronger international cooperation so that
free societies can collectively manage escalation
and maintain order in cyberspace.
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2.5 D2-S4 Speech

Maria A. Roat (the first Director of the FedRAMP
program in the U.S. and the former U.S. Deputy
Federal Chief Information Office)

XU7-A-O0-h CREICHIFS FedRAMP JOJ3 LD
T1LI9—, mEHRERREEE)

1. The speaker was brought into FedRAMP when
it was in a “startup mode” to provide credible
technical leadership, communicate clearly with
government and industry, and drive execution
from vision to full operations.

2. FedRAMP shifted U.S. federal cybersecurity
from checkbox compliance to true risk
management, supporting the cloud-first policy
with a risk-based set of NIST-aligned baseline
controls tailored specifically for cloud
(TaaS/PaaS/SaaS) rather than on-prem data
centers.

3. The program forced both government and
cloud service providers to understand shared
responsibility and control inheritance across the
stack, and it compelled CSPs to improve
patching, configuration management, least-
privilege access, and incident response.

4. Continuous monitoring and independent
validation became core: accredited 3PAOs
assessed implementations, and an additional
independent body audited those assessors
biannually to ensure rigor and integrity of the
assessment ecosystem.

5. Data residency and architecture transparency
were critical: U.S. government data had to
remain in domestic data centers, with detailed
review of provider architectures to prevent
lateral movement and to understand exactly
how packets and data flowed through cloud
environments.

6. FedRAMP’s success led to broader adoption
(e.g., U.S. states via “StateRAMP”) and
demonstrated that a standardized, prescriptive
baseline could be a game changer for secure
cloud adoption at scale.

7. The speaker argues that Japan now faces a
defining moment: its national security, economic
competitiveness, critical infrastructure, and
government services all depend on secure cloud,
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making a FedRAMP-aligned national
authorization program a strategic necessity
beyond ISMAP-style compliance checks.

8. Such a program for Japan should support
national resilience, data sovereignty, and
economic policy by validating security (not just
claiming it), strengthening supply-chain
integrity, enabling secure domestic cloud
capability, and lowering barriers for SMEs to
serve the public sector.

9. Technical design alone is insufficient; success
hinges on strong change management:
executive sponsorship, a national center of
excellence, embedded cloud security engineers,
robust training and workforce development, and
starting with measurable pilots that
demonstrate value.

10. The speech ends with a call to action for
Japan to move from policy intent to concrete
implementation—establishing an authorization
office, publishing rules, funding pilots, building
skills, and continuously proving trust in a
“national cloud” as a tool for resilience, growth,
and digital sovereignty.
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2.6 D2-P2 Panel

Theme: National Cloud

Moderator: Maria A. Roat

Panelists:

- Chris Grady (CTO, CyLogic)

- SUZUKI Tomoharu (Leader, Security and Crisis
Management, Strategy and Organization Group,
Digital Agency)

- Harri Hursti (Co-founder of DEF CON Voting
Village)

- Koichi Kawaguchi (Managing Director, the
Organization for National Supply-Chain
Vitalization (“ONSV"))
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1. The panel brought together a U.S. sovereign-
cloud CTO (Chris), Japan’s Digital Agency/ISMAP
lead (Suzuki), an investment fund manager
focused on economic security (Kawaguchi), and
hacker/Internet pioneer Harry, to discuss
“national/sovereign cloud” from technical,
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regulatory, investment, and security
perspectives.

2. Chris defined a sovereign cloud not just as
infrastructure physically in-country and subject
to domestic law, but as including knowledge
sovereignty: the local ability to build, operate,
secure, and support the cloud even in crisis
(e.g., war in the region, undersea cables cut, no
foreign engineers available).

3. Suzuki explained ISMAP as Japan’s cloud
security assessment scheme inspired by
FedRAMP but not identical: it checks
governance/management/control requirements
via external audits, emphasizes confidentiality
for certain government use, but does not itself
enforce data-center location in Japan or directly
guarantee “sovereignty” or data-sovereignty.

4. Japan’s Government Cloud was described as
stricter than ISMAP (requiring domestic data
centers) and currently using major U.S.
hyperscalers plus Sakura Internet as the only
domestic provider; however, Sakura’s “domestic
cloud” is not yet treated as a special sovereign
tier—there is effectively no formal “sovereign
cloud” category in policy today.

5. From a U.S. perspective, Chris stressed that
all data must be encrypted in transit and at rest
and that Al changes the game: critical datasets
(e.g., medical, genetic, financial) are “crown
jewels,” and AI workloads will increasingly run
where the data lives (on-prem/edge), which
argues against shipping huge volumes into
centralized hyperscale regions.

6. Harry warned that Al training data in
English/Spanish is already heavily tainted by Al-
generated content, making untainted data (such
as high-quality Japanese text and sensitive real-
world data) exceptionally valuable; he also
highlighted technical risks of multi-tenant
hyperscale (shared silicon, imperfect isolation,
zero-day hypervisor attacks) and the need to
scrutinize how cloud providers actually provision
and isolate hardware.

7. Both Harry and Chris argued that Internet
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and security history favor decentralization:
centralized hyperscale regions create single
points of failure (illustrated by US-East outages)
and attractive targets, whereas a more
distributed, capacity-planned, “edge + regional”
model better aligns with resilience and national-
security needs.

8. Kawaguchi, from the investor viewpoint,
framed domestic cloud as a major economic-
security and growth opportunity: Japan’s cloud
market is large and growing, cash flow from
cloud is stable and sticky (very low churn), but
dependence on foreign hyperscalers fuels a
mounting “digital trade deficit” and leaves
national infrastructure and pricing power (e.g.,
sudden 30% price hikes) in foreign hands.

9. On the role of government, Chris argued that
progress like FedRAMP in the U.S. only
happened because government made
prescriptive security frameworks mandatory and
tied them to real contracts; the panel suggested
Japan should consider a FedRAMP-like, risk-
based program (a “Japan-RAMP") plus long-
term government commitments/subsidies to
help domestic providers climb the CapEx and
scale barrier.

10. In Q&A, the audience raised three tensions:
(a) interoperability vs. protecting sensitive
national-security data in sovereign clouds, (b)
the risk that adopting FedRAMP wholesale could
lock Japan into U.S. tech and standards, and (c)
the need to grow private-sector domestic cloud
(not just government cloud) to avoid repeating
the mainframe decline; panelists responded that
Japan must design frameworks that reduce
provider burden, avoid one-way dependence,
and explicitly include industrial/private cloud in
its national cloud and digital-sovereignty
strategy.
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2.7 D2-S5 Day #2 PM Opening

Luiz DaSilva
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1. Professor Luis da Silva opens the afternoon
session of Day 2 of the 15th International Cyber
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Security Symposium.

2. He introduces himself as the Bradley
Professor of Cyber Security at Virginia Tech and
Executive Director of the Commonwealth Cyber
Initiative (CCI).

3. CCI is a consortium of 47 universities and
colleges in Virginia focused on cybersecurity
research, innovation, and workforce
development.

4. He highlights the morning’s remarks
emphasizing the importance of international
engagement to counter borderless cyber
attacks.

5. He mentions his role as a board member of
the International Cybersecurity Center of
Excellence (INCS-COE), which has members
from nine countries.

6. INCS-COE collaborates internationally on
diverse topics such as healthcare cybersecurity,
Al for cybersecurity, cybersecurity for Al, energy
systems, and space technology.

7. He will assume the role of Chair of the INCS-
COE Board starting January 2026.

8. He emphasizes that international
collaboration in cybersecurity research is central
to the strategy of Virginia Tech and CCI.

9. He notes increased engagement with Japan,
including funded projects with Japanese
companies and a new MOU with Science Tokyo,
expressing appreciation for being at Keio
University again.

10. He previews the afternoon program covering
information sharing, cyber-Al, and quantum
security, delivered by speakers from
government, industry, and academia.

2. lF. N=>Z7ITRIRZFOT YR -3u8 (HA)(-

tF1U74) THO. JBEDIINR-BAN=AZZT7FT
(CCD) nEHEBETHZIEZBCBNU

3. CCI (&, YAN—TF1UFT1DIAFT. 41 INR=23> A

BRICESELE T N=SZ7MD 47 OXZF-HLySD

VY-S T7LTH,

4. k. EERMI AN\ -IRE( I Bl DE R

HREDFEADEE M ZRRAUIFRIPOFS 25850

Iz,

5. & 9 HEMSAIN-HSHIL TOBEBREY /-1

F1U74->H— AT - IR (INCS-CoE) MIEZE

ELTOEDOFENIOVWTE KU,

6. INCS-CoE (3. EEYAN\—tF1)71. YAtz

UF4DzHD Al Al OfedOHYAN—tzF1UF¢. IRILF

—SAT . FEEEMRE, $RA2 BRREYIITOWTERRAIC

AL TVS,

7. 1% 2026 £ 1 AHS INCS-CoE EBERDZEE

(CRAET D FETHD.

8. (I HAN—CFIUFTAIATRICBIFZEIR N, /-

STPTIRIKRZEE CCI OEEZOFULTHIERALR.

9. HABELOHF IO 17 MERRRIFKFEDFT

RESEMHERE, BARCOESRLCAIN, BERERKAZF

TOBCHEZRALR.

10. FHEOTOJSLTIE BT -EXER - FROBEE(C

L2IEHRHER. YN\ -AL EFFIUTICEHITIREN

TONaEFEL.

2.8 D2-S6 Speech

Koichi Akaishi (JDTF Chairman)

A E— (IDTF&R)

1. Innovation and international collaboration are
central to Virginia Tech / CCI’s strategy, with
growing engagement in Japan through funded
projects and an MOU with Science Tokyo,
highlighting the importance of global
partnerships in cybersecurity.
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2. The afternoon program focuses on cutting-
edge issues—information sharing, cyber-AI, and
quantum security—featuring speakers from
government, major companies, and universities
to stress public-private partnership in
cybersecurity.

3. Akaishi emphasizes that intelligence sharing
is strategically essential (not just beneficial) in
today’s era of authoritarianism, cyber warfare,
terrorism, and disinformation—both among
allies and between governments and the private
sector.

4. He outlines key benefits of allied intelligence
sharing: early warning and threat detection,
coordinated military/diplomatic responses,
stronger cyber and technological defenses
(especially for critical infrastructure), better
handling of hybrid/misinformation campaigns,
and deeper diplomatic trust and alliance
cohesion.

5. As concrete models, he cites Five Eyes
frameworks such as ECHELON (global SIGINT
collection and sharing) and XKEYSCORE
(searching vast intercepted-data stores),
enabled by highly integrated, trusted digital
systems built over decades.

6. Sharing intelligence with private companies is
increasingly vital because they own most critical
infrastructure and are primary cyber targets;
timely, detailed threat intel from governments
and big IT firms supports protection,
coordinated cyber defense, and dual-use
defense innovation (including start-ups).

7. Major challenges include technical
interoperability (different platforms, formats,
legacy systems), security and trust (a single
weak node can endanger the whole system),
legal and policy barriers (divergent
privacy/surveillance laws, classification rules),
and timeliness (bureaucratic delays reducing
operational value).

8. Emerging technologies complicate this
further: proliferating AI agents require identity
systems that can authenticate and authorize
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humans, machines, and Al agents (with anti-
phishing and continuous validation), while
quantum computing demands rapid deployment
of post-quantum cryptography, QKD, and
eventually quantum-enabled analysis within
intelligence platforms.

9. Akaishi argues for a sophisticated, credible
digital platform (e.g., robust ID systems like US
PIV and secure cloud environments) to support
secure, automated, high-speed information
sharing across domestic and foreign partners,
including the private sector.

10. Japan aims to become an Indo-Pacific hub
for threat analysis and cyber resilience, and is
rapidly overhauling its security framework—new
NSS/defense strategies (including counter-strike
capability), major defense budget increases, the
Economic Security Promotion Act, relaxed
defense-export rules, new laws for protecting
critical economic security information and
enhancing cyber response, and discussion of a
National Intelligence Bureau—yet still lags the
US/UK in digital platforms and must catch up to
support advanced intelligence sharing.

2.9 D2-P3 Panel

Theme: Information Sharing (PIV), Public
Private Partnership, Intelligence
Moderator: Koichi Akaishi

Panelists:

- Masanori Nishi (Former Deputy Minister,
Minister of Defense, Japan)

- Bruce Walker (Former Assistant Secretary, U.S.

Department of Energy)

- Junichi Nishiyama (Senior Research Fellow,
Institute for Future Engineering (IFENG))

- Barbara Grewe (CEO, Glenwood Global Risk
Management LLC, USA)

- Kenzaburo Tamaru (Principal Solution
Architect, Digital Agency, Japan)
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1. The panel defines sovereign/national cloud as
infrastructure and data located under a nation’s
jurisdiction, operated under its laws and
(ideally) by its own nationals, and extends this
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to “knowledge sovereignty” - the ability to
build, operate, and secure that cloud without
relying on foreign expertise.

2. Japan’s ISMAP is explained as a FedRAMP-
inspired evaluation scheme but not equivalent:
it focuses mainly on confidentiality, relies on
external audits, does not require data centers to
be in Japan, and therefore does not in itself
guarantee true data or cloud sovereignty.

3. Japan’s current “government cloud” mainly
uses foreign hyperscalers (AWS, Azure, etc.)
plus one domestic provider (Sakura), but there
is still no clear sovereign-cloud model; data
location and jurisdictional issues remain open
policy questions.

4. From the U.S. side, panelists stress that all
sensitive data must be encrypted in transit and
at rest, and that real sovereignty requires deep
control over underlying systems—otherwise
confidentiality, integrity, and availability cannot
be guaranteed, especially in a crisis (e.g., cables
cut, contested region).

5. Several speakers criticize over-centralized
hyperscalers: sharing the same physical silicon
and hypervisors creates systemic risk (“one
zero-day away” from massive compromise), and
large regional outages (e.g., “US-East sneezes,
everyone catches a cold”) show the fragility of
highly centralized architectures.

6. Harry highlights that high-quality, human-
generated Japanese data is increasingly valuable
for Al because English/Spanish/Chinese corpora
are already heavily “tainted” by Al-generated
content; he also warns that buyers must dig
into technical details (how resources are shared,
how isolation works, where and how recovery is
done) rather than trust cloud marketing.

7. From an investor’s perspective, the Japanese
cloud market is large, growing, and offers
stable, recurring cash flow with very low churn,
but building competitive domestic sovereign
cloud is capital-intensive and must face
hyperscalers that are “100x bigger”; targeted
subsidies, pilots in high-sensitivity sectors
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(defense, health, critical science), and a long-
term view are recommended.

8. On national infrastructure and policy, Harry
urges designing from the attacker’s easiest path
(e.g., physical sea-cable layout, PKI and
certificate trust), and insists that core digital
trust foundations (crypto, identity, PKI) must
remain under national control to support
genuine zero trust and robust CIA
(confidentiality, integrity, availability).

9. The role of government is seen as decisive:
without a strong, prescriptive, FedRAMP-like
program backed by real funding and mandated
use, industry will not transform; such a program
can end “loose” compliance, force concrete
outcomes, and over time lift the entire security
posture of clouds used by government and
critical infrastructure.

10. Asked for concrete 12-month steps,
panelists propose: create a FedRAMP-aligned
national authorization framework; launch funded
pilots; expand and strengthen ISMAP and
government cloud; invest in domestic data
centers and talent; assert sovereignty over
identity and crypto trust services; and use these
levers to gradually shift high-sensitivity
workloads toward secure, Japan-based cloud
while preserving interoperability with allies.
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2.10 D2-S7 Speech

Tim Perry (Head of Consulting, BAE Systems
Digital Intelligence)
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1. The speaker, from BAE Systems Digital
Intelligence, works with governments worldwide
on national cyber programmes and focuses here
on the challenges of intelligence for active cyber
defence (ACD).

2. Japan’s ACD strategy relies on public-private
partnership, automated monitoring, and
intelligence-driven operations; all require
intelligence that is timely, accurate, and
accessible—not hoarded inside government.

3. Using the classic intelligence cycle (plan —
collect — process — analyse — disseminate), he
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stresses the need for clear aims, defined
information requirements, collection methods,
roles, authorities, and information pathways
across the whole cycle.

4. Collection must draw on many heterogeneous
data sources: incident response reports,
enterprise and sector SOCs, commercial threat
intelligence and datasets, protected DNS,
suspicious-email reporting, and security-agency
intelligence, each with different formats and
taxonomies.

5. These data sources enrich each other but
create storage and complexity challenges; large
datasets are costly and hard to analyse, so
governments must find an optimal cost-benefit
balance while using Al to assist (not replace)
skilled human analysts.

6. He outlines a multi-layer national monitoring
landscape: local enterprise SOCs, advanced
SQOCs for high-value national-security entities,
sectoral SOCs for critical sectors, and—at the
top—a national network cyber centre that
monitors telecom networks to give broad, actor-
focused situational awareness.

7. A generic ACD operating model should
integrate diverse data streams (DNS, SOC feeds,
commercial intel, national monitoring) into a
central data-integration platform, feeding APIs
for operators and analysts so all relevant
information is available in one place.

8. Dissemination requires clear release
procedures that account for the sensitivity and
risk of each dataset, enable trend analysis (not
just incident chasing), and ensure sharing of
intelligence across government, private sector,
and the public at “internet speed and scale.”

9. Because such integrated systems hold
extremely sensitive information, they must be
secured as a single, strongly protected platform
with common processes and clearances
(including for selected industry partners), while
still allowing rapid, large-scale sharing when
needed.

10. His proposed solutions include: a single
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cross-government ACD intelligence plan;
deploying purpose-built national network
monitoring solutions rather than stretching
enterprise tools; consolidating existing public-
private data into one enriched environment; and
maximising automation to achieve the speed
and scale required to get ahead of adversaries.

2.11 D2-P4 Panel

Theme: Active Cyber Defence (Intelligence)
Moderator: Tim Perry

Panelists:

- Hideaki Watanabe (Chairman, Defense
Technology Foundation)

- Atsushi Ando (Director-General, National
Cybersecurity Office)

- Greg Rattray (Next Peak)

- Gloria Glaubman

- Chris Capper

T—X : BEEIIH ) (B4

EFL—49— FALNR)—

JCRDZB

- B0 FE (AT RE. —ARMEIEARSE
iithe BER)

- T BE (ERYIN-HEE FEE)

- JLysJ-3yhl1 (Next Peak)

- Jo-ur7-J0-J3>

- JUR-Fy)—

1. This panel, involving participants from the
Ministry of Defense, the National Cyber Agency,
and U.S. and UK entities in Japan, discussed
strengthening Japan's cybersecurity. The
discussion centered on four pillars:
“Intelligence,” “Active Cyber Defense,” “Public-
Private Partnerships,” and “Human Resources
and Resilience.”

2. The Japanese side (Ministry of Defense, etc.)
stated that strengthening intelligence collection
and analysis is an urgent priority to achieve
active cyber defense. This involves establishing
an organized cyber defense framework and
consolidating information from
telecommunications providers and critical
infrastructure operators.

3. From the perspective of the National Cyber
Program, the value and dependency on
“essential/critical services” such as digital
services, public health, finance, and
communications are rapidly increasing. It was
pointed out that within limited national budgets,
priority investment should be made in these
areas while maximizing the leverage of private
sector capabilities.

1. BROYAN—tF1U51s81(bICrald T, BHiEa - EZ
P4\ —HEES - TE B REBMRERENSHIL. [1>7)D1
A HEENRI T4 NP1 [ B R T AL - LSUIY
A1zEh(EERUIZ) (RILTH D,

2. BAAI (BHEASE) (&, MRy —-BhEMASID
BiEtv, BEBREE -EE/CIFBEENSDIEREN
ZBEU T, BEEBHIH AN -l RIR T 201> 7)1
> AUNEE - DATRIE TS THHEIRN TS,

3. ExRBAN-TOI5LOE=NSE TIIINY-EX-
NREE SR BERETTYE VIV /DT RY —
EXIOfBECARTFEN S LR U THD. RSNLERFTE
DR TINBILEBEMNICIRELDD. BRItI5-0ReH%
BARL/\LySIREREIERHEL TS,

4. JAREBOWTE. [T0-)ULF0.05-F3v R J#
—L©BEDPKFIAA-TIAX(E INETTIHIRED
BERZAREZITEL L, TF1)FTETEERIIRE
{EEIRNZEONREZ VOB RNMREN TV,

5. 1>FUSIOAHBORECLT. FTBHA (BET
f) OEREBLBLIEMN DI EETITEZTLE. ZDLTE
ESEIE(CIAFBTE. NIST SP 800-150 DL SMEHER
SE(C[A% - EORRIE T - EDLNIIVETHE TN | =B
{EL. EMICHUTIRI 723 T RA>FIS IO A NHS
TRBIREELERIN TV,

6. HBEINZT-HIOVTIE. PILAHIEINZE
RIBEBETIROCE. - 91313 - DT AR E—BL

63




4. Regarding cost burden, the report presents
the view that “global technology platform
companies and large enterprises, having greatly
benefited from the digital economy, should bear
proactive responsibility and costs for security.”
5. Regarding intelligence sharing challenges,
discussions emphasize establishing information
sharing and prioritization within government
(between ministries), then expanding to public-
private partnerships. Standards like NIST SP
800-150 should be referenced to clarify “what,
through which channels, and to what level”
information is shared. Private sector entities
should be provided only with “actionable
intelligence.”

6. It is emphasized that for shared data,
handling must occur in secure environments
with effective access controls, consistent
application of classification, tagging, and
clearance levels, and ensuring data integrity and
auditability are essential.

7. The UK's experience is introduced, including
how past failures led to an emphasis on
investing in national-level cyber resilience, how
state-sponsored cyber attacks came to be
treated as “management issues and board-level
risks,” and how the NCSC, together with
mechanisms such as Industry100 and Cyber
League, is working to incorporate private sector
personnel with security clearance into national
cyber efforts.

8. Regarding security clearance, it was explained
that “similar to a driver's license, only those who
need it choose to undergo screening, and it is a
separate issue from the invasion of privacy of all
citizens.” It was pointed out that it is necessary
to alleviate misunderstandings and resistance to
the establishment of such a system in Japan.

9. Regarding active cyber defense and
hackback, strong concerns were expressed that,
given the high risk of escalation and mutual
attacks, and considering the vulnerability of
Japan's infrastructure, “hackback-type active
defense” should not be adopted lightly. It was

TEATZCE. ELTT-I0TE M - BsE 2R I 52
ENRBIRIZERBAENTNS,

7. REOEEREL T BEOKBNSERLANIIOTA)N—
LI ZANDIGEZER I LI Boflece. EZRIFEARD
AN -z [ R ERRE - R— RLAIDOYRY JELTIRS &
S(CRofzcE. LT NCSC ZHMC Industry100 o4
AN==JEVOTALBH T, EF1UT1 - DIT7 30 R %G5
Ule REIAMZEZRYA N\~ (SHHMHADCEDIEA DB TEN
TWd,

8. tF1UF1 - JITSIRICOVWTIE. BERREFEREIRRIC,
WMEBRARINBESERU (ERZZT00THD. ERE
2EOTFANI—EELEFRIBETHD IEDRAN RS
N, BATOFIEERC I 2R IEERIHZ2F151F2
WENHDEVIIERN GO,

9. BEENMYTAN-BAHEIL) \WIN\w ) HTIE TRAAL—2
A EREZUZINEL BAROMESS 1> IR ZEE
ZBENN\W)\IBID 7 )74 T 1 2 L BIERFAINET
(FRVEVIFTRVEZNREN., $lIE - 032 - HIIE R EfRDF
ERLHAHEDRTTIBERMN)S — T INE L EERBEINT
(AN

10. 2L T BN 95258 - 07 5> R
E. AMABRE Al BEMEICER IO /ND—X> b RREEE
HOIHAH. EUTPNTIPZESVIISATLARERTD
HIT A IN=232h BARDFS3FI SN -8kEgEL SV
T AREROBETHD. EVOIL@ERH Ty 3> MHHEHKS
ncws,

64




discussed that careful policy design is necessary,
combining it with other means such as
sanctions, diplomacy, and deterrence.

10. Overall, the session concluded with a shared
understanding that standardized data
classification and clearance systems, personnel
development and empowerment through AI and
automation, integration of private sector
capabilities, and research and innovation across
the entire ecosystem—including academia—are
key to Japan's National Cyber Strategy and
resilience building.

2.12 D2-S8 Speech

Giacomo Paoli (Head, Security and Technology
Programme, UNIDIR)
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1. The speaker frames cyber, Al, and quantum
not as separate domains but as a rapidly
converging “triangular” ecosystem in which each
technology amplifies the capabilities and risks of
the others.

2. Al is a force multiplier in cyber offense—
automating reconnaissance, identifying
misconfigurations, generating exploits, and
enabling scalable, hyper-realistic social
engineering through synthetic text, voice, and
video.

3. On defense, Al enhances detection and
prediction by correlating weak network signals
at scale and enabling adaptive, continuously
learning protection—but attackers need to
succeed only once, while defenders must
succeed always.

4. Al itself becomes a new attack surface: data
poisoning, model inversion, extraction, and
adversarial perturbations can corrupt training
sets, leak sensitive information, or mislead
model outputs; reliance on open-source
components introduces supply-chain risks.

5. Quantum computing threatens classical
cryptography by potentially breaking widely
used public-key schemes, accelerating the
urgency of post-quantum cryptography; at the
same time, quantum communication offers new
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resilience through quantum-secure networks.
6. The three domains form a mutually
reinforcing ecosystem:

e Al accelerates innovation in cyber
operations and quantum research,

e Cyber infrastructure underpins both Al and
quantum experiments,

e Quantum will eventually transform Al
computation and also reshape cybersecurity
through quantum attacks.

7. Convergence amplifies both capability and
vulnerability: weaknesses in one domain can
cascade into others, heightening systemic risk
across the digital ecosystem.

8. Policy must shift from siloed approaches to
integrated governance—AI governance,
cybersecurity strategy, and quantum roadmaps
must be developed together, not in parallel
isolation.

9. Governments and researchers should adopt
anticipatory methods (foresight, scenario
planning, red-teaming) to understand second-
order effects of technological convergence
before they emerge.

10. No actor can secure this landscape alone:
the speaker calls for deep multi-stakeholder
collaboration across government, industry, and
academia to ensure that innovation strengthens
rather than destabilizes the interconnected
cyber-Al-quantum ecosystem.
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2.13 D2-P5 Panel

Theme: Cyber AI, Quantum, NEXUS
Moderator: Tom Kono (Fellow, UNIDIR)
Panelists:

- Michael Karimian (Director, Digital Diplomacy,
Microsoft)

- Alexi Drew (Technology Policy Adviser, ICRC)
- Matt Mickelson (Senior Principal, MITRE)

- Yasmin Afina (Researcher, Security and
Technology Programme, UNIDIR)

- Kazuo Noguchi (Senior Researcher, Keio
University)

- Giacomo Paoli
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1. The moderator and Noguchi situate the panel
within the 15th International Cyber Security
Symposium, emphasizing that cyber, Al, and
qguantum are rapidly converging and that Japan
and the UN have only recently begun to
recognize Al/quantum as emerging security
threats.

2. Noguchi highlights the “harvest now, decrypt
later” risk, the merging of PQC, QKD,
drones/sensors, and other quantum-security
applications, and warns that preparing
cyber/Al/quantum security takes years even
though technological change is happening in just
a few years.

3. The moderator explains recent UN activity:
2025 as the UN International Year of Quantum
Science and Technology, UN processes (OEWG,
UNIDIR, innovation dialogues) examining how
quantum, AI, and cyber affect global and
national security, including military uses and
geopolitical impacts.

4. Giacomo Paoli stresses that cyber, AlI, and
quantum are usually governed in silos but in
reality form an interconnected system; national
strategies for cybersecurity, Al, and quantum
must be designed together, with special urgency
around quantum rather than assuming
“quantum is always 10 years away.”

5. Paoli argues that states need national
quantum strategies—not necessarily to build
their own quantum computers, but to
understand implications, risks, and
dependencies across the cyber-Al-quantum
nexus before disruptive capabilities arrive.

6. Noguchi, answering on national security
impacts, underlines that AI and quantum will
accelerate speed, intelligence, and sophistication
of threats; PQC and Al-based security models
can mitigate some risks, but new vulnerabilities
and systemic risks (e.g., critical infrastructure,
energy) must be identified and prioritized.

7. Michael Ford (MITRE) explains post-quantum
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cryptography: PQC algorithms already
standardized (e.g., by NIST) can be deployed
now; given long data lifetimes, organizations
must begin migration from classical crypto to
PQC, using industry coalitions (MITRE +
hyperscalers and vendors) to accelerate
standards and implementation.

8. Michael K. from Microsoft describes industry’s
view: the threat landscape is driven by large-
scale cybercrime and increasingly sophisticated
nation-state activity; Al simultaneously
turbocharges attackers (automation, better
phishing) and defenders (faster triage, gap-
closing), so industry must both “raise the floor”
on everyday security and secure Al systems
themselves.

9. Alexei from the ICRC brings a humanitarian
lens: IHL remains applicable and essential, but
Al/cyber/quantum convergence magnifies risks
for civilians; humanitarian organizations face
“harvest now, decrypt later” threats to sensitive
data, dependence on powerful state/corporate
tech, and a capacity gap that could compromise
neutrality, independence, and protection of
vulnerable populations.

10. Yasemin (UNIDIR) outlines the UN’s
governance role: acting as a neutral convener
(formal forums, informal consultations, expert
roundtables), promoting cross-sector learning,
coordinating between cyber/Al/quantum
discussions, supporting capacity building
(especially for the Global South), and ensuring
that the cyber-Al-quantum nexus is treated as
a practical work agenda for shared security
rather than a mere slogan; an audience
question on financial-sector risk leads Noguchi
to reaffirm that quantum timelines (e.g.,
NSA/North America “Y2Q" dates) make PQC
adoption urgent.
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2.14 D2-S9 Day #2 PM Closing

Craig Wiener

LAY -04—F—

1. Craig Wiener provided a comprehensive recap
of the day’s key messages, highlighting insider-
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threat lessons from the Snowden era and the
enduring importance of the human factor in
cybersecurity.

2. Minister Kanahana emphasized Japan’s need
for stronger political will, a public-private cyber-
defense ecosystem, diversified suppliers, and
solutions for organizing government hackers.

3. Speakers from the U.K. stressed active threat
hunting, Al-enabled adversary capabilities from
China, resilience planning including pen-and-
paper backups, and potential thematic cyber-
sanctions.

4. U.S. perspectives underscored continuous
monitoring, risks of interconnected cloud
systems, interoperability requirements, and
sovereignty considerations.

5. Concerns were raised about Japan’s ability to
operate during a Taiwan contingency, with
warnings of immediate critical-infrastructure
paralysis.

6. Maria Roat highlighted lessons from building
FedRAMP: change management, prescriptive
controls, independent assessments, and
overcoming cultural resistance.

7. Intelligence-sharing panels stressed early
warning, cross-border coordination, public-
private intelligence collaboration, and the
anticipated creation of Japan’s National
Intelligence Bureau.

8. Identity telemetry was presented as a trust
anchor, with suggestions that PIV-style identity
systems could expand to the broader public.

9. Active cyber defense debates continued,
covering escalation risks, collection-cycle
priorities, AI/ML-enhanced information-sharing
programs, and the view that global platform
companies bear public responsibility.

10. Quantum-related discussions addressed
“store now, decrypt later,” the need for PQC
transition playbooks, uncertain future impacts of
quantum technologies, and post-quantum
coalition collaboration led by MITRE.
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3 DAY 3: October 30 | West School Building 1F West Hall

3.1 D3-S1 Day #3 AM Opening

Anupam Joshi

S YAV =57

1. The emcee welcomed participants to day
three and outlined the four-day structure of the
symposium jointly hosted by Keio University's
Cybersecurity Research Center and MITRE.

2. The symposium focuses on new
developments in cybersecurity across national,
economic, and societal security with an
emphasis on global multilateral public-private
partnerships.

3. The main hall hosts keynotes, presentations,
and panels for all four days, while parallel
sessions take place in other campus buildings on
days two and three.

4. Participants were reminded to refer to the
program booklet for detailed session
information, and that the day’s program
concludes at 5:30 PM.

5. Anupam Joshi, Vice Provost and Chief Al
Officer at UMBC, was invited to open the
morning session.

6. Joshi introduced himself as a faculty member
in computer science and electrical engineering
and director of UMBC’s Cybersecurity Institute.
7. The theme of day three is economic security,
featuring a keynote by Barbara followed by two
panels.

8. The first panel focuses on critical
infrastructure security—especially energy
systems—while the second covers active cyber
defense and the security-clearance process.

9. Joshi emphasized that economic security
requires strong collaboration among academia,
government, and industry, which is reflected in
the symposium’s diverse attendees.

10. He highlighted UMBC's partnerships with
NSA, DoD, and major industry players, as well
as its CAE-R and CAE-CD certifications, before
concluding the opening remarks.
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3.2 D3-S2 Keynote Speech

Mike Studeman

NAJ-RHFR>

1. The speaker argues that national security and
economic security are increasingly
interconnected and must be viewed together
rather than through separate lenses.

2. Governments must adapt to a new security
paradigm that introduces both new
opportunities and new challenges, requiring
expanded government roles.

3. Physical and economic attacks—whether
against civilians, military, or private entities—
consistently trigger government responsibility
and response.

4. The Land Rover cyberattack of 2025
exemplifies how a single cyber incident can
massively disrupt national economic security
and supply chains.

5. Cybersecurity failures affecting confidentiality,
integrity, or availability of data directly threaten
both national and economic security.

6. Major global cyber incidents—WannaCry,
NotPetya, SolarWinds, Volt Typhoon, SALT
Typhoon—demonstrate that cyberspace is a new
battleground with worldwide impact.

7. The convergence of IT and OT systems
increases vulnerability, making even physical
access controls dependent on cybersecurity.

8. The speaker presents a matrix on
government responsibility in cyber risk,
emphasizing that threat actors, vulnerabilities,
and victim types should all influence
government involvement.

9. Passive defense approaches are insufficient;
governments must coordinate nationally and
with allies to identify, protect, detect, respond,
and recover from cyber threats.

10. Significant obstacles remain—Ilack of
imagination, inadequate policies, insufficient
capabilities, dispersed management—but
governments must nonetheless assume a more
proactive and strategic role in cybersecurity.
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3.3 D3-S3 Speech

Masaki Umejima (Project Professor Keio Global
Research Institute (KGRI), Convener of Energy
Resource Aggregation Business, the IEC system
committee smart energy)

1Bl B (BESRAY J0-)UUY—FA>2T45
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1. The speaker introduces a new trend in
Japanese critical infrastructure, focusing on
energy, and explains his dual role at Keio
University (cybersecurity research) and in the
IEC, which develops international cybersecurity
standards for energy systems.
2. He notes a major shift in the last decade:
electricity systems and grids are becoming
highly distributed, with many devices (EV
chargers, solar generators, air conditioners, heat
pumps, etc.) connected and remotely controlled
over networks, despite having very limited
computing resources.
3. Within IEC's System Committee Smart
Energy, a new standardization effort (IEC
63443) is nearing completion, aiming to define
rules for the emerging energy market, including
security requirements for these distributed
systems.
4. The key emerging concept is the energy
resource aggregation business (often called
ERAB), where many distributed energy
resources are aggregated and remotely
monitored/controlled by actors such as
aggregators, retailers, device makers, and
distribution network operators.
5. Three core requirements for this new market
are emphasized:

* Interoperability (using common
communication languages/protocols),

* Transparency (clear visibility into who is
remotely controlling what), and

* Cyber-physical system security.
6. Japan strongly promotes the ECHONET Lite
protocol (an IEC standard) as a common
application-layer language for devices; the
speaker stresses that standardized protocols—
not proprietary “secret” ones—are essential for
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both interoperability and security in IoT/energy
systems.
7. ECHONET Lite already has deep market
penetration in Japan (a large share of new air
conditioners, smart meters, and heat pumps use
it), but security must also be ensured at IP,
transport, and lower network layers.
8. Power meters gain a new role as
transparency devices: they have interfaces both
to utilities and users and will enable users to
measure energy consumption at one-minute
intervals, supporting monitoring of remotely
controlled loads in homes, offices, and factories
from around 2026.
9. To build high trust in ELAB, Japan proposes a
“security triangle”:

* international standards at the top,

* national guidelines in the middle, and

* academic contributions at the base,

along with the CPSF (Cyber-Physical

Security Framework), which highlights six
elements—organization, people, components,
data, procedures, and systems—especially
human behavior and procedures.
10. Japan is issuing updated security guidelines
for energy resource aggregation (new version
released in May) and, through Keio University’s
CCRC, preparing academic papers and
international cooperation with ASEAN countries;
harmonization, security-by-design, and
information sharing in Asia are presented as
crucial for securing the new distributed
electricity market.

3.4 D3-P1 Panel

Theme: Japanese Critical Infrastructure: Energy
Moderator: Masaki Umejima

Panelists:

- Steven Kunsman (Hitachi Energy)

- Samuel Chanoski (Technical Relationship and
Program Development at Idaho National
Laboratory)

- Alexander Patton (Amentum)

- George Gkoktsis (Fraunhofer SIT)
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- Osamu Takeda (Director, DX Promotion
Department, Chubu Electric Power Co., Inc.)
- Osamu Nakamura (Project Professor, Keio
Global Research Institute)

- At & (BEE2ARFI0-/IWB-F(ORF171
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1. The panel focused on Japanese critical energy
infrastructure, bringing together perspectives
from U.S. DOE, European research institutes,
global vendors, utilities, and academia to
discuss cyber risks to modern power systems.

2. From the U.S. side, Samuel highlighted DOE's
CESER initiatives such as Citrix (cyber testing for
resilient ICS) and newly defined supply chain
cybersecurity principles, emphasizing shared
responsibility between vendors and asset
owners and the need to understand
hardware/firmware/software in depth rather
than chasing each new CVE in isolation.

3. Citrix was described as an intensive, months-
long decomposition and vulnerability-analysis
program that prioritizes widely used devices
with high impact; its main value is insight into
common components and systemic risk,
combined with structured legal frameworks that
enable long-term trusted collaboration with
vendors and utilities.

4. George presented incident-response lessons
from major OT cases (Ukraine grid attacks,
Colonial Pipeline, Triton), stressing gaps in asset
visibility, legacy insecure protocols, operational
continuity constraints, and forensic complexity—
plus the importance of EU legal frameworks
(NIS2, Cyber Resilience Act, mandatory
reporting, national CSIRTs and mobile incident
response teams).

5. He argued that regulated exercising and
cross-border coordination (EU, Germany, ENISA,
etc.) are becoming central, and that Japan has a
strategic opportunity to lead OT security in the
Asia-Pacific region if it builds comparable
response structures, regulations, and practice
regimes.

6. Steve (Hitachi Energy) explained how a global
vendor operationalizes DOE's supply-chain
principles by mapping them to IEC 62443
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(secure development, product security
capabilities, secure system integration and
processes) and by participating in Citrix, using
findings to improve SBOM accuracy and internal
SDLC, and helping build an energy-OT reference
architecture (Purdue-inspired) now standardized
in ISA WG14.

7. Alex emphasized that OT failures can directly
threaten societal continuity and cause massive
financial losses in competitive markets like
Japan; effective detection and response require
tight collaboration between OT engineers and IT
security teams, supported by tailored OT cyber-
range exercises that build “muscle memory”
across mixed teams.

8. Mr. Takeda from Chubu Electric described the
utility operator’s view, showing how a diversified
group (generation, grid, retail) must secure
different environments, integrate cyber and
physical response (e.g., switching to manual
control during incidents), and address new risks
from widespread DER and remote control while
maintaining stable supply and grid balance.

9. Professor Nakamura framed future power
systems as “many-player, highly distributed”
networks (microgrids, home solar, EVs,
aggregators), where traditional perimeter
security no longer works; he warned of DDoS-
like scenarios against massive numbers of small
devices and risks via firmware-update paths,
arguing that continuous monitoring and secure
information-sharing infrastructures are
essential.

10. In his wrap-up, Professor Umejima
summarized the consensus: testing is vital but
cannot cover all components, so security-by-
design, categorization, monitoring, information
sharing, exercises, and new SOC/zero-trust
models are needed; ultimately, small
vulnerabilities in many small devices can create
large-scale holes in the entire energy system,
especially as DER and microgrids proliferate.
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3.5 D3-S4 Speech

Mayu Arimoto (Partner, Alesia International Law
Office)

BR Bl (PLI7EBERESHT HEL)

1. The session introduced an upcoming panel on
security clearance and new active cyber-
defense, highlighting its relevance to Japan’s
current policy environment.

2. The speaker referenced Japan’s major
legislative pillars for economic and cyber
security, including the Economic Security
Promotion Act and related measures intended to
strengthen supply-chain resilience and
information protection.

3. A comparison was made between
classifications of “critical economic information”
and “special secret information,” noting that the
former focuses on protecting key industrial
sectors and preventing national-level damage.
4. Special secret information (SDS) was
described as narrower in scope, limited to highly
sensitive intelligence such as defense plans and
essential government secrets.

5. The speaker emphasized the importance of
aligning Japan’s legal frameworks with those of
other advanced countries to ensure compatibility
in security policy and operational structures.

6. The discussion touched on the need for
stronger public-private cooperation, including
mechanisms for secure data utilization,
infrastructure protection, and coordinated cyber-
incident response.

7. The speaker noted that effective cyber-
defense requires structured government
oversight combined with practical industry
measures and continuous education.

8. The importance of robust security-clearance
processes was underscored, especially in
contexts requiring trusted personnel handling
sensitive or mission-critical information.

9. The session emphasized that supply-chain
resilience and cybersecurity planning must be
integral parts of national strategy, not optional
additions.

10. The moderator closed the segment by
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positioning the remarks as the introduction to a
deeper panel discussion on security clearance
and active cyber-defense.

3.6 D3-P2 Panel

Theme: Security Clearance and New Active
Cyber Defense

Moderator: Mayu Arimoto

Panelists:

- Mike Studeman

- Barbara Grewe

- Nate Snyder (Advisor, JICSS)

- James Miller (CEO, Miller Enterprises)

- Gloria Glaubman
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1. The panel explored how security clearances,
information sharing, and active cyber defense
interact, especially comparing long-established
U.S./Five Eyes practices with Japan’s newer
legal and institutional frameworks.

2. Speakers explained that security clearance is
meant to vet trust (through investigation and
continuous evaluation), but that over time the
U.S. system became siloed, inconsistent across
agencies, and overly bureaucratic, leading to
reforms such as portable clearances and
ongoing (not just periodic) review.

3. They stressed that not all sensitive
information needs to be formally classified:
trade secrets and many “sensitive but
unclassified” data still require protection, while
truly classified information should be narrowly
defined and not used as a way to hide
inconvenient facts.

4. Effective threat information sharing was a
core theme: intelligence must be converted into
usable indicators (e.g., “what ricin looks like,”
what to look for on a network) rather than kept
in a “black hole,” and over-classification or slow
channels can destroy its operational value.

5. Several panelists argued that most
information needed by first responders and
private-sector defenders does not require high-
level clearance; in fact, broad clearances can
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create additional vulnerabilities by granting
unnecessary access.

6. Active cyber defense was defined much more
broadly than “offensive cyber”: it includes
information sharing, honeypots, sandboxes,
deception, sanctions, indictments, and other
coordinated government actions, and cannot
rely solely on passive monitoring when attacks
move at “the speed of light.”

7. Oversight was described as essential but
outdated in many U.S. contexts: mechanisms
and policymakers often operate with early-
2000s thinking, slowing urgent responses; the
panel called for modernized, better-educated
oversight that safeguards civil liberties without
blocking timely defensive action.

8. Trust was framed as fundamentally human
and contextual: nationality, government
employment, or clearance level do not
automatically equal trustworthiness; zero-trust
concepts and security culture must assume that
people and systems can fail, and design controls
accordingly.

9. For Japan, speakers saw both challenges and
opportunities: Japan lacks the long Five Eyes
history but therefore has a “greenfield” chance
to design a more rational, less bureaucratic
clearance and information-sharing system that
embeds reciprocity, culture change, and cross-
sector cooperation from the start.

10. The discussion concluded that Japan’s new
active cyber defense law and related
frameworks will only succeed if they are
implemented with clear purpose (why and what
to protect), strong but agile oversight,
incentives for two-way information sharing, and
a security culture that enables—rather than
blocks—joint defense between government and
industry.
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3.7 D3-S5 Day #3 PM Opening

Osamu Nakamura

AT (2

1. Prof. Osamu Nakamura opened the afternoon
session of the 15th International Cybersecurity
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Symposium.

2. He emphasized that the symposium serves as
an important platform for extensive information
exchange.

3. He highlighted the diverse participation from
government, private sector, and academic
communities.

4. He stressed that sharing cybersecurity-
related information is crucial for enhancing
safety and protecting human life.

5. He expressed gratitude to the attendees for
their engagement.
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3.8 D3-S6 Speech

HASHIMOTO Katsukuni (Planning Officer, Cyber
Security Division, Commerce and Information
Policy Bureau, METI)
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1. The speaker highlighted recent cyber
incidents in Japan and abroad, including attacks
by groups linked to China (such as MirrorFace
and Volt Typhoon) targeting national security
supply chains, critical infrastructure, and major
companies.

2. He emphasized that cyber-attack techniques
have become more sophisticated, spanning
espionage, business disruption, supply-chain
compromise, and critical-infrastructure
intrusion.

3. Japan enacted new cybersecurity legislation
in May 2024, introducing public-private
cooperation requirements, mandatory incident
reporting, and expanded information-sharing
mechanisms between government and
infrastructure operators.

4. Under the new law, government agencies
may analyze packet header information (not
content) to detect signs of cyberattacks and
support filtering and neutralizing malicious
traffic.

5. Four priority policy pillars were outlined:
securing the supply chain, promoting secure-by-
design development, strengthening
cybersecurity for emerging technologies, and
enhancing overall resilience in both public and
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private sectors.

6. Japan launched a device security evaluation
scheme in March 2024 to help procurement
teams identify routers and other equipment that
meet government security standards, similar to
EU approaches.

7. The government is promoting SBOM
(Software Bill of Materials) adoption as a
foundational tool for vulnerability management
and secure-by-design practices, with guidelines
released publicly in 2023.

8. Japan participates in international secure-by-
design initiatives, including a joint declaration
with about 50 nations to improve software
supply-chain security.

9. A 2.9-billion-yen national research program
launched in 2024 focuses on Al-enabled cyber
defense, PQC migration, situational-awareness
platforms, and operational cyber-range

capabilities.
10. Japan’s ICSCoE in Akihabara trains around 50
specialists per vyear in integrated IT/OT

cybersecurity through a one-year program to
develop core personnel for critical-infrastructure
operators.
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3.9 D3-P3 Panel

Theme: Emerging Technology, Economic
Security

Moderator: HASHIMOTO Katsukuni
Panelists:

- Toru Tsuchiya (CEO, Cyber Defense Labs)
- Katsumi Takahashi (Chief Security Scientist of
NTT Social Informatics Laboratories)

- Masayuki Kanda (Fellow, Security Center,
Information-technology Promotion Agency,
Japan (IPA))

- Tadahiko Ito (Senior Researcher at SECOM
CO., LTD.)
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1. Mr. Tsuchiya (Cyber Defense Labs) explained
that space systems are becoming tightly linked
to national and economic security, but are not
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yet treated as “critical infrastructure” in Japan,
even though satellite data (e.g., defense and
foreign-vessel imagery) would be extremely
sensitive if stolen.

2. He described realistic cyber-attack scenarios
against space assets (ground stations, satellite
control, inter-satellite links), constraints such as
limited power and cryptography on satellites,
and ongoing efforts in Europe (ESA’s cyber
range in Estonia and joint work with
JAXA/FUNDA) to build simulated environments
to test and improve space-cyber defenses.

3. The moderator stressed that space industry
cybersecurity is still immature compared to its
technological sophistication, and highlighted
new guidelines and collaborative schemes (e.g.,
ISA-BIOCAN-IFSA style “range” practices) to
help suppliers and engineers understand how to
protect satellites.

4. Mr. Ito (SECOM) explained the “harvest now,
decrypt later” threat: data with long lifetimes
(decades) encrypted today could be collected
now and decrypted in the 2040s-2060s by
future quantum computers, making timely
migration to post-quantum cryptography (PQC)
essential.

5. He distinguished between encryption and
digital signatures: encryption is highly exposed
to harvest-and-decrypt attacks and may need
hybrid PQC + classical schemes (e.g., in TLS
1.3, CDNs, browsers), while web PKI signatures
face scalability challenges (CT log sizes, PQC
signature sizes) but have shorter certificate
lifetimes, allowing somewhat smoother, staged
migration.

6. Mr. Kanda compared PQC and QKD (quantum
key distribution): PQC is software-compatible
with today’s systems and can already be
deployed widely, while QKD is powerful but
limited to specific high-value links
(fiber/satellite) and must be chosen case-by-
case; he stressed that quantum-computer
performance forecasts are uncertain, but policy
and interoperability pressures (U.S., EU, G7) will

FENMEFNTHST . FET —IGENERZLRE-
BERERE_LORERUZIICRDISZEIEMHUR,
2. FEAFTE BEIATL -0t 5 - FHEM
U ORENEIIREBRDFDN, BAHNECLDBEED
BRVIESZEONKVEIRINGD., ZORESSEZIEEZ T, BR
INFEEHEES (ESA) LIANZFOBAN—EERIEZE
RAUBAN =L O DL PRI EE EE NESHSN TS
LHBNMUIZ.
3. BFL—9—. FHEHEZOFMMNFEROZ(CHA /(-
TF VT IREFITREFATHD. FEREDHDHA
RS54>4°, ISA-BIOCAN/IFSA OISR > TEE%ED
T BTV OIS 7 (CEARN RIS A%< 3 B0
HNEETHDEIA NI,
4. {FEEEK (SECOM) (4. [Harvest now, decrypt
later (SINELUTIEKRIES) |0BRZHRPAL. ER 10
F +1R7F 30 FLLoleRFdanT —45(E. 2040~60 F4X
(CE2FIVEI-INEREUBRIC—IETESENZURY
H&h., MEFETEMEIES (PQC) NDOBITZEIXDTSE
RVEIRATE,
5. AKE. EBS{tEEFEROUAIIEENERRDEL.
ESOEUNE - AESKEICEEVD) A JUy RAR
(fERIES + PQC) ORHABANNETHZ—F. Web
PKI (FEEEASBEXHARINEC CT DV BB Y 1S
RIBEERERRE(EH DN, EPERI RIS TN BT REICE ERIRL
IZo
6. fHHKE. EFMMHEOFEERELTIPQCIEIQKD (2
FHEfC) 1&LEEL. PQC (FEFFI>E1—4-YIRNITT
THIFARIRERIDIAEIR S AT AICS I CEATEZD(CRT
U. QKD ([FT74 )\ REZELEHRREIRTER - Sl &M
(FTT—ZANA T —ZAD:ERITBBEERBALL .
7. EFICE1-90MEEO—- Ryt 2030~2040 &
KD RSA 2048 IO FRIEAEE THD—75 . KE
CNSA 2.0 P K#isES. EU-UK oO—RIvS. G7 D
R2PQC 723> T3 RETHER - B 1EHROER I IC L
D, BEN 2030~35 FLEEFTO PQC #BiT2FITRICEIE
IR TVDERRRUTZ,
8. BAROVTIE. KERED PQC BATHENNE. IRV
F-REQERMEZEDBINAL AR R RN R EECB3)
AINH0., BT - ENEES 7L TUX LAOHREIL
(Crypto SBOM,/Crypto LO>DESRIAME) Ef&
FIEALT 21TV EEA(>I50 PQC #17% 2035 &FF
TICE T EHBANRER LIRS UL,
9. BB (NTT VY—>vIVIBHRIATEAR) (&, PETs
(Privacy Enhancing Technologies) %[ J54//){3—

82




force migration regardless.
7. He reviewed international PQC roadmaps:

* U.S. CNSA 2.0 and executive orders push
national-security systems toward PQC by early-
mid 2030s, though details (RSA 2048,
intermediate curves vs direct PQC) are still
debated.

* EU and UK set priority-based timelines
(e.g., high-impact systems by ~2030, others by
~2035) and encourage hybrid use of PQC with
existing algorithms plus global
monitoring/“observatory” of migration.

8. For Japan, he warned that lagging behind
U.S./EU timelines could harm exports and
interoperability, and argued that government
and industry should: (a) create a “crypto SBOM
/ Crypto-Reco” style inventory of algorithms in
use, (b) publish concrete PQC migration
guidelines, (c) push to complete migration of
significant infrastructure by around 2035, and
(d) ensure new equipment and products are
PQC-ready.

9. Mr. Takahashi (NTT Social Informatics Lab)
introduced Privacy-Enhancing Technologies
(PETs) as a broad family of tools
(anonymization/differential privacy, encryption,
TEEs, secure computation, consent and audit
mechanisms, etc.) whose core goals are to
protect privacy and data security while still
enabling data use across organizations and
borders.

10. In closing, the moderator linked everything
back to “two wheels”: digital transformation and
cybersecurity must advance together; strong
encryption, PETs, and PQC are necessary to
maintain trust, enable safe data sharing, protect
individuals’ privacy, and give citizens and
businesses a convincing, secure vision of the
digital future.
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3.10 D3-S7 Speech

Satoshi Maeda (Advisor, Cyber Defense Labs)
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1. The speaker framed economic security as
increasingly critical, driven by globalization,
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digital transformation, and escalating
geopolitical tension between the United States
and China.

2. He described how the post-Cold War era saw
the U.S. leading a free economic order, but
China’s rapid rise—especially after the Deng
Xiaoping reforms and Xi Jinping’s leadership—
shifted the global balance and introduced
economic power as a strategic tool.

3. Around 2017-2019, the U.S. formally
changed its stance toward China, moving from
engagement to competition, with tariffs and
economic-security policies marking the shift;
this transformation heavily influenced Japan’s
own policy direction.

4. Japan’s response included the 2022 Economic
Security Promotion Act, aimed at securing
supply chains, protecting critical infrastructure
and energy systems, strengthening public-
private cooperation, and safeguarding sensitive
data.

5. Japan also pushed forward with security-
clearance-related initiatives for government
officials and innovation-related programs to
address vulnerabilities in advanced technology
sectors.

6. Active cyber defense was introduced as a key
component of Japan’s evolving security
architecture, requiring close coordination among
government, private industry, and critical
infrastructure operators.

7. The speaker emphasized that economic
security is no longer a government-only domain;
the private sector is now directly involved in
geopolitical power competition and must
prepare accordingly.

8. He noted the gray-zone nature of modern
economic competition, where peace and
emergency states blur, creating unfamiliar
challenges for Japan’s governance structures
and requiring new frameworks.

9. Japan must balance strong economic-security
measures with maintaining a functioning free-
trade system, which remains essential for
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national prosperity amid globalization and digital
transformation.

10. Given its geographic proximity and deep
economic interdependence with China, Japan
faces the long-term challenge of managing
competition while sustaining stable
coexistence—an issue that will shape economic-
security policy for decades ahead.

3.11 D3-P4 Panel

Theme: Economic Security Promotion Act
Moderator: Jun Osawa (Principal Researcher,
Dentsu Soken Center for Economic Security
Research)

Panelists:

- Satoshi Maeda

- Gloria Glaubman

- Junichi Nishiyama
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1. The moderator explains that this panel will
address how to promote economic security, with
a particular focus on the Economic Security
Promotion Act and its narrower scope within the
broader concept of economic security.

2. Nishiyama highlights the vulnerability of
critical services through recent ransomware
incidents (e.g., Asahi beer, JAL, hospitals),
arguing that media and the public still fail to
recognize such attacks as threats to national
infrastructure and daily life, not just to individual
companies.

3. He stresses that victims must frame cyber
incidents as social and national-security issues,
not only corporate troubles, and calls for a
narrative that encourages information sharing
rather than shame or silence.

4. Nishiyama notes that Japan is already
effectively in a “cyber war” gray zone where
there is no clear boundary between peace and
emergency, and that current legal and
institutional frameworks have not caught up
with this reality.

5. Gloria frames Japan’s Economic Security
Promotion Act as a landmark recognizing that
national security and economic resilience are
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inseparable, and she maps best practices for its
four pillars: resilient supply chains, critical
infrastructure protection, secure innovation, and
confidential patents.

6. She recommends concrete measures such as
supply-chain mapping and diversification,
adopting established cyber-physical standards
(e.g., NIST CSF, IEC 62443), creating an
incident portal that returns timely intelligence to
operators, secure research tiers for universities,
and predictable rules and timelines for
“confidential patents.”

7. In discussion, panelists agree that financial,
energy, telecom, logistics, and semiconductor
sectors are especially critical, and they
emphasize that effective public-private
cooperation requires changing mindsets,
building trusted information-sharing
mechanisms, and developing a security-
clearance framework that can extend to key
private-sector actors.

8. They argue that government should act as a
clearinghouse for sensitive incident data from
industry, protect contributors from undue
disclosure (e.g., FOIA-type risks), define
standards for what data must be shared, and
harmonize shared information so that all
relevant companies can benefit from collective
threat insights.

9. The panel ends with short recommendations
for U.S.-Japan cooperation: strengthen mutual
security-clearance frameworks so sensitive
information can be shared, conduct joint cyber
exercises to build capacity and trust, and
leverage U.S. experience to shorten Japan’s
learning curve in building economic-security and
clearance systems.

10. In the closing remarks, the symposium
organizers thank speakers and participants,
recap that the day focused on economic
security, critical information infrastructure
protection, information sharing, security
clearances, and Al security/ethics, and
announce that the final day will shift toward
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societal security topics such as data security,
DFFT, and technology updates from industry
partners.

3.12 D3-S8 Day #3 Closing

Muhammad Salman

LI\ R-HILY>

1. The speaker thanked participants for their
patience and opened the closing of Day 3.

2. He expressed deep appreciation on behalf of
INCS-CoE for the active participation throughout
the day.

3. The day's discussions covered economic
security, focusing on critical information
infrastructure protection.

4. Key topics included information sharing and
security clearance frameworks.

5. Insights were provided by experts from
industry, government, and Keio Global Research
Institute.

6. A parallel roundtable addressed Al security and
ethics, featuring UNIDIR, a UN body promoting
responsible Al

7. Speakers and panelists were thanked for
sharing expertise and enriching the program.

8. Participants were recognized for their time,
attention, and enthusiasm.

9. Day 4 will focus on societal security, including
data security and Data Free Flow with Trust
(DFFT).

10. Tomorrow’s parallel sessions will include
technology updates from industry partners such
as Microsoft, Google, Trend Micro, Cisco, Hitachi,

and ACCJ.
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4 DAY 4: October 31 | West School Building 1F West Hall

4.1 D4-S1 Day #4 AM Opening

Karl Steiner

h=Ib-2a594F—

1. The speaker welcomes attendees to the final
day of the 15th International Cyber Security
Symposium and provides an overview of the
four-day event.

2. The symposium is hosted by Keio University’s
Cyber Security Research Center and the MITRE
Corporation, with parallel sessions also taking
place in the North Building.

3. Carl Steiner, Vice President for Research at
UMBC, opens the day and notes UMBC's role as
a charter member of the International
Cybersecurity Center of Excellence (INCS-COE).
4. He emphasizes the increasing transparency of
national borders in the digital age and the global
rise of ransomware, DDoS, and other
cyberattacks.

5. He stresses the need for trusted international
networks across governments, private sector,
and academia to effectively detect, protect, and
respond to cyberattacks.

6. The symposium’s theme—cybersecurity for
digitized national, economic, and societal
security with a focus on multilateral public-
private partnership—is described as timely and
globally relevant.

7. He recaps previous symposium days: Day 1
focused on international cooperation and
keynotes; Day 2 on national security; Day 3 on
economic security; and Day 4 will focus on
societal security.

8. Steiner highlights UMBC’s proximity to NSA,
its dual NSA designations in Cyber Defense and
Cyber Research, and its long-term participation
in the U.S. Federal Cyber Corps program.

9. He notes that the symposium has been
stimulating and will inform cybersecurity
improvements at UMBC and within its
surrounding communities.

10. He outlines today’s program: a keynote by
the Commissioner of IPA followed by two
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panels—one on Trust Acts and personal data
protection, the other on new data-science
applications.

4.2 D4-S3 Speech

Yutaka Saito (Commissioner, IPA)

B 8 (MIZTECENBREHEERLS (IPA) I
ER)

1. The commissioner of IPA, Mr. Saito,
introduces IPA's digital activities, covering digital
architecture, digital infrastructure, human
resources, IT security, industrial cybersecurity,
and Al safety.

2. His background includes work at Hitachi,
Planet Player, and leadership roles at IPA; he
became commissioner in 2023.

3. IPA operates multiple centers—including
digital architecture, digital infrastructure,
cybersecurity, and Al safety—to support Japan'’s
data-driven society and ensure safety in
cyberspace.

4. Japan aims to build a new digital ecosystem
and Al-driven mechanisms, under two
supervising ministries, promoting digital society
initiatives across industries.

5. Japan plans to advance “data arrangements,”
designing which industries and companies will
implement them and establishing a nationwide
structure for industrial and societal adoption.

6. To realize this, Japan must invest in data
platforms, with the government creating policies
and systems, and IPA supporting public—-private
collaboration and international normalization
efforts.

7. The digital ecosystem architecture is designed
within IPA, supported by academia, industry,
and government; open-source software (0OSS)
and R&D outputs are intended for broad reuse.
8. For social implementation, the government
provides incentives and sometimes enforcement
to ensure digital services are deployed and
governed based on architecture and code
controlling behavior.

9. Digital trust is described as an autonomous,
data- and software-driven system, requiring
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governance across systems, infrastructure,
processes, data, and software—not only human
actors.

10. Japan proposed frameworks for industrial
data spaces, including cost-sharing and cross-
border deployments; under Digital Agency
leadership, Keidanren launched the Japan Digital
Ecosystem Partnership, with IPA as Secretariat,
providing platforms and human resources for
public and private sectors.

4.3 D4-P1 Panel

Theme: Basic Act on the Advancement of Public
and Private Sector Data Utilization, Trust Act,
Act on Personal Information Protection
Moderator: Naoto Kikuchi (Vice Chairman,
Digital Policy Forum, Project Professor, Graduate
School of Media Design, Keio University)
Panelists:

- Koichi Akaishi

- Noriaki Okui (President and CEO, Data Society
Alliance)

- Hiroshi Mano (Executive Director and
Secretary General, Data Society Alliance)

- Takashi Kai (Project Researcher, Keio Global
Research Institute)
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1. The panel introduces three major groups—
DPFJ, DSA, and JDTF—explaining their roles in
promoting digital trust, data-space
development, and public-private data
collaboration in Japan.

2. Speakers emphasize the need to modernize
Japan’s data-related legal framework, including
rebuilding the public-private data utilization law
and revamping privacy law to enable lawful
reuse of public-purpose and certain personal
data.

3. They note the explosion of sensors, IoT
devices, machine-to-machine links, and Al
agents autonomously accessing and processing
data, creating new requirements for trust,
secure data flows, and realistic, step-by-step
legal reforms.

4. Ransomware incidents are cited to illustrate
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why Japan needs secure data spaces, proper
data governance, decentralized backups, and
trust mechanisms that separate “security layers”
and “trust layers.”

5. A “data trust anchor” or data-exchange-
market model is discussed: intermediaries bind
data, identity, and contractual terms using PKI
and data usage certificates, following IEEE 3800
industrial data-space standards.

6. Several speakers argue that Japan lacks a
widely accepted national trust anchor (TTP) and
that very few policymakers understand the
“trust layer,” making it difficult to advance DFFT
and align with US/EU/Asia-Pacific data-space
initiatives.

7. The discussion contrasts Japan’s privacy-first
culture with Europe, where even sensitive data
(e.g., healthcare data) can be reused under
governed data-space frameworks with strict
oversight.

8. Trust technology alone is considered
insufficient; architecture, legal design,
incentives, and mindset change (beyond
superficial DX) are needed to enable secure and
economically valuable data reuse.

9. The panel stresses the importance of
international interoperability, including global
standards, cross-border data spaces, and
alignment with US/EU frameworks for trust
services, e-delivery, and digital identity.

10. In closing, speakers note societal and
political barriers, call for long-term structural
reform, and emphasize building a foundation of
digital trust—combining privacy, security, and
governance—to support Al-era data flows and a
collaborative public-private digital ecosystem.
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4.4 D4-S4 Speech

Hiroshi Mano
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1. The speaker introduces himself as director of
the Data Society’s new department, CEO of the
data trading company EverySense, a board
member of a standards association, and chair of
the IEEE Data Trading System (DTS).
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2. He explains that innovation in a domain-
independent, data-driven society depends on
smooth data flows among many stakeholders,
but data usage is still low in Japan and across
the OECD.

3. Four main obstacles to data flow are
identified: lack of trust in giving data to others,
uncertainty about how received data can be
used, the cost of preparing data that were not
created for sharing, and poor visibility of who
holds what data.

4. Japan promotes the DFFT (Data Free Flow
with Trust) concept internationally and defines
“data spaces” as ecosystems where
organizations and individuals with common
goals share data under data sovereignty and
shared governance.

5. DSA’s “DataX” initiative develops and tests
data-space technology; according to IOFDS, a
data space is a decentralized ecosystem with
common policies, rules, and a governance
framework that enables secure, trustworthy
data transactions.

6. To build a data space, one must define
stakeholders, data objects, collaboration
protocols, and trust mechanisms, with roles
including data space authorities (operators),
participants (providers/receivers), and
intermediaries such as data trading market and
catalog operators.

7. Participants publish data catalogs, discover
each other via catalog sites, and exchange data
through standardized connectors that verify the
authenticity and integrity of both counterparties
and data; transactions can be one-to-one, one-
to-many, or multi-hop with intermediate
processing.

8. Data spaces built with Data-EX technology
are domain-agnostic and envisioned for use in
disaster prevention, energy/battery, circular
economy, academic research, and later medical
and tourism fields.

9. The TRAXx data trading market uses a “trust
intermediary” that relies on PKI/CA to validate
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data providers, recipients, and the integrity and
completeness of data, and to bind data to
contractual usage conditions, acting somewhat
like a notary.

10. Interoperability is pursued via a unified
method between data spaces and participants
(avoiding any single “god-like” gateway), with
IEEE 3800 and 3800.2 working on international
standards so multiple virtual data spaces across
domains can coexist while keeping trust and
authority at the edge.
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4.5 D4-P2 Panel

Theme: Applications on Dataspace, ABtC
(Battery Passport), CBAM (CO2), Invoice
(Finance), Medical

Moderator: Hiroshi Mano

Panelist:

- Kenji Hiramoto (Head, IPA Digital
Infrastructure)

- Akira Sakaino (Evangelist, NTT
Communications)

- Shinji Abe (Chief Technology Director, NEC
Corporation)

- Taka Matsutsuka (Senior Research Director,
Fujitsu)

FT—X : THAAR=AIBIBT7INr—23> . ABtC(\wF
)—)CZR—=K). CBAM(CO2). 1M1 A(ERE). EE
L5 EF &

INRUZ S

- EXR = (IPATIHNEBEH- TLF9-R)

- B8 & (NTT JZ2=4—33>X I/\>US1UZN)

- fuEp St (HABESMAS T LFERAMTERT)

- R R (EL@Astt 7-9&F1UT1HAR
T SZ7U8—F71L975)

1. The panel discusses how data spaces will be
used together with Al, including learning, RAG-
style use in organizations, and Al agents, and
stresses the need to respect data rights and
clarify how to govern autonomous agents.

2. Concrete data-space use cases are
presented: plastics recycling (circular economy,
digital product passports) and rare-disease /
hemophilia medical data spaces aimed at
improving patients’ quality of life (QOL).

3. EU regulations on recycled plastics (e.g., 15%
and 25% targets for automobiles) are creating
strong pressure on Japanese industry, revealing
that most “recycled” plastics are still being
burned and that new domestic value chains and
data spaces are needed to meet future
requirements.

4. NTT Docomo and other telecom actors
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explain their role in secure data spaces:
monitored WAN and IoT networks with
embedded anomaly and behavior detection,
network-level isolation, and confidential
computing environments where encrypted data
and algorithms can be processed safely.

5. Trust anchors and internationally
interoperable certification are highlighted as
essential: robots, devices, and Al agents must
be strongly authenticated (who/what they are,
which country they belong to, what legal regime
applies) before exchanging data across borders.
6. IPA’s digital infrastructure and Al safety
initiatives are described as building the technical
and governance foundations: software
engineering with open source building blocks,
data governance, semantic technologies, and Al
governance aligned with the UN Global Digital
Compact and SDGs.

7. Multiple speakers emphasize that data
governance and data management maturity are
still weak in Japan: many organizations are
paper-based or Excel-driven, internal processes
are not standardized, and provenance/lineage
and quality cannot be ensured until basic
digitization and management are fixed.

8. Legal tech (“legal engineering”) is proposed
as a key enabler: encoding laws, regulations,
and internal company rules in machine-readable
form to support cross-border compliance (e.g.,
recycling rules in different countries) and to
serve as a defense against malicious or
adversarial Al inside data spaces.

9. The panel reflects on cultural and structural
barriers in Japan—hanko culture, hierarchical
and vertically integrated relationships,
dependence on ad-hoc manual work, and weak
rule-making—arguing for mindset change, more
open-source tooling, and shared “building
blocks” developed in government and industry
communities.

10. In closing, the moderator and panelists
agree that trusted data spaces require
combining security and trust across all layers
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(network, data, legal, and organizational),
strengthening data management, and fostering
collaborative ecosystems (DSA, IDSA, SIP, etc.)
where companies, government, and academia
can co-create and reuse data and rules.

4.6 DA4-S5 Day #4 PM Opening

Konstantinos Mersinas

AVRIZF IR XIS —F R

1. The session marks the beginning of the final
afternoon of the 15th International Cyber
Security Symposium, opened by Professor
Konstantinos Mersinas.

2. Professor Mersinas introduces himself as a
director at the International Cyber Security
Center of Excellence, Associate Professor at
Royal Holloway, and visiting professor at Keio
University.

3. He highlights that this is the final session
after four intense days and congratulates
participants for their stamina and engagement.
4. He emphasizes that ending with a discussion
on digital identity, attribute attestation, and
public trust is highly fitting, as these are
foundational to digital interactions.

5. He expresses gratitude to speakers, panelists,
and participants, noting the emergence of a
strong, global community within the
symposium.

6. Throughout the symposium, a recurring
theme has been “trust,” whether regarding data
sharing, Al, or cross-border frameworks.

7. He presents a key research finding: beyond
security and usability, people must trust the
intentions of system designers—*“convincing
transparency” is essential.

8. He warns that even advanced cryptography
cannot compensate for perceived bad
intentions; trust collapses if users sense
misaligned motives.

9. Drawing on the Japanese concept of kokoro,
he argues that digital identity systems must
combine logic and emotional trust to be
effective.

10. He encourages the community to continue
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collaborating and reminds participants of next
year’s 16th symposium, closing with humorous
advice about passwords and key management.

4.7 D4-S6 Speech

Vicente NAVARRO (EU Commission, DG CNECT,
Policy Officer, Digital Identity and Trust)

Et>7-3\0 (EU Z8%. DG CNECT. BERIBHE.
TIINTATIT4T4 - NSANMEBH)

1. The speaker outlines the EU Digital Identity
framework around three pillars: government-
backed electronic identification schemes, trusted
electronic services (trust services), and the new
EU Digital Identity Wallet (EUDI Wallet).

2. Member States must provide citizens with a
free EUDI Wallet that works across the EU; use
by citizens is voluntary, but wallets must be
recognized by public and private services EU-
wide and be designed with strong security and
privacy under citizen control.

3. The wallet’s core functions are: (1) identifying
and authenticating users to online or proximity
services, (2) storing and selectively sharing
identity data and electronic attestations of
attributes, and (3) issuing/using qualified
electronic signatures at the highest assurance
level.

4. Legislatively, the main act has been adopted
and over 25 implementing acts are already in
place; a few remaining secondary regulations
and the full framework are expected to be
completed by the end of the year.

5. Technically, an Architectural Reference
Framework (latest v2.6) and a reference
implementation of the wallet are published (e.g.,
on GitHub), with a production release including
all basic functionalities planned by the end of
2025.

6. Large-scale pilots (LSPs) from 2023-mid-
2025, and new pilots running to 2027, test EUDI
Wallets in real-life use cases such as travel,
mobile ID for registration, payments, business
and supply-chain scenarios, and general
capabilities; in parallel, a certification scheme
and standardization roadmap are being
developed.
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7. The revised framework extends trust services
beyond electronic signatures and seals to
include preservation of signatures, electronic
archiving, electronic registered delivery, remote
signature-creation device management, and use
of electronic ledgers.

8. A key new trust service is the issuance and
validation of electronic attestations of attributes
(EAA) about natural persons, legal entities, or
objects; EAAs can be stored in the wallet,
support selective disclosure, exist at different
assurance levels (including qualified EAAs),
and—when issued by public bodies from
authentic sources—have the same legal value as
equivalent paper documents.

9. Catalogues of attributes and verification
schemes are being defined so qualified trust
service providers can verify attributes against
authoritative sources and issue EAAs in a
standardized, interoperable way across the EU.
10. Internationally, the EU is pursuing mutual
recognition and technical interoperability for
trust services and digital identity with third
countries (e.g., Ukraine, Moldova, partners in
Africa, Latin America, India, Japan, etc.),
including pilots such as wallet-based exchange
of academic credentials with Japan, all framed
within broader strategic partnerships and
validation projects.
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4.8 D4-P3 Panel

Theme: Digital Identity Wallet, Electronic
Attestation of Attributes

Moderator: Vicente NAVARRO

Panelists:

- Satoru Yamadera (Specially Appointed
Professor, Saitama University Graduate School of
Economics and Management)

- Ivan Marin Santamaria (Business Development
Manager, GLEIF)

- Akira Ito (Project Director, Data Governance
PJ, Data & Security Laboratory, Fujitsu
Laboratories, Fujitsu Limited)

- Hiroshi Nakatake (Senior Director, Keio
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University & GLEIF Managing Director)

1. The panel focuses on how digital identity,
electronic attestations of attributes, and
verifiable credentials can support trusted online
interactions and international cooperation for
both citizens and companies.

2. From the Asian development and financial-
regulator perspective, Satoru argues that the
financial sector must be brought into
cybersecurity and digital-identity discussions,
because banks already manage KYC/KYB,
personal data, and trust, and their rules and
infrastructures could be reused—especially in
emerging economies.

3. He warns that very strict identity controls
(e.g. FATF-driven CDD) are already causing
financial exclusion in some developing countries,
and suggests leveraging MDBs (like ADB) and
finance ministries to fund trust frameworks,
strengthen national ID systems, and use global
identifiers to keep cross-border payments
viable.

4. Marin explains that the Global Legal Entity
Identifier Foundation (GLEIF) issues LEIs as
global, unique IDs for legal entities, and that
LEIs (and VLEIs as verifiable credentials) are
being embedded into the EU business wallet to
implement KYB, authenticate companies across
borders, and support regulated, cross-
jurisdictional digital transactions.

5. He notes that LEIs are backed by many
regulators worldwide and multiple standards,
and that combining the EU wallet architecture
with LEIs can help developing countries “inherit”
a proven framework and quickly build
interoperable, trusted business identification.

6. Ito describes Fujitsu’s work on decentralized
data-space architectures, where trust is
anchored by enterprise certificates (e.g. DB-
Base-ID tied to Japan’s digital agency) and
enforced via connectors; he links this to future
Al/agent ecosystems that will also depend on

distributed trust and trustworthy data exchange.

7. Nakatake highlights Keio-EU collaboration on
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a global digital trust framework, including an
ISO proposal for a two-layer “trust list”
architecture to enable cross-border mutual
recognition of trust anchors, extending the EU
wallet model beyond Europe and forming a basis
for a global digital trust fund.

8. On the human-resources side, panelists agree
there is a worldwide shortage of skilled
cybersecurity and digital-identity professionals;
proposed responses include mobilizing the
relatively well-funded financial sector, using
regional IT vendors and MDBs as centers of
excellence, and engaging universities to train
specialists that emerging countries can tap.

9. In discussing compatibility of schemes like
DB-Base-ID with EU trusted lists, they stress
that trust ultimately rests on “who you trust”
(issuer, country, system), and must be built
through equivalent regulations, proven
operations, and practical mechanisms such as
mutual-recognition or “equivalence”
arrangements, mirroring long-standing inter-
bank and trade-finance practices.

10. The panel concludes that global data spaces
and digital-identity systems are still fragmented
silos; achieving a truly trusted global digital
environment will require common legal and
technical standards, strong involvement of
financial institutions, and sustained cooperation
among governments, regulators, companies,
and international organizations.
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4.9 D4-S7 Speech

Apostolos APLADAS (EU Commission, DG DIGIT,
Head of Sector, International Trust and Identity
services)

7RAMOR-7TS5X (EU ZE=. DG DIGIT, EBRH
SANBIUT7AT>T1T1 Y —EREFIEEE)

1. The speaker explains that DG DIGIT’s mission
is to turn EU digital-trust policy (from DGs like
GROW, CONNECT, SANTE, TAXUD) into
interoperable IT systems and infrastructure that
serve citizens, businesses, and public
administrations.

2. DIGIT operates the European Trust Service
Infrastructure, described as the technical
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backbone supporting many everyday use cases
(public authorities, ports, airports, hospitals,
schools, universities, etc.).

3. Under the new EU Digital Identity
Framework, the spearhead is the EU Digital
Identity Wallet; to support its business cases,
DIGIT must deploy multiple trust entities and
trusted lists by the end of 2026.

4. A detailed roadmap is outlined: in Q3 2025
trusted lists for notification providers, wallet
providers, wallet relying-party access certificate
providers, and age-verification providers (for a
“kids" wallet”) are or will be in place.

5. By the end of 2025 and into early 2026,
additional trusted lists will cover
registrars/registers, mobile driving licences,
public electronic attestation providers, certified
wallet issuers, and a catalogue of attribute
schemes, with APIs for submission and
notification.

6. This work builds on the past decade’s
successful EU trusted-list model for services like
electronic signatures, sealing and time-
stamping, with ongoing investment in updated
technical specs to support the new generation of
trust services.

7. DIGIT also runs the “Third Countries Trusted
List Programme,” a structured onboarding
process that helps non-EU countries align their
trust-service ecosystems (laws, standards,
provider lists, certificate profiles, national
trusted lists) with the EU model.

8. The programme’s workflow includes a self-
assessment by the third country, joint gap
analysis, design and publication of a national
trusted list using ETSI standards,
interoperability testing, and final listing of that
country’s providers/services in a dedicated
third-countries EU trusted list.

9. Successful collaborations so far include
Ukraine (first fully onboarded), Japan (DFFT-
related PoC showcased at the G7), a trilateral
EU-India-Japan comparison report on mutual
recognition, and Egypt, with more countries

(EU ORSAMS—EREE) |2EmLTVS,
3. B=EJOJSLTR. RENBEO NN -EXH
E% EU LEESEIHOATY TR B tens
T075 L1 25RMHL. FREREH FEIRR, NN
—EXRMHEO—E, YA AAEPEANEXEOY> T
IWREDIERZIREL TEAL EU AINF vy T DAZITI,
4. T, ETSI FASRE (B : BE -1 LRI TEHE
) (CEDE BENFZaF- bSANAN (BN
ANIZR) ZEDLSHBRRINEN 1 LRI TEEAE%
EMIBE I INF(COVTEAMTIBNEZITV. F23F)b-h
SANJARDAFRIGIMER T EZ A D,
5. HHEORMHREL - ABEERTAME T35, B=E
RIDORSZNIZMY EU OISEBYRLZ NS> hand
fecEEEN. EU BIDIREES AT ANSHEZED SR~
Y—EXANMEFETES AL TIRIEPIBEIC R D
6. INEHIELT, VIS HE=ET0I5 %5 T L.
2023 £ 11 A(C EU O#HBEHCIERITHEIHAFNES
& BALE DFFT XARTOEFERHEER PoC %
EftiL. 2023 0 G7 FEEERATEIO/MAINES
HERRIY(CE R ENfcceniBimaniz.
7. AVREQZERBIHATE. 723 NSANZMOA
FCORNB/ MOy MMTON, IZThFZOEDEFE
B FSAN—ER(COWTURTFHE - 721752 ALNILD
HEZ T EU ATERELSZY —EREL TRIEDIAH
MEDSNTLS,
8. &B(c, IZTh UNYZY, WL TREEHEDEFE
BN AM —EZZBIZRU DD, 2026 FETICHRER
HEARU TV RBUNRASN, FRI(CT S OINTTA
INFR L PRAINBEEDBR N EEDH TVSIENERINTZ,
9. RA&IC. INSOBDHMHIE - gz X KB FES-
RNSANI—EROIEEREIZEL T, ZETHBRERRT
—FBERRIBEZBELTED. ROIRIVT AN
V23> TIOPVHEHESHIHED T GRIR I LN T ES
ncwa,

100




(e.g. several in Latin America and the
Caribbean) now entering the pipeline.

10. DIGIT's strategic vision is a global
interoperability framework for electronic trust
services: starting from mutual recognition of
electronic signatures and extending to broader
digital elements, reducing red tape and enabling
cross-border trusted digital transactions
worldwide.

4.10 D4-P4 Panel

Theme: Public Trust, ISO (Trusted List)
Moderator: Apostolos APLADAS

Panelists:

- Viky Manaila (President, Cloud Signature
Consortium)

- Vijayakumar Manjunatha (Asia PKI
Consortium)

- Jean-Emmanuel Pelaez, Hernandez
(eSignature & elID expert Expert)

- Akira Nishiyama (Senior Researcher, Keio
University)

- Satoshi Kai (Project Associate Professor, Keio
Global Research Institute)

T—=X NIy RS AN, ISO &4 (Trusted List)

E5L—49— : PRANIR - 7TSHR

INRKUZ S

- Jqv¥—-YF435 (Cloud Signature Consortium
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- P B (BEEZAFIO0-)IWY—F(OAT171
— b FHEERER)

1. The panel focuses on “public trust and trusted
lists,” with speakers from the Cloud Signature
Consortium, Asia PKI Consortium, EU experts,
and Keio University discussing how to build a
global digital-trust ecosystem.

2. Vicky Manaila (Cloud Signature Consortium)
praises the EU Third Countries Trusted List
(TCTL) Programme as a robust, legally
grounded, audited ecosystem rather than “just a
list,” stressing it enables cross-border
verification of digital signatures and requires
continuous national supervision and updates.

3. She notes divergences among countries
(laws, supervisory regimes, certificate profiles,
security devices), and argues that adopting
existing international standards directly (rather
than re-nationalizing them) is essential for
interoperability; she also highlights Cloud
Signature Consortium’s role and its growing
Japanese and global community.

1. ARV TE EU ORSANZ RN Third Countries
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4. Jean-Emmanuel Bequesne (e-signature/eID
expert) explains that trusted lists already cover
multiple trust services (signatures, seals,
timestamps, e-delivery, preservation, etc.), and
that new services like electronic attestations of
attributes (EAA) will increasingly be integrated
as key enablers for data free flow with trust.

5. He describes ETSI's evolution from XML-
based trusted lists (TS 119 612) toward a
generic “list of trusted entities” data model that
can be serialized in formats like JSON, but warns
that moving away from XML has interoperability
and tooling trade-offs and must be carefully
assessed.

6. Satoshi Kai (Keio) outlines Japan-EU-India
collaboration: a three-layer trust architecture,
PoCs where EU and Japanese trust services
validate each other’s sighatures and invoices,
demonstrations at G7/G20 events (e.g., carbon-
footprint data, DPI use cases), and a joint
comparison report/white paper that underpins
an ISO proposal for mutual recognition of trust
frameworks.

7. Vijay Kumar (Asia PKI Consortium) presents
Asia PKI's 20+-year effort to popularize PKI and
public trust across more than a dozen Asian
countries, using a six-pillar model (law/policy,
TSP ecosystem, applications, identity assurance,
compliance, technical interoperability) and
actively promoting alignment with EU TCTL,
ETSI, and ISO to enable cross-border
signatures, e-government, trade, IoT, and
website trust.

8. He links “public trust” to Digital Public
Infrastructure (DPI) such as digital ID,
payments, and data-exchange layers, arguing
that DPI only becomes globally interoperable
when rooted in public-trust mechanisms
(trusted lists, standards, audited roots), making
trust “portable, auditable, and borderless.”

9. Akira Nishiyama (Keio) explains an ISO
proposal for an “International Trusted List”
(ITL): a two-tier architecture where each
country keeps its own domestic TL, and an ITL
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lists mutually recognized foreign TLs; relying
parties validate domestic certificates via their TL
and foreign ones via their ITL entries,
accommodating different national approval
schemes (e.g., Japan’s GPKI, JPKI, healthcare
PKI).

10. The moderator closes by emphasising that
global, interoperable trust requires common
standards, shared tools (like the EU trust-list
manager), and ongoing collaboration among
governments, industry consortia, and academia
to turn fragmented national systems into a
coherent, dependable global trust framework.

4.11 D4-S8 Closing

D4-S8-1 Craig Wiener

D4-S8-1 JLAJ-01—F—

1. Craig reflects that the four-day conference
demonstrated exceptional depth and breadth
across the cyber, IT, and trusted-identity
domains.

2. He praises the speakers for their deep
expertise and careful, detail-oriented
contributions.

3. He commends Keio University and its
partners for organizing a highly polished and
impactful symposium.

4. He notes that there were too many important
moments to recount at this point in the
program.

5. He says he will continue reflecting on the
discussions for a long time.

6. He expresses hope for ongoing conversations
leading into next year’s 16th International
Symposium on Cybersecurity.

7. He extends MITRE Corporation’s sincere
gratitude to Keio University and the University
Consortium.

8. He thanks all participants for dedicating their
time throughout the four-day event.

9. He emphasizes that the work discussed is
critical and must continue without interruption.
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7. (. BEEDKRFLRFIDY-ITLICRU.
MITRE #tDIUHS DA ZARZ T2,

8. fK(d. 4 HRICHIZZ/ARY M@ TR R ZEI LTz
2TOSHEICRESEUR.
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4.12 D4-S8 Closing

D4-S8-2 Jun Murai

D4-S8-2 #H #i
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1. Speaker highlights the strong and substantial
content of discussions and speeches throughout
the conference.

2. Emphasizes the remarkable fact that 15
embassies supported the event, noting how
unusual and significant this is.

3. Notes that many nation states represented in
Japan are actively supporting cybersecurity
initiatives for the future.

4. States that 2025 is a particularly important
year, especially in the post-pandemic context.
5. Observes that digital society has rapidly
expanded, with nearly all areas now dependent
on digital technologies and infrastructure.

6. Warns that even sectors with no prior
exposure to cyber threats are now facing
cybersecurity risks.

7. Stresses the importance of sharing
experiences and accumulated wisdom to
address these emerging challenges.

8. Explains that universities play a vital role in
bringing diverse expertise together to
collaboratively shape the future.

9. Expresses deep appreciation for participants’
active engagement, stating that the
conference’s success depends on it.

10. Concludes with thanks to all speakers and
attendees, along with logistical reminders
regarding interpretation receivers, and looks
forward to future events.

1. BEBIEREREAZBUGEROEROAT NI H
DRBH THoleRZHR T 5.

2. 15 OXREEENRANRY MeSHRUTAFEINEE R 248
L. NP UEICEFIN OEE THHINERREIT 3.

3. BARICRKRZECECOEZRN, FFRICAeO//\-t
F2)FTAHEREZARABHY(CZIRLU TVBTEZ BT B

4. 2025 FMFICEERETHN. /> T VIO
BVWRHICERTHHLRND,

5. TIINHENRRIALAL. FEETODEFNTSY
IWEEA > TIIARIFU TV S IRIRZERER T 5.

6. INFTHAN-BRUCIHENZLORVIEF TSR 5
PHAN-FIUT(URIICERLTWSEEES TS,

7. TOUISRIERERRE(SHAL T BIcd., #2BREBR[ENIAN
ReHBIZLOER T ZEHT D,

8. RENSHRREPIXHEZFEEL . B TREEZAAFD
L TEERIGEIZIBILHAT B,

9. SIEBEDBBH LR STRBSEL . SEDRINEZ
NIKIF I BLHNRB,

10. 2 TOFEEELLFENOHBZIRN, WERZEH
(CRAIBEE LOET 2L SBROIND MHIFFIS
EREATC,

104




Parallel Session

5 Day 2: October 29 | North Building 1F North Hall

5.1 D2-T1-S1 DSA

Moderator: Hiroshi Mano (Executive Director and
Secretary General, Data Society Alliance)
Panelists:

- Sakaino Akira (Director, Evangelist, Smart
Industry Office/ Smart City Office, NTT
DOCOMO BUSINESS, inc.)

- Kenji HIRAMOTO (Senior Executive Officer,
Director General of Digital Infrastructure Center,
Information Technology Promotion Agency,
Japan)

- KIKUCHI Naoto (Project Professor, Graduate
School of Media Design, Keio University, Vice
Chairman, Digital Policy Forum)

- Toshikazu YOSHIDA (Board Member, Japan
Digital Trust Forum (JDTF))
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5.2 D2-T1-S2 RRI

Title: What are the Trust and Trustworthiness
needed for the future of manufacturing? —
Value creation in supply chains connected by
data

Moderator: FURUKAWA Ayaji (Member,Affiliation
Robot Revolution & Industrial IoT initiative
Industrial Trustworthiness &Security Action
Group)

Panelists:

- Fumikado Anzai (Engineering

Manager ,MITSUBISHI HEAVY INDUSTRIES,
LTD. Digital Innovation HQ. EPI Department)

- Takashi Ogura (Senior Researcher ,Hitachi,
Ltd. Research & Development Group, Mobility &
Automation Innovation Center, Autonomous
Control Research Department)

- Takeshi Kawabata (Senior Manager ,Toshiba
Corporate Laboratory Al Digital R&D Center
Security Research Dept.)

- Hirozumi Eki (Chief Technical Architect ,ARGO
GRAPHICS Inc. ALM Business Promotion
Division)

- MAHARA Kumiko (Senior Manager,Sony
Semiconductor Solutions Corporation IS
Business Strategy Department)
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5.3 D2-T2-S1 The Japan Institute for Cyberspace Studies (JICSS)

The Japan Institute for Cyberspace Studies AANL 1 AF=IRIVA—-I25=SA b B4 )—tFaV

(JICSS) T1ELSUIDZANBARD OT ©/57-0ERHFHZESD
%

Title: Stakeholder Engagements: How E5L—4:J0U7-J397%> (GMG I>BIT1>HEl

Cybersecurity and Resilience Make Japan's OT %% . JICSS %FhlEER~)

Sector Globally Competitive JURUZB

Moderator: Gloria Glaubman (Founder of GMG - J1-LR-Z5—

Consulting and JICSS Special Advisor)

Panelists: REEtYI a2 (BAREERL)

- James Miller

English Session (no Japanese)

1. The moderator frames the discussion around differences between IT and operational technology
(OT) lifecycles, highlighting that OT systems may run for 50 years and require strategies that
balance operational continuity, transformation, security, and resilience.

2. Gloria describes a shift in Japan'’s policy conversation from specific technologies or sectors
toward broader cyber and business resilience, emphasizing modernization of data management,
national security structures, and the private sector rather than “religious” debates about domestic
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vs. global cloud.

3. On prioritization, she warns that “everything can’t be number one” and recommends focusing
first on lifeline critical infrastructure sectors (water, communications, transportation) and national
security, driven both by domestic needs and external pressure from allies who must be able to
trust Japan with sensitive information.

4. Drawing lessons from Ukraine, they stress the need to maintain continuity of government and
financial services during crises, support citizen mobility (e.g., remote schooling, online banking),
and use secure, hyperscale-capable cloud infrastructures to ensure resilient access to digital
services from anywhere.

5. They argue that Japan should leverage existing international standards and frameworks (e.g.,
ISMAP/FedRAMP-like approaches) instead of reinventing the wheel, including reciprocity with like-
minded countries and a whole-of-government model that can set and enforce cybersecurity
baselines across ministries and agencies.

6. The discussion highlights serious gaps in logging and threat intelligence in Japanese
organizations: many do not retain logs long enough or detect incidents themselves, which makes
Japan “fertile ground” for adversaries to test new zero-days, and underscores the need for better
collection, information sharing (e.g., ISAC-like models), and safe-harbor protections for industry.
7. As a “leapfrog” opportunity, Gloria points to AI-driven security operations (e.g., Al in SOC/SIEM)
that can rapidly analyze huge volumes of alerts and logs, with humans in the loop, supported by
cloud or high-performance infrastructure—moving security to the API/data layer and making better
use of telemetry.

8. They link security transformation with broader digital and economic transformation: data is
described as “king” and trust as “queen” in a zero-trust world, where granular visibility,
observability, certifications, and industry-defined baselines all contribute to trusted digital services
and Japan’s competitiveness (e.g., finance, AML, transportation).

9. The panel underscores the importance of public-private collaboration: sector-by-sector
approaches, industry-led groups, and government-led initiatives (such as the reimagined National
Cyber Security Office) must coexist, with industry having a strong voice in shaping regulations,
sharing lessons learned, and avoiding harmful or impractical rules.

10. They conclude that Japan has a real chance to leapfrog by learning from allies’ experiences,
strengthening sector-specific and cross-sector collaboration, and aligning security, resilience, and
economic revitalization—creating a ripple effect once a few sectors and companies show tangible
benefits.

5.4 D2-T1-S3 IDTF

Title: Promoting digitalization of Public Notices AN : ALSBRIDT SFIALHEE

Moderator: Naoki Ushijima (GMO GlobalSign
Holdings K.K., General Manager)

Panelists:

- Masamitsu Kimura (SKYCOM Corporation,
Executive Office)

- Tetsuro Kubota (CIO Adviser at Fukuyama-city
and Manazuru-town)

- Daisuke Chiba (Digital Government Labs,
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President and CIO Adviser at Susono-city)
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R EOEBHIKREVREEFEI D

5. EFHBEOEFIEFLLT. BiatRIC3H 6,000 DFHENHDN FIADZ W LI 100 HHTE2ADE 98%% 5%
BIcth, BEIETIRDED LN EEN THIEVSERMAINE.

6. BFLEHEET S LT, BEIBKIREOIFHUVEWDMEANETF 1R EP, BHBEETMIZUL S VEREEN K
SRFEEELIOTVSLIERENT.

7. fERERSEDB(C(F, IBHEOIZRE, LRIZESAHBHS"F— AL TEDBARH"HARB] RIZEVSEREED
hoRensz,

8. MBPENBENKIBIERRO DX IBHCHEEIRI I T ERFHEMEDE LICETS 26 FHel DVWTESHEA
SIMCIROTHED., Z(HMERREL TEFAEEMEVRIR(CH DL SN T,

9. BHLOEBNEZRFR. TR EROEEEL, —E My (BRENIIT7I0-F) OREMNERIN
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5.5 D2-T1-S4 Cylogic

Title: True Sovereign Cloud for Japan: From | 4Nl : BRICESTOEDOVI -H5TR . sRRENSIR
challenges to practical solutions SERRERARRN

Speaker: Chris Grady (CTO, CyLogic Inc.) AE—=#: JWR-J57¢ (CylLogic tt CTO)

English Session (no Japanese) REEY>a> (HARGERL)

1. The speaker runs an informal, small-audience session aimed at people new to cloud and
cybersecurity in Japan, including a reporter covering the cyber policy beat.

2. His company has worked with Japanese firms since around 2018 to introduce a FedRAMP-like
security and compliance program and a “sovereign cloud” for Japan, with strong backing from
Admiral Dennis Blair and FedRAMP’s first director, Maria Roat.

3. Their mission is to protect critical infrastructure in the U.S. and partner countries through secure,
sovereign cloud solutions, assuming many Japanese stakeholders still lack basic familiarity with cloud
concepts like Amazon, virtual machines, and zero trust.

4. He defines sovereign cloud as full local control over data, applications, and infrastructure,
compliance with domestic laws and regulations, strict data residency, operational independence from
foreign nationals, and—extended in their model—100% self-containment with no external service
dependencies and a validated, tamper-evident supply chain built on COTS and open standards.

5. He explains SaaS, PaaS, and IaaS as an inheritance stack and positions CyCloud as a FedRAMP
High-aligned IaaS provider with integrated VDI, backup and disaster recovery, zero-trust access, and
Al-ready workloads, arguing that many Japanese ministries and defense organizations need full
visibility “under the hood” rather than SaaS black boxes.

6. The JRAMP cloud prototype duplicated their FedRAMP High-ready infrastructure in Ashburn,
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Virginia, deployed a service-delivery layer in Tokyo data centers, and connected them via private
Equinix carrier links (not the public Internet), demonstrating rapid, high-throughput, highly available
trans-Pacific connectivity.

7. He criticizes hyperscalers as centralized “big targets” and expensive for data movement, noting
that most East Coast U.S. traffic traverses Equinix campuses; by operating inside this ecosystem,
CyCloud can offer strong performance while remaining decentralized and sovereign for Japan.

8. A detailed zero-trust network access demo contrasts legacy VPNs (over-provisioned, trust-once,
IP/port management) with their model: a client sends a single packet to a non-responsive controller,
identity is verified, a per-user “micro-firewall” with fine-grained policy is spun up, resources appear
only while authorized, posture is continuously evaluated, and the firewall is destroyed on logout,
leaving no exposed attack surface.

9. He shows the internal management layer (PKI, DNS, NOC/SOC, ticketing, backup, monitoring) as
a closed, Internet-isolated environment and demonstrates how hardened VM templates and virtual
desktops can be provisioned in ~90 seconds, plus integrated backup/DR that can restore individual
files, AD objects, containers, or an entire region (about 150 VMs) to meet strict RTO/RPO and
FedRAMP High requirements.

10. Strategically, he argues that AI workloads are pushing the “cloud model” (self-service, rapid
provisioning) back to the edge and on-prem so compute can sit near data; CyCloud aims to deliver
a VMware-based, hyperscale-capable but decentralized, FedRAMP-High-ready sovereign cloud for
Japan first, with no plans to expand to other countries until that mission is accomplished.

5.6 D2-T1-S5 Cylogic

Title: True Sovereign Cloud for Japan: panel A4NL  BRICBIHFZEOVIV-I3IR : NRIVTAAN
discussion and technical demonstration VA ERMMITEY AN —23>

Moderator: Yogev Moyal (COO, CyLogic Inc.) E7L—4% : 3-5J-E1V)L (CyLogic £ COO)
Panelists: INRKUZ S

- Maria Roat (the first Director of the FedRAMP | - YU7-0—k (CKEICHF2 FedRAMP 0935 LDHK
program in the U.S. and the former U.S. Deputy | T/4L74—. miE R EHRETENRIE)

Federal Chief Information Officer) - LA R-XA()\=4 (CyLogic #t CEO)
- Louis Mayberg (CEO, CyLogic Inc.) - DIRH574
- Chris Grady

mEETYS A (BHARSERL)

English Session (no Japanese)

1. The speaker emphasizes CyLogic’s mission to secure U.S. and allied critical infrastructure through
highly secure sovereign cloud solutions and frames the talk around real operational demonstrations
rather than theory alone.

2. He stresses that all CyLogic systems are built to FedRAMP High standards, noting his long personal
history with FedRAMP since 2012 and explaining that even countries without FedRAMP still need
equivalent high-security compliance.

3. He outlines a comprehensive definition of “sovereignty,” including full national control of data,
infrastructure, operations, personnel, geographic boundaries, and complete independence from
foreign control planes or external services.

4. CyCloud is described as a fully self-contained sovereign cloud: no external DNS, identity, logging,
or update services; validated end-to-end security; tamper-evident supply chain; and no foreign-

110




national operational dependency.

5. He contrasts SaasS, Paas, 1aaS, and a proposed “full sovereign cloud,” emphasizing that sovereignty
requires 100% visibility and control over infrastructure and operational processes, not just
applications.

6. He explains how FedRAMP compliance is 20% technical and 80% operational maturity—who
operates, monitors, and secures the cloud—and describes the FedRAMP management layer vs.
service delivery layer used in J-RAMP deployments.

7. A major theme is decentralization: he argues that hyperscalers are centralized “single targets,
whereas CyCloud is designed for distributed, edge/on-prem architectures, supporting Al workloads
close to data sources.

8. He demonstrates zero-trust network access using single-packet authorization, cloaking, dynamic

”

micro-firewalls per user, and entitlement-based access, contrasting this with insecure legacy VPN
models.

9. Multiple live demos illustrate rapid VM provisioning (under 90 seconds), virtual desktop
infrastructure, integrated backup/DR, forensic search, and micro-segmentation—showing concrete
cloud operations “under the hood.”

10. He concludes with the JRAMP example: deploying the FedRAMP management layer in Virginia
and service layer in Tokyo, linking them via private trans-Pacific connectivity, demonstrating
decentralized sovereign cloud capability for Japan.
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6 Day 3: October 30 | North Building 1F North Hall

6.1 D3-T1-S1 UNIDIR RAISE

Title: Responsible Al by public private
partnership with UNIDIR RAISE (Roundtable for
AI, Security & Ethics)

Moderator: Tom Kono (Fellow, UNIDIR)
Panelists:

- Yasmin Afina (Researcher, Security and
Technology Programme, UNIDIR)

- Michael Karimian (Director, Digital Diplomacy,
Microsoft)

- Kazuo Noguchi (Senior Researcher, Keio
University)

- Atsushi Ikegami (Senior Research Fellow,
National Security Institute of Fujitsu Defense &
National Security)

English Session (no Japanese)

4 ML . E1Edd Al Z UNIDIR RIASE (Roundtable
for AI, Security & Ethics) LEBICEBEFEERZBE

U

L5 uE # (EFRESEREATFAT (UNIDIR)

J10-)

INRKUZ S

- Y23>-774—7F (UNIDIR tFa1)F« iS04 S5 LB
F8)

- XA -HIZ7> (RA70YITB TSANNZT1LI5

=)

- B0 1% (BERR2AF LEE)

- b E BE (BEL@T IV AT eFI)TE
PREAFTAEEHATE)

ReEtya(BAGERL)

EEETBDEEE

Conducted in North Building 3F Large Meeting Room

6.2 D3-T1-S2 Defense Technology Foundation (DTF)

Title: Integration of cutting-edge technologies,
primarily from startups in the defense sector,
and the Risk Management Framework
Moderator: Hideaki WATANABE (Chairman,
Defense Technology Foundation, The 1ST
commissionner of Acquisition, Technology and
Logistic Agency)

Panelists:

- Yoshihito Watanabe (Deputy Chairman /
Managing Director of Defense Technology
Foundation)

- Yoshihiro Sawada (Director, Japan Aerospace &
Defense Consulting Inc.)

- Manabu Koike (Executive Officer and Section
Manager of Consulting Unit, Japan Aerospace &
Defense Consulting Inc.)

- Ryu Kanno (Manager of External Affairs Office,
Japan Aerospace & Defense Consulting Inc.)

A4 N BRI EF TORY— NPy T RILE T B 5Timisi
DHEWIAFHE Risk Management Framework [CDWT
L4 Bl B (—RRMEIEAN BhERdithe
HER, VKB ERETRE)

INRKUZ S

- BE BA (—MMEEAN hERilihs BHIES)
- EH RE& (RNt Japan Aerospace &
Defense Consulting BY##1%)

- N (B%RW&%t Japan Aerospace & Defense
Consulting BUTIREFRIYILT1IEEIR)

- B B (%kN&=%t Japan Aerospace & Defense
Consulting FHHZER)

1. BERMHRE Ol BmEMitARE 13, phE=ETOREENSOERFICLZMEBERE. ARz (Kb
2a - EAKSE) OBHNERSHE. IRESORMEREZEU T, BHERAtiOBEIRINEE - HEZ MG (CATOTVBEHAT

@50
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2. AAREE. KFHEEZELITRIRI— N7y Tt/ MEEOEBN iz 5 E R EFCEDIADCEZBEREL. £
40 tHHDIEARBEEBIRYF I TANY NORBREZRIEL. BHEIS AZZIEBL TS,

3. SY\>-I7OAR=-RARTATIVA- DB T1>49 (IDC) (. SHIFT OB EEFIFRtEL TERIIENIZHRLL
IHNEHTHD, VINIITTANEEHET DI OERED E(C, RMF (Risk Management Framework) %1
BEUTIRIRR DAY Mz iR ZBRHU TL\S,

4. RMF (&, 2002 £E® FISMA #lITEE NIST SP800 3)—X (HF(C 37-53) OEfEZis=(C. 2014 FICK DOD T
AFGEASNIZEREE -SR] JOTATHN. 2018 FCHEBUAFCIRS T EE(EHRZINOESEFICOEREEN LN,
2022 FefiFED DODI 8510.01 TIREZRS AT AICHMRMEARENTZIL —LAT—=TTHD.

5. BATI(E. B5EENSH 5 FICBERI AT AR BROMm S (C RMF 2@ I%/4 i 2$]5H0. ©F1 9 FEETIC
BIF S AT AOBAGREFRRS AT LAN\OERZED DD, BFEHBEMAFRIROFEZILALTLSN, MREfmah
R TF St CREM THD. T8 TORZESHERHEINTVS,

6. RMF QURIDHICE D EFIUT(ARERE - B - N EZSU> ) RSB F T2 S 02BN ITOEATH
D, &K 1000 IBEIRVVEBIBIREE AR EVERNNE LR DI, FRERDIRNA —PEFERA—H—(CEOTEETEN
AE LRI REBRETISCRED . KB EF1)7 (M@ _ECORMDIKVEVIEREN DD,

7. BROYAN-F1VT(BEG, SAN\-tF1UFERE. BHFH—E%E EE>IJ5 WG, ISMAP EH ISMS-
ENISA-NIST SP800-53 22T EHEDIIZVIIREE (L THD. KE DL RMF Z#hie Ul —EUIARR(CHEAR
TR - BBEMENRIFTOSIZ8. RMF B ORHEH CHIZ TUKEENEAEN TV,

8. RMF FEONSANIDTAZ17AEZA) )L EET A THD. BRI ROEEA > I5%FRIDDELEL
B3N, BATEBHFFHELSOEBTPEE>ISBEBENOEMMENTHD. 8EBNHIT A/ —-BHHIOEREIITET
9L TEDSEEDRCEFRIIRA > TID 1O AHBPLRBENSOEFEZESNBVEVWIRRZNTRENTLS,

9. KET(E CNSS ([CLZEREZERES T ABIFA—/N—-L 110, ZZEFD[Platform OnellC&LBRTA MRy EL
DOHES5EEE - DevSecOps EEENEBENTVEZ—7 . BRI SVIMYIZRBDFERISEONSWBIHZ N5
RIFEETHSY . MEssEEIEE RMF EROME CAZRFrvINmdLiEfENTL3,

10. IOURAKSLZIEE X, IDC (& RMF AFT (2 BE) M5, 1 hABEOURIDT -t 1UT(ETEEIEHRI-R. S
BOEZA)J GRGETEL _EREEF - AFTERENAEE IO S LZRMEU. BHEE - EMmX—h—-1T >
H—(CHB1IB RMF AMZBE KL T, REAN(C(EBEASARO RMF ERBENZE LIFUTUKIENSHDEIRN TS,

6.3 D3-T1-S3 InfoKeyVault Technology / WIiSECURE Technologies Corporation

Title: Now it’s the time for PQC Migration 4N : 5% PQC YATL—2a> D%

Speaker: Albert Cheng (CEO, InfoKeyVault AE=H: PWN=h-F1> ((>TAF-MNILE-TH)05—
Technology Co., Ltd.) Kot AREEFRAR)

Agenda: A

- Why PQC - PQC BADNKEN

- The standardization status of PQC - PQC OISR

- The requirement of PQC Migration - PQC #1T0EM4

- The challenges of PQC Migration - PQC B17(cHIT5:8E

English Session (no Japanese) mEEtYI A (HAREERL)

1. The speaker introduces himself (Albert from WiSecure Technology, Taiwan), explains his
company’s HSM products, and frames the session as an introduction to PQC and PQC migration.

2. He explains why quantum computing threatens existing public-key cryptography, referencing
Shor’s algorithm and predicted timelines for “Q-Day” from Microsoft, Gartner, NIST, BSI, Fuji, and
others.

3. He emphasizes the “harvest-now, decrypt-later (HNDL)" threat, noting that encrypted data stolen

113




today may be decrypted once quantum computers mature.

4. He highlights how deeply PKC is embedded in everyday systems—2FA, MyNumber cards, smart
grids, payment systems, cryptocurrency, mobile app integrity, and more.

5. He introduces Mosca’s Theorem, explaining the relationship between quantum maturity (2),
system migration time (Y), and data shelf life (X), stressing urgency for PQC migration.

6. He summarizes PQC standardization status: ML-KEM and ML-DSA (lattice-based), HQC (code-
based), and hash-based signatures (SPHINCS+, LMS, XMSS), explaining their roles in signatures and
key encapsulation.

7. He discusses use-case categories and timelines from CNSA 2.0, showing when PQC adoption
becomes recommended or mandatory for software signing, web/cloud communications, devices,
and niche systems.

8. He describes migration challenges: complexity of PQC algorithms, large key sizes, legacy systems
incompatible with PQC, uncertainty about how many systems use PKC, and legal/regulatory
ambiguity.

9. He recommends hybrid approaches combining PQC and classical algorithms to ensure
interoperability during transition; outlines discovery processes, cryptographic inventory, and
automation tools for identifying vulnerable systems.

10. He concludes with strategic recommendations: global collaboration, raising industry awareness,
sector-specific best-practice development, Taiwan’s policy example, and a call for organizations to
prepare budgets, expertise, and plans for PQC migration.

6.4 D3-T1-S4 JCIC

Title: No More "By Mistake" and "Should Be OK"
Moderator: Toshinori Kajiura (JCIC President)
Speakers:

- Masahiro Sawada (JCIC Visiting Fellow)

- Toshihiro Hirayama (JCIC Visiting Fellow;
Professor of iU)

AN [5oh0 ], [EHARLKIEAS 12EE

T4 : 1B &8 (JCIC RKRIEE F LFEWR
g8)

AE=h—:

- EM ML (JCIC BEMRE)

- i #BA (JCIC ZEHFRE. [FIREE(IN-23>
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D)y FRIARAEPOTY—Wi-Fi= 28 | 4G/5G = [Fa8 JEWS LR, BIMRITROERMERLOLEERETIRZS
{EIU. BRTULZIBRL TVSERBTTUR .

6. [T3REF1ITA AMIER ) \WH—DIIBEFIRTEBL AR (FH-Y-EX) ([MATEFIITHHZROA
#Z3EL. B ADOKEHR_ LN TERIBIRXBE<MEISME ILVSURIRDSSE. MEssHEZIRSL. B AEOURMEIRICD
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BABEVMIE IHRENT.
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TROREEINSBIET/VN\DZEBLTVSENETBNIIZ T BALHIEREBEAMBRICLDBLDNEEENT.
RAECORBRGIERNLREFERH]. FILRGETBNIE] BBERENVZRIRRIAD M 2F—0—-RELT, BEA-
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6.5 D3-T1-S5 Keio University Global Research Institute, Cyber Civilization Research
Center (CCRC)

BANL 1 IR—LDPTFAT IR A=ToA IN-23>T-)323
v NFIBAEAETONI)L ECHONET Lite & ERAB 08

Title: Home Open Innovation

Workshop: Activity report on the international

Appliance

deployment of the open-standard protocol
“ECHONET Lite"” and Distributed Energy Resource
Aggregation Business “ERAB”

Moderator: Maaski Umejima (Project Professor,
Cyber  Civilization Center,
University)

Research Keio
Panelists:

- Akinori Kahata (Deputy Director of Natural
Resources and Energy Agency, Ministry of
Economy, Trade and Industry, Japan)

- Hiroshige Muraoka (President, Nomura
Research Institute of Singapore)
- Masato Nagasawa (Director, Echonet

Consortium)
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7 Day 4: October 31 | North Building 3F Large Meeting Room

7.1 D4-T1-S1 Google

Title: Decoding the Future of Attacks: Actionable
Defense Strategies and Security with Google
Speaker: Jay Uchiyama (Head of Google CoE)

A4V J0-)VLEBBOERRIRR : Google HHRAR. &
£ 2HAN-IREDUT )L EXTER
AE—7: Al BB (BAN\—tF1)F7 AR ER)
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7.2 D4-T1-S2 TrendMicro.Inc
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Speaker: Hiroyuki Kakara (Sr. Threat Researcher, | 2E—# : lIE B1E (N> RY/490 YA N\—tF1U71-

Trend Micro Cybersecurity Institute) A IR=23RTFR. 7 ALY NY—Fv—)

Title: The Frontline of Cyber Threats: Latest
Trends from State-Sponsored Groups

1. Aty2a> T, PE- -0 7EVSERER2FOREE) ) -T0BE 1 FE0EMA%Z. b RY/4/00Y
Y—FHRERCEDSEML. BAZEFIES>TORWT—REZHTIREN - TTPs - AL | ZIRF I 5L D EE T2 RUISE

117



ETHDo
2. REREIT I -TE. k- BRERZEBNEL. BTIAFI-—VIBLEE( S ISAOREBR, EHEIZE 7T
1Y) AL TV BIR— NET THRESNE IME VI~ (1BE®H) 0O7vT7—MRXA S FOERDIC KD KIRIERK
. VSCode o). OAuth AERDEBARE. [TEMRA> I3 - IEFEE |2 F(CEOIREMFH THD.
3. FE® Earth Karmar J)L—J1&. h—RILLAILDIL—RFyh (Moria, KRNRAT &) #B\TIOER-J71)L-R
— b~ ’SD4w I BIERICFEEL. Radon, WML W—)b, UN-ZT0F> . F-04-REEEY )L TrERR - SR IER
THEY - REBEAZITS. DFSR 2 SYSVOL LJF—2a>#BAULT, EORXIVNSIBEIRNTRE UEMIELICKT 2R
EL TALODYIIBE GRS T,
4. HET(E. Earth Estries (FIEA7ITR/7HZATJ0-h-) & Earth Naga (IB¥REFER) H'E—IRIETEEL,
Cobalt Strike N5 ShadowPad %41 > 179 3REMEEIFIBEGREEINEIRIEN. INE. APT R TE
[Access-as-a-Service |D&IRESRAETINNRBEL D DHDEZRL. VRIE1—230% —EREHCL TS,
5. JLEREEREET (L. SIS ENCIES EERSIPT - DeFi- VI NI 7RI EZETHIITIAL). LinkedIn 3RAL
RiiEiEZ=O>THREICAIE npm /\wr—>%1>ZM=)L&% Void Dokkaebi OFv>R—->H 8 TeENnic,
Bevertail (JS47>0-%4) ¥ Invisible Ferret (ZH#EE(>IA2XT1—3) . TOR RA—=ZD Tsunami 72¢. OSS 1]
ST LRI TIRY —C2%ZTIERUY T34 F1— > BENFH TH D,
6. DPRK IT J—h—(& BEULIV-52ATDZ7ELTHREICADIAH . IEARZER CHREZS D DMERRY T —IA
OV AERZ BRAL TIEHIEENC/ (W) R7IBDIAHZITII AB T4 FI—WE | THD. EiET ChatGPT %7
WA LB T AT 1% 4%4% - Deepfake ZEtBRINCFIFA I 2L, Al BREGISAMTEIEARE(CEBRL TLW LB EENT.
7. LEAf¥D Kimsuky (Earth Kumiho) (&. Dropbox t° GitHub ZXIWIIT7HRAT1>4 /T = RmHB5EEUTEL.
BT C2 RUICKEZ5EAESE BN APT37 {2 KONNI @ TTP > 1)ld—- REERIMTEHIL T False Flag {1t
(3. 7NJE1—23> % RELEE TS, APT37 (£.NET AppDomain Manager Injection ZEREUI7AILL ANEE
T. [EFRJOTAAERT RAT ZEMWEE B3R ERRANELE 2 S EELTLS,
8. O3 7REIN—-TEVIFAHEIREZIZ(SEEIL. (1) EEAOIFADVAN-KE, (2) SERFREE.
(3) HHIBRIEZIBSIAINIDAARL =230 DI =L — KR I TYILF RAA D #ZREHLUTLS. APT28 (Pawn
Storm) (& LLM % Hugging Face #2HTHHAAARL RameHug . 1-HY—-(CB5E 4 PowerShell ZE5D{F (&
% ClickFix =%, APT29 (Earth Kostet) (&4 RDP ##5%J71 L %Z{E>fz Rogue RDP INEL, KEDH
RXAL> +Tor+EH VPN + L2572 3vIT0FS TLERICA > I MEL TS,
9. &5(CO>7FM Doppelganger Fv>/R—>Tld. KFEATATEADDIETA M EEL TII A FSHBICETENRE
E21BE L. SNS Ry RTILEN T 3IBHRIAENMTONTWVD, - 87 -FEICHBEI SN > RELT. TLiving off the
Trusted Land (fE3EENZH—-EX-Y-IOBR) 1LBHIEIZBTIAFI—2WE (LA —EEDRA( S FOE
D, 0SS BHR, AWHTSAFI—>) HFEIFSN. 7NIE1—-Sa>(LEEE - 1&{- False Flag ([C&D—EsE#BHEL TS,
10. FEHELT, EZRKE= APT (ZYINIIT - A A2 TD52 SO T/ F1—>E2EREBIIS T LAZDEDEIAN
Al LWSFRTZREEZREEDIAH D DH DIz, BHEMAIMEARTIE (Assume Breach) ITRAZROIRA]-XMIGEESIZ
s8{bL. 1-Y—/JOtR BIEODIRDHEN-IEERE. VIN/ N/ B—ERZ2E0EEOY T/ F1-JIRAIEIE,
BS0BRA> TSI ADMGEH 7Y T T — NI AREI R ThdLiEm DT T3,

7.3 D4-T1-S3 Cisco

Title: Cutting Edge of "Economic Security" and AL . REIEENMEFRIINE(RBRBELTERE LMY
"Cyber Security" for Private Companies to N—Z2RIE | DRIt

Understand INRUZ S

Panelists: - XF B SRAVATLX [BRBESEN /N7
- Isamu Monji (Principal Sales Architect, Service | —F77h)

Provider Operations, Cisco Systems) - R &8 (3AJ3XF7ALX Cisco Talos

- Takahiro Takeda (Research Engineer, Outreach, | Researcher)
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- AHM B (RIS ZXFLX Security & Trust
Organization (S&TO))

Threat Inteligence & Interdiction, Cisco Talos)
- Shigeru Kimura (National Cybersecurity
Advisor, Security & Trust Organization, Cisco
Systems)
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7.4 D4-T1-S4 Hitachi

Title: The reality of migration to post-quantum
cryptography (PQC)

Moderator: Tadashi KAJI (Deputy General
Manager, Research & Development Group,
Hitachi, Ltd.)

Panelists:

- Tatsuya Tomaru (Quantum Computing Project,
Next Research, Research & Development Group,
Hitachi, Ltd.)

- Kazuo Noguchi
University)

(Senior Research, Keio
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- Naoto Kawaura (Department manager, Security
Product Division, Hitachi Solutions)
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7.5 DA4-T1-S5 ACCJ

Title: Towards a More Secure Digital Japan AN : KDZERRTIHIEARICEIFT

Moderator: Scott Warren (Partner, Squire Patton | €57L—% : ZOvbh-9x—L> (9947 - )Ny h> - hwJ
Boggs Tokyo) BREBBFN-K-)

Panelists: INRUZ S

- Jared Ragland (BSA) - SvLyR-3J35>R (BSA)

- James Miller (Director, JICCS) - S1-AhX-35— (JICCS 71L%95-)

- Michael Karimian (Microsoft) - NATI BT (X490YT8)

English Session (no Japanese) REEY>a> (HARGERL)

1. The moderator Scott Warren frames the session as a “company-eye view” on cybersecurity in
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Japan: how firms actually experience breaches, protect networks and data, and work with groups
like ACCJ, BSA, JICCS, and Microsoft to make “digital Japan” safer.

2. Using IBM-Ponemon data, Scott highlights the business impact: average global breach cost =
$3.6M (=$9.4M in the U.S.), average 189 days to detect and 72 days to eject attackers, and a shift
from smash-and-grab ransomware to long-term lateral movement targeting high-value data.

3. Roughly 50% of attacks aim at personal data and 50% at business-confidential information
(strategy, pricing, M&A, supply chain, HR data); he argues executives take cybersecurity more
seriously when they see it as protecting “what makes the company valuable,” not just avoiding
embarrassment or fines.

4. Jared (BSA) explains that BSA members provide cloud-based and on-prem security and business
software, and that good policy environments (like in Japan and Singapore) can both remove digital
trade barriers (data transfer/localization rules) and enable adoption of secure cloud and Al solutions.
5. On regulation, Jared stresses interoperable, risk-based incident notification: clear thresholds,
realistic timelines (clock starts when a breach is discovered), coordination between privacy and cyber
regulators, and alignment with regimes like U.S. CIRCIA and EU NIS2; Scott notes APPI's current
rules can over-trigger notifications when any threat actor is involved.

6. Both Scott and Jared describe Al as a double-edged sword: about 13% of attacks already use Al
(e.g., phishing built in minutes), many breached firms had weak Al governance, and defenders must
both deploy Al for detection/response and secure Al systems themselves (governance, red-teaming,
data isolation, controlling “shadow AI” use by employees).

7. James (JICCS) argues Japan’s main problems are cultural and business-model-related rather than
purely technical: lagging cloud/AlI adoption, fragmented legacy systems, weak data use in sectors
like banking, and poor security “hygiene”; he calls for “security transformation” tightly tied to
business value, and for JICCS to provide an industry voice on national/economic security policy.

8. Michael (Microsoft) shares lessons from global telemetry (100T+ signals/day): prioritize identity
and basic hygiene (phishing-resistant MFA, least privilege), treat ransomware/data theft as whole-
economy risk, use Al to defend but harden Al itself (prompt/data/model attacks), start post-
quantum crypto migration now, and align policies (incident reporting, Al, PQC) across allies to speed
defense.

9. In Q&A on SMEs, the panel says most small firms buy “off-the-shelf” cloud/SaaS and lack in-house
expertise, so governments should provide simple guidance, possibly tax incentives for cyber
investment, and encourage secure-by-design vendors; digital transformation for these firms can
simultaneously improve security and unlock new business value (e.g., data-driven insights like
Singapore’s hawker/Grab example).

10. In closing, James warns that bolted-on security is a symptom of bad design and outdated tech;
the panel’s overall message is that Japan needs nimble, resilient architectures, security embedded
from the start, and leaders who “know the risks and the remedies,” making cybersecurity a core part
of business strategy, not a compliance afterthought.
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Change History

Date Part Comment
2025/11/25 Whole New release
2025/12/01 Whole Filled in the sections marked TBD. Corrected typos, omissions, and

inconsistent terminology.
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